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Introduction

In this paper, an investigation has been carried out into four different packet capture files (PCAP) with
different scenarios in relation to an international sporting competition. It is shown that there are
possible cases of corruption and bribery taking place with officials and members by a person with the
alias of “Kim Ill-Song”, with the objective to host the Chess Boxing championship in North Korea,
Pyongyang. Evidence was provided of these allegations along with files relating to the championship
which were obscured using anti-forensic methods. Evidence is also provided that the person using
the “Kim Ill-Song” alias may be using it to frame this individual. Evidence of another suspect “Ann

Dercover” is planning to meet “Kim lll-Song” on a specific date and location.

Tools Used

Following is a list of software and tools that were used in capturing the evidence provided:

Wireshark - (Wireshark - Go Deep., no date)

Foremost - (Foremost, no date)

Binwalk - (ReFirmLabs/binwalk, 2020)

Tshark - (tshark - The Wireshark Network Analyzer 3.4.2, no date)
Ngrep - (ngrep(8): network grep - Linux man page, no date)
CyberChef - (CyberChef, no date)

HxD - (HxD - Freeware Hex Editor and Disk Editor | mh-nexus, 2020)
Mobisoftinfotech.com - (MI Map Tools: GeoPlotter, 2020)

SIS - (sls-tool, 2018)

Whois ip lookup - (WHOIS IP Lookup Tool | UltraTools, no date)

SilentEye - (SilentEye - Steganography is yours, no date)
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Investigation of Capture 1.pcap

In this first capture, using Wireshark, navigating to the menu bar at the top and selecting, Statistics -
> IPV4 - > Source and Destination Addresses. It can be seen that most traffic is sent to and from
172.29.1.23 and 172.29.1.20. Using the filter in Wireshark “ip.addr == 172.29.1.23 && ip.addr ==
172.29.1.20”, reveals the traffic that these two addresses are receiving and sending. | was noted that
there was SMB traffic between these two ip addresses. The filter ‘ip.addr == 172.29.1.23 && ip.addr
== 172.29.1.20 && smb’ can be used to see the smb traffic. Scrolling down the packets, as shown
below, it can be seen that there are request and response packets.

23898 21:22:16.753218 172.29.1.28 172.29.1.23 SMB 193 NT Create AndX Response, FID: @x4001
23899 21:22:16.755956 172.29.1.23 172.29.1.28 SMB 13@ Trans2 Request, QUERY_FILE_INFO, FID: @x40@l, Query File Internal Info
23908 21:22:16.755964 172.29.1.28@ 172.29.1.23 SMB 126 Trans2 Response, FID: @x4@@l, QUERY_FILE_INFQ
23901 21:22:16.756956 172.29.1.23 172.29.1.20 SMB 117 Read AndX Request, FID: @x4@@1, 129 bytes at offset @
23902 21:22:16.756964 172.29.1.20 172.29.1.23 SMB 247 Read AndX Response, FID: @x48@1, 129 bytes
23903 21:22:16.777190 172.29.1.23 172.29.1.20 SMB 134 Trans2 Request, QUERY_PATH_INFO, Query File Basic Info, Path:
23904 21:22:16.777439 172.29.1.20 172.29.1.23 SMB 158 Trans2 Response, QUERY_PATH_INFO
23905 21:22:16.777691 172.29.1.23 172.29.1.20 SMB 134 Trans2 Request, QUERY_PATH_INFO, Query File Standard Info, Path:
23906 21:22:16.778938 172.29.1.20 172.29.1.23 SMB 142 Trans2 Response, QUERY_PATH_INFO
23907 21:22:16.809165 172.29.1.23 172.29.1.20 SMB 144 NT Create AndX Request, FID: 8x4@02, Path:
23908 21:22:16.809416 172.29.1.20 172.29.1.23 SMB 193 NT Create AndX Response, FID: @x4882
23909 21:22:16.809663 172.29.1.23 172.29.1.28 SMB 138 Trans2 Request, QUERY_FILE_INFO, FID: 8x48@2, Query File Internal Infe
23918 21:22:16.809913 172.29.1.28 172.29.1.23 SMB 126 Trans2 Response, FID: 8x48@82, QUERY_FILE_INFO
Figure 1: SMB Packets

Following the TCP stream on these SMB packets reveals a SMB conversation where files have been
transmitted. Files and directories can be seen in the format as seen below in figure 2.

5 e \.D.0.G.- SO THELD  cFdT L B E e o o BB 00 0% 0Fr o cnocoooaoooa0000ns0as00000000
A A P Boooac
coobEEEBo00oaf A bllocn000000000000500500000C #

............... HeTiilococcooooooocoooooonooooooSecooood dhoocooooooscooo0o00oooosRiEe oo o0 ocoo000o0000ooocc00Beossccoooo0oscRooooccooooos s oA B IEIFEEIITRE]
Figure 2: Document Names

From here, selecting, File -> Export Objects -> SMB displays the list of files transferred over SMB. The
list of files can be seen below in figure 3.
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Text Filter: |

M Wireshark . Export - SME object list

- a X

Content Type: |All Content-Types

23854
23902
23924
23932
23040
24021
24186
25755
25785

Packet Hostname

YWDOG-WSWPCS
WWDOG-WS\DOCUMENTS
WWDOG-WS\DOCUMENTS
WWDOG-WS\DOCUMENTS
WWDOG-WS\DOCUMENTS
YWDOG-WS\DOCUMENTS
YWDOG-WS\BLAH
WDOG-WS\BLAH
WDOG-WS\BLAH

Content Type

PIPE (Mot Implemented) (0/0) W [ 0.00%]
FILE (129/129) R [100.00%]

FILE (151/151) R [100.00%]

FILE (150/150) R [100.00%]

FILE (151/151) R [100.00%]

FILE {42/42) R [100.00%]

FILE (1324022/1324022) W [100.00%]

FILE (1014,/1324022) R [ 0.00%]

FILE (3110/1324022) R [ 0.00%]

Size

0 bytes
129 bytes
151 bytes
150 bytes
151 bytes
42 bytes
1324kB
1324kB
1324kB

Filename

\srvsve

‘\desktop.ini

\My Musichdesktop.ini

My Picturesh\desktop.ini

\My Videos\desktop.ini

\My Pictures\Sample Pictures\desktop.ini
\Documents.zip

\DOCUME~1.ZIP

\DOCUME~1.ZIP

Save Save Al Preview Help

Figure 3: Exporting SMB

Saving the Documents.zip file and unzipping it reveals the folders as can be seen below in figure 4.

MName

l Actual Documents

l Chess B

l Enter th

g
uTang

l More Documents
l untitled folder
u untitled folder.zip

Date medified Type

File folder
File folder
File folder
File folder
File folder

Compressed (zipp...

Figure 4: Exported Documents

In these folders it was found that there were two instances of a North Korean flag image. Running
these through the tool ‘binwalk’, it was found that inside the NorthKorea.jpg image was a python
script labelled ‘broken.py’. This can be seen in figure 5 below.

Figure 5: broken.py
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This python script does not run when tested but can be fixed through debugging the code. The
broken and restored scripts can be found in appendix B.

In one of the folders were nested ‘untitled folder’, once the bottom was reached a file named
‘SilentEye’ was found. Upon researching, this is a piece of software that can encode and decode
messages from images using steganography. Each of the extracted images from the capture were
tested with this software but resulted in no further evidence.

Most of the documents extracted were encoded in base-64. Decoding the contents of the documents
reveals readable information. All original contents and decoded contents can be found in appendix B.
One document, track6.docx, that is found in the ‘Enter the WuTang’ folder is the only file to contain a
potential list of names/aliases from the chess competition. This can be seen below in figure 6.

VGhIIE15¢3Rlenkgb2YgQ2hle3MgQm94aW5sn0g0KKHVZZXJuYW1leykNCg0OKTXIulE
11dGhvZAOKDQpLaW0gSWxsLVNvbmeNCgOKTXIulFJhem9yDQoNCk1yLiBHZWSpd
XMNCgOKTXIulEculEtpbGxhaAOKDQpNYXROIENhc3NIbAOKDQpNci4gSS4gRGViaw

0KDQpNci4gTSBLaWxsYQOKDQpNci4gTySELkIuDQoNCk1yLiBSYWVrd29uDQoNCk
1yLiBVLUdvZAOKDQpNci4gQ2FwcGFkb25uYSAocG9zc2libHkpDQoNCkpvaG4gV29

vPwOKDQpNci4gTmFzDQo=

Decoded

The Mystery of Chess Boxing:

(usernames)

Mr. Method
Kim Ill-Song
Mr. Razor
Mr. Genius
Mr. G. Killah
Matt Cassel
Mr. I. Deck
Mr. M Killa
Mr. ODE.
Mr. Rackwon
Mr. U-God
Mr. Cappadonna (possibly)
John Woo?
Mr. Nas

Figure 6: Aliases Document

It was also found that in the document track10.docx, some of the aliases seen in figure 6 above were
mentioned. It is thought that these aliases were taken from the lyrics of a ‘Enter the WuTang’ song.
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Investigation of Capture2.pcap

Using the filter ‘irc’, and following the tcp stream of the first packet, the following screen can be
found.

Figure 7: IRC Information

Taking the values from the conversation being sent from malware@216.14.247.46, it can be seen
that most of these messages end in ‘=" or ‘==". This is a common trait of base-64 encoding. Using a
base-64 decoder, on the test message

‘NTc2NTZjNmMyMDcONjg2NTIwNjQ2NTYzNjk3MzY5NmY2ZTIwNjk3MzIwNmU2ZjcOMjA2NjY5NmU2
MTZjMjA30TY1NzQyZQ,,

it produces the output
‘57656¢6c20746865206465636973696f6e206973206e6f742066696€616c207965742¢€’.

This string has the traits of hex encoding, entering this value into an online tool reveals the message
‘Well the decision is not final yet.. There are multiple different variations of encoding throughout the
messages. Each message was decoded, and are shown below:
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‘Well the decision is not final yet.”

‘I am a very busy man, but perhaps | could be persuaded to visit. See if Pyongyang is the right place
for the World Title’

‘Somewhere expensive, | hape.’
‘S$700,000 it is. Where can | meet you?’
‘I see. Then we must meet, and | will see the validity of this claim.’

‘No. Not here. Can | not go to you?”

‘I am not sure who you are, but | have an idea. Either way, | am not interested.’
‘Do not speak to me again.”

‘Hot, as always. Who is this?’

‘We will have to see how the bid turns out.”

‘No! The great nation of Qatar would never be swayed so easily.”
‘Nor would . We do not take kindly to this pathetic notion of bribery’
‘I have, but | won.t be bought so easily’

‘1 would need at least 20 million Rubles.’

Figure 8: Responders Conversations

Taking the encoded messages from IlI-Song, these messages use a different form of encoding from
the others. These messages have been found to be using base-32 encoding. Using a base-32 decoder,
it reveals the following messages:

Mr. Rozor, | am excited about the prospect of the Chess Boxing world title coming to Pyongyang.

Pyongyang is beautiful this time of year. Perhaps you would like to visit and experience what Best
Korea has to offer.”

‘Perhaps not. How about | send you a gift? Something to get you out of the City of Love and take your
own vacation somewhere.”

g

o

I will be in touch with the address.”

‘As we discussed earlier, | believe | might be able to help you with your search.”
‘I can be in c9fa5b8cb3b197ae5cedbaf8415a375b within the week.”

I can be in Caracas within the week.”

‘I am afraid that would be unwise. | will send you a message with the date and location through a more
secure form of communication.’

‘Mr. Method, | am excited about the prospect of the Chess Boxing world title coming to Pyongyang.”
T am just hopeful It would mean so much to have the Title here. Please consider it.”

‘How is the weather in Qatar, Mr. Killah?*

‘1'am a fan of Chess Boxing. | would love to see the Title held in Korea.”

‘Is there anything that | could do to help make your decision easier?’

‘Mr. Raekwon, have you spoken with Mr. Razor?’

‘Bought? Of course not. You are an afficial on the executive committee af the ICBA. | just want you to
know that | am here to help make your decision as easy as possible.”

‘Consider it done. | will send you the information for the drop-off point soon.”

Figure 9: 'lll-Song' Messages
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Putting the two found message streams together we can acquire the following conversations
between members of the chess tournament and Ill-Song:

Mpr. Razor, | am excited about the prospect of the Chess Boxing world title coming to Pyongyang.
Well the decision is not final yet.

Pyongyang is beautiful this time of year. Perhaps you would like to visit and experience what Best
Koreo hos to offer.

I am a very busy man, but perhaps | could be persuoded to visit. See if Pyangyang is the right place
forthe World Title

Perhops not. How about | send you a gift? Something to get you out of the City of Love and take your
own vacation somewhere.

Somewhere expensive, | hope
5700,000 it is. Where can | meet you?

| will be in touch with the address.

Figure 10: Messages to Razorl (Orange: Ill-Song, Green: Mr Razor)

As we discussed earlier, | believe | might be able to help you with your search.
| see. Then we must meet, and | will see the validity of this claim.

I can be in Caracas within the week.

No. Not here. Can | not go to you?

I am afraid that would be unwise. | will send you o message with the dote and location through a more
secure form of communication.

Figure 11: Messages to Genius1 (Orange: Ill-Song, Blue: Genius1)

Mr. Methad, | am excited about the prospect of the Chess Boxing world title caming to Pyongyang.
[ am not sure who you are, but | have an ideo. Either way, | am not interested.
I am just hopeful. It would mean so much to have the Title here. Please consider it.

Da not speak ta me again.

Figure 12: Messages to Method (Orange: Ill-Song, Red: Mr Method)
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Il vas doe Fhe warcommtdh or &5 e tore hde Filadh 2
How is the weather in Qatar, Mr. Killah:

Hot, as always. Wha is this?
[ am a fan of Chess Boxing. | would love to see the Title held in Korea.
We will have to see how the bid turns out.

Is there anything that | could do to help make your decision easier:

No! The great nation of Qatar would never be swayed so easily.

Nor would I. We do not take kindly to this pathetic notion of bribery.

Figure 13: Messages to Killah (Orange: Ill-Song, Black: Mr Killah)

o 2

Mr. Raekwon, have you spoken with Mr. Rozor:

m

1
m
(]
=]
-]
o]
4
-+
m
m
=]
“
-
&)
m
=
=]
Is
C
i
=
]
o+
g
=]
I
-
=]

Bought? Of course not. You are an official on the executiv
|

know that { am nere o Neip MAaKe your decision yas po ssible.

[55]

-

15 €a

Consider it done. | will send you the information for the drop-off point soon.

Figure 14: Messages to Raekwon (Orange: Ill-Song, Grey: Mr Raekwon)

The sender of the messages highlighted in orange in the conversations above has the alias ‘Ill-Song’,
Analysing the packets that sent the messages in the chat, the ip address that is associated with the
user of the alia ‘Ill-song’ can be seen. This is shown in figure 15 below.

¥ Internet Relay Chat
% Response [truncated]: :I11 Song!~I1l Songfi2l6.14.247.46 PRIVMSG Raekwon

Prefix: Ill Song!~I1ll Scong@i216.14.247.46
Command: PRIVMSG
¥ Command parameters

Parameter: Raekwon
Trailer [truncated]: SUpYWEtaMelPUTdTQVQzREVCULc2NUXTTeSTUBEZVFEPUVAD

Figure 15: IRC Header

Using an online ip location tool and entering the found ip, it can be seen in figure 16 below that the
device with that ip is located in Missoula in Montana and is a private residence.
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neustar / Ultralools

Home Domain Health Report

DNS Tools IP Tools

IP Tools

Decimal IP Calculator
ASN Information
CIDR/Netmask

What's your IP

IP Geo-location Lookup

IPWHOIS Lookup

IPv6 Tools

-

WHOIS+ Monitoring UltraTools Statistics

UltraTools Mobile

Website Tools Tracing Tools Informational Tools

D Email Share

WHOIS IP Lookup Tool

The IPWHOIS Lookup tool finds contact information for the owner of a specified |P address

Enter & host name or an IP address:

216.14.247 .46

DNS Traversal Traceroute Vector Trace Ping WHOIS Lockup

ot
C82618317
Private Residence
Missoula
MT

59808
United States

Figure 16: WHOIS IP Lookup

The objective of this capture was to analyse who may be accepting bribes in this competition. As can
be seen from the conversations above, Mr Killah and Mr Method reject the idea of bribery. Mr
Raekwon, Genuisl and Mr Razor accept the bribe and are told that a location will be sent to them

following the conversation.

From the conversations above, locations of different the individuals can be determined. From the
conversations of the individuals the following can be gathered:

Name Location Accepted Bribe?
Mr Razor Paris (City of Love) Yes
Mr Genius Caracas Possibly (Not Confirmed)
Mr Method Pyongyang? (Unconfirmed) No
Mr Killah Qatar No
Mr Raekwon Russia (Rubles) Yes

Figure 17: Gathered Information

Each of the individual TCP streams can be found in appendix C.
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Investigation of Capture 3.pcap
As the traffic that has been captured is FTP traffic, using the filter ‘ftp’ displays all the ftp packets.
Following the TCP stream of the top packet reveals the following.

M Wireshark - Follow TCP Stream (tcp.stream eq 156) - Capture 3.pcap

228 Super Secret Server

USER Ill Song

331 Please specify the password.

PASS I1l_Song

238 Login successful.

OPTS UTFE ON

288 Always in UTF8 mode.

CwWD /home/Ill_Song

258 Directory successfully changed.

IREERT

288 switching to Binary mode.

PASY

227 Entering Passive Mode (172,29,1,21,216,252)
RETR sandofwhich.zip

158 Opening BINARY mode data connection for sandofwhich.zip (24792 bytes).
226 Transfer complete.

B8 00PS: wsT_sysutil recv_peek: no data

Figure 18: Connection to Server

As can be seen above, the username and password for the ftp service is ‘ILL_Song’. It can also be
seen that what is returned is ‘sandofwhich.zip’ with the file size of 24792 bytes. In the same filter,
there is 2 instances of a file being transferred. Analysing the later packets and following the tcp
stream of packet 5938, indicates another zip file named ‘ojd34.zip’ being transferred. Double clicking
on the ‘RETR sandofwhich.zip’ line gives an indication of where abouts the data will be sent in the
packet capture file. Double clicking this indicates around packet number 5885.

Using the new filter of ‘ftp-data’, it can be seen that 2 zip files are being sent to the ip 172.29.1.23
from 172.29.1.21.

5893
5894

5892 21:36:
21:
21:
21:
21:
21:
21:
21:
21:
21:
21:
21:
21:
21:
21:
21:
21:
21:
21:
21:
21:
21:
21:

36:
36:
36:
36:
36:
36:
36:
36:
36:
36:
36:
36:
36:
36:
36:
36:
36:
36:
36:
36:
36:
36:
136z
136z
136z
136z
:36:
:36:
:36:
:36:
:36:
:36:
:36:
:36:

. 258685 172.29.1.21 172.29.1.23 FTP-DATA 1514 FTP Data: 146@ bytes (PASV) (RETR sandefwhich.zip)
.258678 172.29.1.21 172.29.1.23 FTP-DATA 1514 FTP Data: 146@ bytes (PASV) (RETR sandefwhich.zip)
.258914 172.29.1.21 172.29.1.23 FTP-DATA 1514 FTP Data: 146@ bytes (PASV) (RETR sandefwhich.zip)
.258938 172.29.1.21 172.29.1.23 FTP-DATA 1514 FTP Data: 146@ bytes (PASV) (RETR sandefwhich.zip)
.259185 172.29.1.21 172.29.1.23 FTP-DATA 1514 FTP Data: 146@ bytes (PASV) (RETR sandefwhich.zip)
.259178 172.29.1.21 172.29.1.23 FTP-DATA 1514 FTP Data: 1460 bytes (PASV) (RETR sandofwhich.zip)
.259413 172.29.1.21 172.29.1.23 FTP-DATA 1514 FTP Data: 1460 bytes (PASV) (RETR sandofwhich.zip)
.259425 172.29.1.21 172.29.1.23 FTP-DATA 1514 FTP Data: 1460 bytes (PASV) (RETR sandofwhich.zip)
259883 172.29.1.21 172.29.1.23 FTP-DATA 1514 FTP Data: 1460 bytes (PASV) (RETR sandofwhich.zip)
259674 172.29.1.21 172.29.1.23 FTP-DATA 1514 FTP Data: 1460 bytes (PASV) (RETR sandofwhich.zip)
.259914 172.29.1.21 172.29.1.23 FTP-DATA 1514 FTP Data: 1460 bytes (PASV) (RETR sandofwhich.zip)
.259925 172.29.1.21 172.29.1.23 FTP-DATA 1514 FTP Data: 1460 bytes (PASV) (RETR sandofwhich.zip)
.268414 172.29.1.21 172.29.1.23 FTP-DATA 1514 FTP Data: 1460 bytes (PASV) (RETR sandofwhich.zip)
. 268663 172.29.1.21 172.29.1.23 FTP-DATA 1514 FTP Data: 1460 bytes (PASV) (RETR sandofwhich.zip)
. 268675 172.29.1.21 172.29.1.23 FTP-DATA 1514 FTP Data: 1460 bytes (PASV) (RETR sandofwhich.zip)
.268913 172.29.1.21 172.29.1.23 FTP-DATA 1514 FTP Data: 1460 bytes (PASV) (RETR sandofwhich.zip)
.260924 172.29.1.21 172.29.1.23 FTP-DATA 1486 FTP Data: 1432 bytes (PASV) (RETR sandofwhich.zip)
.412258 172.29.1.21 172.29.1.23 FTP-DATA 1514 FTP Data: 1460 bytes (PASV) (RETR ojd34.zip)
412263 172.29.1.21 172.29.1.23 FTP-DATA 1514 FTP Data: 1460 bytes (PASV) (RETR ojd34.zip)
412499 172.29.1.21 172.29.1.23 FTP-DATA 1514 FTP Data: 1460 bytes (PASV) (RETR ojd34.zip)
412517 172.29.1.21 172.29.1.23 FTP-DATA 1514 FTP Data: 1460 bytes (PASV) (RETR ojd34.zip)
412749 172.29.1.21 172.29.1.23 FTP-DATA 1514 FTP Data: 1460 bytes (PASV) (RETR ojd34.zip)
412761 172.29.1.21 172.29.1.23 FTP-DATA 1514 FTP Data: 1460 bytes (PASV) (RETR ojd34.zip)
412999 172.29.1.21 172.29.1.23 FTP-DATA 1514 FTP Data: 1460 bytes (PASV) (RETR ojd34.zip)
.413011 172.29.1.21 172.29.1.23 FTP-DATA 1514 FTP Data: 1460 bytes (PASV) (RETR ojd34.zip)
413254 172.29.1.21 172.29.1.23 FTP-DATA 1514 FTP Data: 1460 bytes (PASV) (RETR ojd34.zip)
.413265 172.29.1.21 172.29.1.23 FTP-DATA 1514 FTP Data: 1460 bytes (PASV) (RETR ojd34.zip)
413503 172.29.1.21 172.29.1.23 FTP-DATA 1514 FTP Data: 146@ bytes (PASV) (RETR ojd34.zip)
413515 172.29.1.21 172.29.1.23 FTP-DATA 1514 FTP Data: 146@ bytes (PASV) (RETR ojd34.zip)
414008 172.29.1.21 172.29.1.23 FTP-DATA 1514 FTP Data: 146@ bytes (PASV) (RETR ojd34.zip)
414248 172.29.1.21 172.29.1.23 FTP-DATA 1514 FTP Data: 146@ bytes (PASV) (RETR ojd34.zip)
414268 172.29.1.21 172.29.1.23 FTP-DATA 1514 FTP Data: 146@ bytes (PASV) (RETR ojd34.zip)
414498 172.29.1.21 172.29.1.23 FTP-DATA 1514 FTP Data: 146@ bytes (PASV) (RETR ojd34.zip)
414511 172.29.1.21 172.29.1.23 FTP-DATA 1408 FTP Data: 1354 bytes (PASV) (RETR ojd34.zip)
.577874 172.29.1.21 172.29.1.23 FTP-DATA 194 FTP Data: 14@ bytes (PASV) (LIST)

Figure 19: FTP Data
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Right clicking on the first packet, 5892 the start of the data transmission for snadofwhich.zip, and
following the tcp stream. Saving the output as a .raw file.

Assessment » CMP416 Network Forensics Coursework PCAPs > Capture 3 sandofwhich

MName - Date modified Type

B destroy.jpg 3/06/2014 12:09 JPG File
B forjpg 3/06/2014 12:09 JPG File
E freedom,jpg ] IPG File
E good.jpg [ JPG File
E government.jpg 3/06/ JPG File
B Lipg 0/12/2020 09:38 JPG File
B lipg.bak 3/06/2014 12:09 BAK File
B injpg /2014 12:09 JPG File
B nsajpg 3/06/2014 14:43 JPG File
B rightsjpg 3/06/2014 14:43 JPG File
E security.jpg 3/06/2074 14:43 IPG File

Figure 20: sandofwhich.zip

The same method was carried out on packet 5938, the start of the data transmission for ojd34.zip,
and following the tcp stream. Saving the output as a .raw file and unzipping the file to reveal the
images.

Forensics 2 Ethan Assessment CMP416 Network Forensics Coursework PCAPs Capture 3 ojd34

Mame - Date modified Type

E allow.jpg 3/06/2014 12:00 JPG File
E and.jpg /06,2014 12:00 JPG File
E around.jpg ] 2014 12:09 JPG File

B basicjpg 3/06/2014 12:09 JPG File
E building.jpg 3/06/2014 12:09 JPG File
E cant.jpg 3/06/2014 12:00 JPG File
E conscience.jpg 3/06/2014 12:09 JPG File
E terrorism.jpg 2014 14:43 JPG File
E Watergate.jpg 2014 14:43 JPG File
E web-based.jpg 3/06,/2014 14:43 JPG File

Figure 21: ojd34.zip

Opening these images reveals an empty image. Looking at the filenames and doing an online
keyword search, it was found that a quote by Edward Snowden could be referenced. The quote reads
‘I can't in good conscience allow the U.S. government to destroy privacy, internet freedom and basic
liberties for people around the world with this massive surveillance machine they're secretly
building.”. Cross referencing all the image file names and the quote it can be seen that there are a
matching words. These can be seen highlighted in red in figure 22 below.
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Figure 22: Found Quote

An attempt to reconstruct a file from the files of the matched words was carried out. This was carried
out by opening the files in HxD and merging them into one file in the correct order. This produced
part of an image as can be seen below in figure 23.
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Figure 23: Partial Image

As can be seen, the construction of the image is not clear. Although there are matching words, there
are still missing words from the quote. Using the filter ‘tcp contains .zip’, it uncovers a packet
containing a file called ‘breaking_bad_season_6.zip". From here, using the filter ‘http contains “zip”’,
and following the TCP stream of one of the packets returning an application/json as can be seen
below in figure 24.

| 112864, 21:39:31.584658 64.12.132.39 172.29.1.21 HTTP/ISON 9@9 HTTP/1.1 2@@ OK , JavaScript Object Motation (application/json)
Figure 24: Json Return

This allows further zip files to be found. Filtering the stream by direction of traffic going from
172.29.1.21 to 64.12.132.39 and viewing the TCP stream in raw format and saving it in this format
will allow for extraction of these files. Using the foremost tool, the command seen below extracts the
missing zip files.

E S foremost -t zip -T -1 ../ /cap3.raw
Processing: ..fcap3.raw

Figure 25: Foremost Cap3

Using these methods produce five different folders of .jpg files as can be seen below.

B z4idsioj 7/12/2020 15: File folder
l breaking_bad_season_& 20201515 File folder

. canc3l 2020 15:15 File folder
l ojd34 05/12/2020 09:15 File folder
l sandofwhich 2020 21:07 File folder

Figure 26: Obtained Folders
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Piecing together these jpg files into one big jpg file by adding each jpg onto the end of the other
using HxD, the following image can be found.

Figure 27: Reconstructed Image 1

The image above represents a chess board which relates to that of the competition that is being held
and discussed in these packet captures.

Crafting this image does not use all the image files that were extracted. When viewing the image files
in thumbnail view, it can be seen that there is the start of images from some of the files. As can be
seen in figures 20 and 21 below, there are two other possible images that can be made.

secret,jpg secretive.jpg their.jpg there.jpg

Figure 28: Second Image Found
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closed.jpg condone,jpg constructing.jpg

Figure 29: Third Image Found
Through trial and error, using the ‘cat’ commands as follows the two other images can be found:

‘cat condone.jpg American.jpg web-based.jpg rights.jpg constructing.jpg security.jpg terrorism.jpg
NSA.jpg Watergate.jpg corrupt.jpg human.jpg behind.jpg closed.jpg doors.jpg > reconstruction2.jpg’

‘cat there.jpg their.jpg a.jpg it.jpg but.jpg communism.jpg nor.jpg because.jpg unconstitutional.jpg
secretive.jpg secret.jpg > reconstruction3.jpg’

The found images can be seen below in figures 30 and 31.

Figure 30: Reconstruction2.jpg
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Figure 31: Reconstruction3.jpg

The first extracted image is an image of a chess set, the second is of Kim Jong Un and the third of a
transformer. The first image having a reference to the Chess Competition, the second having a link to
North Korea. It is unsure what the reference of the third image holds.

Analysing these images in binwalk, no other data can be extracted.

Using the program found earlier in packet capture 1, SilentEye, it can be found that within
reconstructionl.jpg that there is a hidden encoded message. This can be seen in figure 32 below.

F.5 & Decode message: H:/Digital Forensics 2/Ethan/Assessment/CMP416 Network Forensics Coursework .. ? s

Media's encoding format : [JPEG ~| W

Options

Luminance interval (k) ‘_J ! ' ! ' ! ' ' 5 El:

Header position |bottom ﬂ

Passphrase [Frmm===== I~ show
Decoded message

2454 2497d2496n2502 2470 2500 25070243652452
2500s2503n250212487e2456 2497 2500h2485(2487
24700b24902249132501m2466 248332501a25012505 2497
250022486

: reconstruction.jpg (%}
5 & - [ =]
[ :* CharSet: |UTF& [” Encrypted data ¥ Compressed data @ cancel M
% Decode - ;\5‘ Property - Encode a 4
= I

Figure 32: Decoded Steganography
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Analysing the found message, it looks similar to a form of ASCII. This was found in the python script
extracted in packet capture 1. Using this message as the message parameter and the ‘BillOfRights’
text file as the decoding key. The following message can be found:

Python 3.9.0 (tags/v3.9.0:%cfe752, Oct 5 2020, 15:34:40) [M5C +.1%27 64 bit (AM
DE4)] on win32

Type "help™, "copyright™, "credits™ or "license ()™ for more information.

= RESTLART: H:\Digital Forensics 2\Ethan\Assessment CMP41leé HNetwork Forensics Cour
sework PCAPs‘\Capture 1\fized.py

DontTryZBruteForceThisPassword

e

Figure 33: Python Script Output

Unfortunately, no further evidence was gathered from this finding.
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Investigation of Capture4.pcap

In this packet capture, a suspected alias has been noted. The alias “Kim Ill-Song” has been
attempting to arrange a meeting with “Ann Dercover”. With this information using the tool ngrep,
and the command ‘ngrep -1 Captured.pcap “Ill-Song”’ in a windows terminal. It can be seen that
packets are obtained from the pcap file that have a reference to “Ill-Song”, a name that is present
throughout the attacks.

S R R R T R R A R R T T T T R R R
S I S I
S R R S S S R R R
e R R e
R R R R R
R R R R R
R R R R R
R R R R R
S S R I R I R R
S S R I R R
S I S I
S R R S S S R R R
> 11 1 r

m ntType one
S T I
A 2.168.1 [

Figure 34: ngrep output
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It can be seen from the figure above that the returned result is in the form of a json file. Using the
following filter: ‘ip.addr == 192.168.1.5 && ip.addr == 199.87.160.87 && json’ in Wireshark, packets
using the “Textfree” application were found. These packets return json files that contain the
messaging information between the users. Following the TCP stream on the fourth packet that
appears (packet 2141). The screen shown in figure 35 below can be seen.

Ml Wireshark - Follow TCP Stream (tcp.stream eq 57) - Capture 4 pcap - o x

POST /1.0/my HTTP/1.1
x-rest-method: GET

Content-Type: application/json

X-Install-Td: 6965eedbs0a7h282foadds8e7aa51474

x-client: textfree-android,2.3.2
x-os: android,4.2.2
x-uid: 588781709

Oauth realm="http://api.pinger.con”, oauth_consumer_key="556751769%3Btext ree-android-332261036069711-1404333776292", oauth_signature_method="HUAC-SHAL", oauth_timestanp="1484346734", oauth_nonce="utovunotqfgcfett”,
re="dEYXnC2T5VEL 2630KenT7522B0VEEZD"

balvik/1.6.6 (Linux; U Android 4.2.2; Neus 7 Build/IDQ39E)

pi.pinger.com

Connection: Keep-Alive

Accept-Encoding: gzip

Content-Length: @

HTTP/1.1 206 OK
Date: Wed, 02 Jul 2014 22:38:55 GMT
Server: Apache

X-Host: sj2-webez

Content-Length: 1121

Keep-Alive: timeout-10, max-3

Connection: Keep-Al
Content-Type: application/json

[l S, T S ey s S

it : ST
Toxtireen  mtextfroshotiicationprt
CniA492_CL_qYauvbud)-kUYI9QNI3634
CnHA292_CL_qY3Wvbud 1 -KUY19QN1363MQ

‘showads™:"1", "profilePicUrl™: ™", "notifyTextFree"
€

igna
Slethn\\ISr‘[EBNSEYZthgSt sapggmurm Vr[EBRnE)cISSﬁkatI 7Fo qummo STTVELZpymx6nk-EQTX_mnFQTPbOCHXF4JTgKHVOTv =
Token" :*2PA1bFhhniisr CESUSE Y ZhuSgscpm vsBpQgloorowa-YrCESRGEL ISSEkatIqiex27F squ e InPHE0- 57TVEIZpyme k- EQTX_mFQTPbOCHXF43 TgKHVOTv
1":"ann_dercover@aol..con”, “language™: "en-us”, "voicemail":"A", "facebookId": ™", "facebookToken™:"", "networkDetails": [1}}

ot.
otificationstat

Figure 35: Textfree Header

This reveals the information of one of the individuals, Ann Dercover who is involved in the
conversation. Using the filter ‘http && ip.dst == 192.168.1.5 && json contains "messageText", the
following conversation can be found by inspecting the json elements returned.

Ann: this is a test

Kim: Good afternoon, Ann.

Ann: who is this?

Kim: Castling.

Ann: where are you?

Kim: | know | can’'t tell you that.

Ann: Do you know that there are people investigating Kim Ill-5ong?

Kim: Of course. However, they will never know it is me behind the bribes.

Ann: still we should be careful. Pay attention. | want to meet in September at 5SPM.

Kim: At our old meetup spot?

Ann: yes

Kim: What day?

Ann: | told you to pay attention.

Figure 36: Found Conversation
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From the conversation above, it can be seen that

Using the following filter ‘http && ip.dst == 192.168.1.5 && json’, once past the conversation, traffic
from an ip address 207.200.102.1 can be seen, this includes longitude and latitude data that can be
seen in the json files being passed. Using the following commands, the location data can be extracted

from the capture file:
‘tshark -nr "Capture 4.pcap" -T json > cap4.json’
‘sls ""json.key": "lat"' .\ cap4.json -Context 3,6 > ./locationData.json’

Taking the output file and clearing the titles away, the location data found in appendix F can be
found. Plotting these points using Geoplotter, the following data can be found.

Good Food Store Q S 2nd StW S 2nd StW
Bernice's Bakery
apa Murphy's o

Take 'N' Bake Pizza S3rd StW S3rd StW S3rd StW D No!

AutoZone Auto Parts = E el

e 1th St 2 S #th 5t o
Painless Steel Tattoo o Orange Street Food Farm Big Dipper Ice Cream

st W & Body Piercing S 5th St W S5thStW Q S 5th 5t W S 5th StE

5th SLW S6th StE

& ,

- semsw  ROCK &
Recor & .
Franklin RockinRudy;s Q
Jlementary School
5 10
-,
Univarsi
Lo Boyce Lumb 4 i
& Design Cent| %, dcLec
s ",
5.12th StW ROSE PARK O
o, ¥ T. i Yalir: e Al i
s 13th Stw g : i) agliare Delicatessen
— o s L & |
ks = =% B E Beckwith Ave
| < T & & o = T
S 14th St W 28 & *5 & o s g =
= ) ; oy ¥ T = : =
E) E= WE Mt Ave I =
s ] ; T . = z /
] E : g z g 3 i
tf 2 O R o Burlingten Ave . BONNEF Parko
by it =
Ave s U-Haul Moving & e [P
Wells Fargo Bank Storage of Missoula BT S
Secret Seconds Kensinglon Ave Woodworth Ave

United States £ -

Figure 37: Plotted Data

From the image above it can be seen that in the coordinates extracted from the json files,
that the number ‘17’ has been pinned onto the map. This gives the indication that “Kim
lll-Song” and “Ann Dercover” may be planning to meet on 17" September at 5pm at their

“usual” meeting spot.

Word Count = 2381 — 174 (captions) = 2207
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Appendix A — Decoded Documents

GoT Spoilers.docx
Sm9ulFNub3cgYnVybnMgZG93biBXaW50ZXImZWxsIChhZ2FpbikgYW5kIHRoZSBXYWxsLgOKDQplb2Rv
ciBraWxscyBUaGVvbi4NCgOKRGFIbmVyeXMgZ2V0cyBIYXRIbiBieSBhIGRyYWdvbi4NCgOKU3Rhbm5pcy
BmYWxscyBpbiBsb3ZIIHdpdGggVHlyaW9uLiANCgOKDQo=

Decoded

Jon Snow burns down Winterfell (again) and the Wall.
Hodor kills Theon.

Daenerys gets eaten by a dragon.

Stannis falls in love with Tyrion.

NorthKorea.docx
0JTQUIGPINC60L7Qs9C+INGNOYLQviDQVNC+0LbQtdGCINC60LDRgdCwOYLRjNGBOY86IAOKDQrQryD
QsdGLOLsg0YHQstC40LTQtdGCOLXQuIC10LwsINGHOYLQviDQmMtCA0LwgOKfQtdCIINCjOLOgOLggOL/Rg
NCwOLLQUNGCOLXQUIGMOYHRgtCyOL4gOKHQtdCyOLXRgNC90L7QuSDQmtC+0YDQtdC4INGAOLDQt9
GAOLDQsdC+0YLQsNC70LggOL/RgNC+0LPRgNCwOLzQvNGDLCDQutC+0YLQvtGAOLDRjyDQvIC+O0LfQst
C+O0LvRj9C10YIgOLjQvCDQvIGDOYLQtdGIOLXRgdGCOLLQvtCyOLDRgtGMINCyOL4gOLLRgNC10LzQtdC90
LgulNChINC40YHQvIOC+0OLVRjNC30L7QstCwOL3QuNC10Lwg0Y3RgtC+0LkgOYLQtdGFOL3QvtC70L7Qs9
C40LgsINGPINGBOYfQUNGCOLDRjiwg0YfRgtC+INC+0L3QuCDQvdCwOLzQtdGAOLXQvdGLINCOOLLQUNC
zOLDRgtGMOYHRjyDQstC/OLXRgNC10LQgO0LggOLjQt9C80LXQvdC40YLRjCDRgNC10LfRg9C70YzRgtCWO
YLRiyDQstC+0OLnQvdGLINCyINCaOL7RgNC10LUulAOKDQrQn9C+0LbQsNC70YPQudGBOYLQsCwg0J7Qs
dC4LdCSOLDQvSwgOYLRiyDQvVNC+0Y8g0OLXQtNC40L3RgdGCOLLQtdCI0L3QsNGPINCI0LDQtNC10LbQt
NCwLgOKDQo=

Decoded
ﬂﬂﬂ KOro 3TO MOXeT KaCcaTbCH.:

7 6bin cBupgetenem, yto Kum YeH YH m npaButenbctBo CeBepHon Kopewu
paspabotanu nporpammy, KOTOpas Mno3BoNsieT MM nyTewecTBOBaTb BO
BpeMeHu. C ncnonb3oBaHMEM 3TON TEXHONOIMMMN, 1 CYNTAKD, YTO OHU HaMepeHbl
ABUraTtbCA Bnepea u MsMeHUTb pe3yrnbraTbl BOMHbI B Kopee.

Moxanyncta, O6mu-BaH, Tbl MOS eAMHCTBEHHAaA Hagexaa.

Translated from Russian

For whom it may concern: | have witnessed Kim Jong-un and the North Korean government develop
a program that allows them to travel in time. By using this technology, | believe they intend to move
forward and change the outcome of the Korean War. Please, Obi-Wan, you are my only hope.
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PiD.docx
RGVhciBFZCwNCgOKWWVhaCBJIHRvdGFsbHkgdG9vayBvdmVylGZvciBQYXVsIGFmdGVyIGhIIGRpZWQ
gaW4g4oCZNjYulFlvdSBnb3QgbWUulEFzIHIvdSBjYW4gc2VILCB3ZSBkb27iglI01GV2ZWA4ghGOvayB0OaGF
01G11Y2ggYWxpa2U6DQo=

Before(Paul) After(Me)

IAkgCQOKQMVmb3JIKFBhdWwplAkJCQkIQWZO0ZXIoTWUpDQoNCIdIIGFyZW7iglI01GV2ZW4gdGhlIHN
hbWUgaGVpZz2h0ISBXaGFOIGNhbiBJIHNheSwgcGVveGxIIGFyZSBzdHVwaWQuDQoNCgOKVGhhbmtzIG
ZvciB0aGUgaW5xdWIyeSwNCgOKV2IsbGlhbSBDYW 1wYmVsbAOKKFBhdWwgTWNDYXJObmV5KQOK

Decoded

Dear Ed,

Yeah | totally took over for Paul after he died in '66. You got me. As you can see, we don’t
even look that much alike:
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Before(Paul) After(Me)

We aren’t even the same height! What can | say, people are stupid.

Thanks for the inquiry,

William Campbell

(Paul McCartney)
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NK.jpg

Converted to NK.png

Rules 1.docx
MS4gICBTVUINQVIZIESGIFIVTEVTLIAgTUFRITiBQTOIOVFMuDQpUT1VDSCBNT1ZFIHJ1bGUgc3RyaWNO
bHkgYXBwbGllcy4NCuKAogllZiBhIHBpZWNIIGIzIHRvdWNoZWQsIHRoZW4gaXQgbXVzdCBiZSBtb3ZIZC
A0aWYgYSBsZWdhbCBtb3ZIIGIzIGF2YWIsYWJsZSkNCuKAogllZiBhbiBvcHBvbmVudOKAmMXMgcGllY2Ug
aXMgdG91Y2hlZCwgaXQgbXVzdCBiZSBOYWtlbiAoaWYghGVnYWwpLgOKQO9VTIRET1dOIEIGIFNUQUXx
MSUSHIEZPUIBUSU1FLklulGdIbmVyYWwgYSBwbGF5ZXIgbWFuYWdIlcyBob3cgbXVjaCBvciBsaXRObGU
gdGItZSBObyBOYW1tlIGZvciBIYWNoIG1vdmUsIGFuZCB0aGlzIGIzIGZpbmUhICBIb3dldmVyLCBpZiBhIHBs
YXllciBjbGVhcmx5IHBsYXIzIGZhciBOb28gc2xvd2x51GZvciBOaGUgc3BIY2ImaWMgcG9zaXRpb24sIGZvci
BleGFtcGxlIHdoZW4gaGUgaXMgZmFjaW5nIHVuYXZvaWRhYmxIIGNoZWNrbWF0ZSwgdGhlIGFyYmI0Z
Xlgd2lsbCBkbyBhIGNvdW502G93bidglEhlIHdpbGwgcGIpbnQgYXQgdGhlIGIvVYXIkLCBhbmQgd2FybiBO
aGUgcGxheWVyIGJ5IGNvdW50aW5nIHRvIDEwIHdpdGggaGlzlIGhhbmRzIChqdXNOIGxpa2UgYSBib3hp
bmcgecmVmZXJIZSkulCBJZiB0OaGUgcGxheWVylGhhcyBub3QgbW92ZWQgYnkgdGhlIIGNvdW50IGO9mIDE
wLCB0ZSBsh3NIcyB0aGUgZ2FtZSBhbmQgdGhlIG1hdGNoLiBOb3RIIHRoZXJIIGIzIG5vIG1pbmltdWO0gdG
[tZSBObyBtYW1tlIGEgbW92ZSEgQWxzbywgZXZ1biBpZiB0aGVyZSBpcyBvbmx5IDEgbGVnYWwgbW927S
wgdGhlIHBsYXIIciBzaG91bGQgYmUgYWxsb3dIZCBzb2 1IIHRpbWUgdG8gcHN5Y2hvbGInaWNhbGx51G
NvbXBvc2UgdGhlbXNIbHZlcy4glEIOIHNob3VsZCBiZSBjb25zaWRIlcmVkIHRoYXQgYSB3ZWFrIHBsYXIIciBt
YXkgbm90IHJIYWxpc2UgaGUgh25seSBoYXMgMSBsZWdhbCBtb3ZILgOKQOhFU1MgQOxPQOsgUFJPVE9
DTOwulCBUaGUgY2hlc3MgY2xvY2sgbXVzdCBiZSBwcmVzc2VkIHdpdGggdGhlIFNBTUUgSEFORCBOaGF
01G1lvdmVzIHR0ZSBwaWVjZSANCIBSRVNTSUSHIENIRUNLIENMTONLLiIAgSXQgaXMgdGhlIHBsYXIlcuKA
mXMgcmVzcG9uc2liaWxpdHkgdG8gcHJIc3MgaGlzIG9yIGhlciBjbG9jayBiZXR3ZWVulGNoZXNzIG1lvdm
VzLiBUaGUgY29tcGV0aXRvenMgbWF5IGFncmVIIGIulGFkdmFuY2UgdG8gYWxsb3cgdGhlIGFyYmIOZXIg
dG8gaXNzdWUgcmVtaW5kzZXJzIOKAkyBIc3BIY2IhbGx51GImIGIvdGggZmInaHRIcnMgYXJIIG5IdyBObyB;j
aGVzc2JveGluZy4NCIBJRUNFUyBLTK9DSOVEIERPVO4gT11gTkOUIFBST1BFUKXZIE9OIEEgU1FVQVIFLIAGS
WYgYSBwbGF5ZXIga25vY2tzIGRvd24gYSBwaWVjZSB3aGlsc3QgbWFraW5nIGEgbW92ZSBvciBkb2VzIG
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5vdCBwdXQgaXQgcHJvcGVybHkgh24gYSBzcXVhecmUsIGhIIHNob3VsZCBwecm9wZX)seSByZS1wb3Npd
GlvbiBvciByZS1jZW50cmUgdGhlIHBpZWNIIGIUIEhJUyBPV04gY2xvY2sgdGltZS4glEFulGO9mZmVuY2Ugd
GhhdCBwdXRzIG9mZiB0aGUgb3Bwb25IbnQgY291bGQgYmUgcHVuaXNoZWQgYnkgYWRkaW5nIHRpb
WUgdG8gdGhlIG9wcG9uZW5040CZcyBjbG9jay4NCIANCkOUSEVSIFIVTEVTIHRVIESPVEUNCuKAogkgU
mVzaWduYXRpb24gcHJvdG9jb2wulCBGb3lgdGhlIGlIbmVmaXQgb2YgdGhlIGF1ZGlIbmNILCBWbGF5ZX)
zIGFyZSBzdHJvbmdseSBIbmNvdXJhZ2VkIHRvIHBsYXkgdW50aWwgY2hlY2ttYXRILiBJZiB5b3Ugd2FudCB
0byByZXNpZ24gKHN1Ym1pdCkgcHJpb3lgdG8gY2hlY2ttYXRILCBkbyB0aGIzIGJ5IGtub2NraW5nlG92ZXI
geW91ciBraW5nlGFuZCBvZmZlcmluZyBhiGhhbmRzaGFrZS4NCuKAogllbGxIZ2FsIG1lvdmUulCBBbiBpb
GxIZ2FsIG1vdmUgbXVzdCBiZSByZXRyYWNOZWQuICBUaGUgYXJiaXRIciBoYXMgdGhlIGRpc2NyZXRpb2
4gdG8gcHVuaXNolHdpdGggYSBOaW 1lIHBlIbmFsdHksIGIyIGRpc3F1YWxpZnkgYWZ0ZXIgMyBpbGxIZ2F
sIG1lvdmVzLiAgRXhOcmEgYWxsb3dhbmNIcyBjYW4gYmUgbWFkZSBmb3lgbm92aWNIIHBsYXllcnMuD
QrigklJU3BIYWtpbmcgdG8gdGhlIGFyYmIOZXIulCBJZiBhIHBsYXIIciBuZWVkcyBObyBzcGVhayBObyB0OaG
UgYXlJiaXRIciBkdXJpbmcgdGhlIGNoZXNzIGdhbWUsIGhIIHNob3VsZCByZW 1vdmUgaGlzIGhlYWRwaG9u
ZXMulCBUaGUgYXlJiaXRlciB3aWxsIHRoZW4gc3RvcCB0aGUgY2xvY2sgdG8gbGlzdGVulLg0OK4oCiCVBsYXI
pbmcgdG8gd2lulG9uIHRpbWUUICBJZiBhIHBvc210aW9ulGlzIGEgY29tcGxldGVseSBkecmF3biBwb3NpdG
IvbiwgYW5kIHRoZSBhcmlJpdGVyIGJIbGlldmVzIGEgcGxheWVyIGIzIHF1aWNrbHkgbW92aW5nIHBpZW
NlcyBvbmx5IHRvIHdpbiBvbiBOaW1ILCBOaGVulHRoZSBhecmlJpdGVyIGNhbiBkZWNsYXJIIHRoZSBnYW1l|
GEgZHJhdy4NCuKAoglDaGVzcyBEcmF3LiAgQSBjaGVzcyBkecmF3IHdpbGwgYmUgZm9sbG93ZWQgYnkg
b2511GJveGluZyByb3VuZCAodW5sZXNzIHRoZSBtYXhpbXVtIG51bW]IciBvZiBib3hpbmcgcm91bmRzIGh
hcyBhbHJIYWR5IGhhcHBIbmVkKS4gVGhlIIGNoZXNzYm94aW5nIGJvdXQgd2IsbCB0aGVyZWZvemUgYm
Ugd29ulGJ5IHdob2V27ZXIgaGFzIGFtYXNzZWQgdGhlIG1lvc3QgYm94aW5nIHBvaW50cyDiglMganVkZ2V
klGJ5IHB1bmNozZXMgdGhyb3dulGFuZCBvdmVyYWxsIGFnZ3JIc3Npb24uDQrigKIJRHJpbmtzICBGaWdo
dGVycyBhcmUgYWxsb3dIZCBObyBicmluzZyB3YXRIciBObyB0aGUgY2hlc3MgdGFibGUuDQrigklJQ3VO0cy
BJbiBtb3NOIGNhc2VzLCBleGNIcHQgZm9yIHRoZSBtb3NOIHN1cGVyZmljaWFsIGVAYW1wbGVzLCBhIGN
1dCB3aWxsIGxlYWQgdG8gdGhlIGZpZ2h0IGJIaW5nIHNOb3BwZWQgYWS5kKIGEgVEtPIGRIY2xhcmVkLg0
KdoCiCUdIbmVyYWwgQWR2aWNIIENvbXBIdGIOb3JzIGFyZSByZW1pbmRIZCBOaGFOIHR0oZXkgZG8gbm
90IG5I1ZWQgdG8gbW927SBxdWIlja2x5LCBIdmVulGImIHRoZWIylIGO9wcGIuZW50IG1vdmVzIHF1aWNrb
HkulEFkemVuYWxpbmUgZHJhc3RpY2FsbHkgY2hhbmdlcyB5b3VyIHNIbnNIIGImIHRpbWUuUICBFeHBIc
mllbmNIIHNob3dzIHRoYXQgYSBwbGF5ZXIgaXMgT0sgdW50aWwgaGUgaGFzIDIgbWIudXRIcyBvZiB0a
WI1IIHJIbWFpbmluzZyBvbiBOaGUgY2xvY2ssIHdoZW4gbW92ZXMgc2hvdWxkIGIIIHNwZWVkZWQgdXAu
DQo=

Decoded

1. SUMMARY OF RULES. MAIN POINTS.

TOUCH MOVE rule strictly applies.

. If a piece is touched, then it must be moved (if a legal move is available)
J If an opponent’s piece is touched, it must be taken (if legal).

COUNTDOWN IF STALLING FOR TIME.In general a player manages how much or little time to
take for each move, and this is fine! However, if a player clearly plays far too slowly for the
specific position, for example when he is facing unavoidable checkmate, the arbiter will do a
countdown. He will point at the board, and warn the player by counting to 10 with his hands
(just like a boxing referee). If the player has not moved by the count of 10, he loses the
game and the match. Note there is no minimum time to make a move! Also, even if there is
only 1 legal move, the player should be allowed some time to psychologically compose
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themselves. It should be considered that a weak player may not realise he only has 1 legal
move.

CHESS CLOCK PROTOCOL. The chess clock must be pressed with the SAME HAND that moves
the piece.

PRESSING CHECK CLOCK. It is the player’s responsibility to press his or her clock between
chess moves. The competitors may agree in advance to allow the arbiter to issue reminders
— especially if both fighters are new to chessboxing.

PIECES KNOCKED DOWN OR NOT PROPERLY ON A SQUARE. If a player knocks down a piece
whilst making a move or does not put it properly on a square, he should properly re-position
or re-centre the piece in HIS OWN clock time. An offence that puts off the opponent could
be punished by adding time to the opponent’s clock.

OTHER RULES to NOTE

J Resignation protocol. For the benefit of the audience, players are strongly
encouraged to play until checkmate. If you want to resign (submit) prior to checkmate, do
this by knocking over your king and offering a handshake.

J Illegal move. An illegal move must be retracted. The arbiter has the discretion to
punish with a time penalty, or disqualify after 3 illegal moves. Extra allowances can be made
for novice players.

. Speaking to the arbiter. If a player needs to speak to the arbiter during the chess
game, he should remove his headphones. The arbiter will then stop the clock to listen.

. Playing to win on time. If a position is a completely drawn position, and the arbiter
believes a player is quickly moving pieces only to win on time, then the arbiter can declare
the game a draw.

J Chess Draw. A chess draw will be followed by one boxing round (unless the
maximum number of boxing rounds has already happened). The chessboxing bout will
therefore be won by whoever has amassed the most boxing points — judged by punches
thrown and overall aggression.

. Drinks Fighters are allowed to bring water to the chess table.

. Cuts In most cases, except for the most superficial examples, a cut will lead to the
fight being stopped and a TKO declared.

J General Advice Competitors are reminded that they do not need to move quickly,
even if their opponent moves quickly. Adrenaline drastically changes your sense of time.
Experience shows that a player is OK until he has 2 minutes of time remaining on the clock,
when moves should be speeded up.
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Rules 2.docx
IDIuICAgRU5GT1JDRULFTIQgTOYgQOhFU1MgUIVMRVMNCiBIbiB0aGUgZXZIbnQgb2YgYSBicmVhY2gg
b2YgdGhlIHJ1bGVzIGEgcGVUYWx0eSBjYW4gYmUgaW1wb3NIZCBhdCB0aGUgYXJiaXRIcuKAMXMgZGlz
Y3JIdGIvbi4NCiANCgOK

Decoded
2. ENFORCEMENT OF CHESS RULES

In the event of a breach of the rules a penalty can be imposed at the arbiter’s discretion.

Rules 3.docx

My4glIFBFTKFMVEIFUyBGT1IgUIVMRSBCUkVBQOhFUwOKQSBjaGVzcyBwZW5hbHR5IGNvdWxkIHRha2UgdGhlIG

ZvemO0gb2Y6DQrigkIVGhIIGIMZmVuY2Ugd2IsbCBhY3QgYXMgYSBOaWUtYnJIYWsgaWYgYm90aCB0aGUgYm94a
W5nIGFuZCBjaGVzcyBhcmUgZHJhd24ulCBUaGlzIGIzIHRoZSBtaW5pbXVtIChkZWZhdWx0KSBwZWS5hbHR51GFuZ

CBhcHBsaWVzIGImIHRoZXJIIGIzIG5vIG90aGVyIHBIbmFsdHkuDQrigKIJMzAgc2Vjb25kcyBpcyBzdWJOcmFjdGVkIG

Zyb20gdGhlIGIMZmVuZGVy40CZcyBjbG9jaydNCuKAoglGh3ImZWI0IGO9mMIHR0ZSBib3VOLIBUaGIzIGNvdWxkIG9j

Y3VyIGZvciBhIHNIcmIvdXMgZGlzY2lwbGluYXJ51GI9MZmVuY2UsIGRIbGliZXJhdGUgZm91bCBWbGF5IG9yIGEgecmV
wZWFOZWQgYnJIYWNoIChILmculGEgdG90YWwgb2YgMyBpbGxIZ2FsIG1vdmVzKS4NCg==

Decoded
3. PENALTIES FOR RULE BREACHES
A chess penalty could take the form of:

J The offence will act as a tie-break if both the boxing and chess are drawn. This is the
minimum (default) penalty and applies if there is no other penalty.

o 30 seconds is subtracted from the offender’s clock.

. Forfeit of the bout. This could occur for a serious disciplinary offence, deliberate foul
play or a repeated breach (e.g. a total of 3 illegal moves).

Rules 4.docx
NC4gICBDSEVTUyBDTE9DSYBNQUxXGVUS5DVEIPTgOKSW4gdGhlIHVubGIrZWx5IGV2ZW50IHRoZSBIbGVj
dHJvbmIjIGNoZXNzIGNsb2NrIGNIYXNIcyBObyBvcGVYyYXRIIGR1cmluZyBhIGNoZXNzIHJvdW5kLCBOaGU
gYXlJiaXRlIciB3aWxsIGRvIG9uZSBvZiBmb2xsb3dpbmcsIGRIcGVUZGluZyBvbiBOaGUgZXN0aW1hdGVkIG
Rpc3J1cHRpb24gdG8gdGhlIHBsYXIlcnMgYW5kIHNwWZWNOYXRvenM6DQrigKlJU3RvcCB0aGUgY2xvY2s
gYWS5kIHJIc29sdmUgdGhlIHByb2JsZWO0uDQrigKIJU3RvcCB0aGUgY2xvY2sgYW5kIHJIcGxhY2UgaXQgd2
I0aCBhIG5IdyBjbG9jay4glFRoaXMgYWNO0aW9ulGlzIG1vc3QgbGIrZWx51GImIHRoZXJIIGIzZIGEgcmVwZW
FOZWQgbWFsZnVuY3Rpb24sIG9yIGI040CZcyBvbmUgb2YgdGhlIGxhdGVyIGNoZXNzIHJvdWS5kcyB3aG
VyZSBhIHBsYXlIciBpcyBzaG9ydCBvZiBOaW1ILgOKDQoNCg==
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Decoded
4. CHESS CLOCK MALFUNCTION

In the unlikely event the electronic chess clock ceases to operate during a chess round, the
arbiter will do one of following, depending on the estimated disruption to the players and
spectators:

. Stop the clock and resolve the problem.

J Stop the clock and replace it with a new clock. This action is most likely if there is a
repeated malfunction, or it’s one of the later chess rounds where a player is short of time.

Rules 5.docx

NS4gICBXQOJBIENIRVNTIFIVTEVTIEZPUiBDSEVTUOJPWEIORWOKQ2hIc3MgdG91cm5hbWVudCBydWxIcyBoYXZI
GxIZ2FsIHBvaW50cyB0aGFOIGNhc3VhbCBwbGF5ZXJzIG1heSBiZSB1bmZhbWIsaWFylHdpdGgulCBUaGUgb2Zma
WNpYWwgbGF3cyBvZiBjaGVzcyBhcmUgh24gdGhlIHAIYnNpdGUgb2YgRKIERSWgdGhlIGNoZXNzIGdvdmVybmluZ
yBib2R51Gh0dHA6LY93d3cuZmlkZS5jb20vY29tcG9uZW50L2hhbmRib29rLz9pZD0zMmFUZHZpZXc9Y2FOZWdvcn
kuDQplaWdobGInaHRIZCBiZWxvdyBhcmUgbGVnYWwgcG9pbnRzIHRoYXQgY2F1c2UgbW9zdCBkaXNwdXRIcyBp
biBOb3VybmFtZW50IGNoZXNzIHNpdHVhdGlvbnMuDQpJbiBhZGRpdGlvbiwgc29tZSBjaGVzc2JveGluZyBsYXdzIGR
pZmZlciBmcm9tIEZJREUgcnVsZXMgaW4ghb3JkZXIgdG8gKGkuKSBIbnN1cmUgdGhlIHBheWIuZyBwdWIsaWMgaX
MgZW50ZXJ0YWIuZWQsIChpaS4plGtIZXAgdGhlIGdhbWUgZmxvd2luZyB3aXRolG1lpbmltYWwgZGlzcnVwdGlvbi
wgYW5kIChpaWkuKSBtaW5pbWIzZSB2ZXJiYWwgY29tbXVuaWNhdGlvbiB3aXRolHR0ZSBjb21wZXRpdG9ycydgV
Ghlc2UgZGImZmVyZW5jZXMgYXJIIGhpZ2hsaWdodGVkIHdoZXJIIHRoZXkgb2NjdXluDQogDQpUb3VjaCBtb3ZIDQr
igKIJT25jZSBhIHBpZWNIIGIzIHRvdWNoZWQgaXQgTVVTVCBIiZSBtb3ZIZCwgdW5sZXNzIOKANErig)lhZG91YmXiglO
gaXMgaW5kaWNhdGVkIGJIZm9yZSBOb3VjaGluZyB0aGUgcGIllY2UulCBJZiBubyBsZWdhbCBtb3ZIIGIzIGFkbWIzc2li
bGUsIHRoZW4gYW551G90aGVylHBpZWNIIGNhbiBiZSBtb3ZIZCB3aXRob3VOIHB1bmlzaG1lbnQuDQrigKIJT25jZSB
hbiBvcHBvbmVudOKAMXMgcGllY2UgaXMgdG91Y2hIZCBpdCBtdXNOIGJIGNhcHR1cmVKIGImIHRoZXJIIGIZIHN1Y
2ggYSBsZWdhbCBtb3ZILiAgSWYgaXQgY2Fubm90IGJIIGNhcHR1cmVkIHRoZSBvZmZIbmRIciByZWNIaXZlcyBubyB
wZW5hbHR5IGFUZCBpcyBmcmVIIHRVIG1vdmUgd210aG91dCByZXNOcmljdGlvbi4NCIANCkNhc3RsaW5nIHRvdW
NolGlvdmUNCIdoZW4gY2FzdGxpbmcgeW91IE1VU1QgdG91Y2ggdGhlIGtpbmcgZmlyc3QuICBJZiB5b3UgdG91Y
2ggdGhlIHJvb2sgZmlyc3QsIHRoZW4geW91IGNhbm5vdCBjYXNObGUsIGI1dCB5b3UghXVzdCBtb3ZIIHRoZSByb29
riGJIY2F1c2Ugb2YgdGhlIHRvdWNolLW1vdmUgcnVsZS4NCiIANCkhhbmQgaXMgdGFrZW4gh2ZmIGEgcGIIY2UNCId
0ZW4gYSBwaWVjZSBpcyBtb3ZIZCBhbmQgdGhlIGhhbmQgdGFrZW4gh2ZmIHRoZSBwaWVjZSwgdGhllGlvdmUg
Y2Fubm90IGJIIHJIdHJhY3RIZCDigIMgdGhlIHBpZWNIIGNhbm5vdCBiZSBtbh3ZIZCBObyBhIGRpZmZIcmVudCBzcXVh
cmUuDQogDQpJbGxIZ2FsIG1lvdmUNCIRoZSBhcmJpdGVylHdpbGwgcGIpbnQghb3VOIHR0ZSBpbGxIZ2FsIG1vdmU
gaWYgaXQgZ29lcyB1bm5vdGIljZWQuICBTaW5jZSB0aGUgcHVuaXNobWVudCBmb3IgYW4gaWxsZWdhbCBtb3ZII
GlzIG5vdCBhcyBzZXZlcmUgaW4gY2hlc3Nib3hpbmcgYXMgaW4gRkIERSBibGl0eiBjaGVzcyBsYXdzLCBOaGUgYXlia
XRlciB3aWxsIG5vdCBhbGxvdyB0aGUgcG9zc2liaWxpdHkgb2YgYW4gaWxsZWdhbCBtb3ZIIGdvaW5nIHVuY29ycm
VjdGVkLgOKIAOK40CcSUKAMUFkb3ViZeKAnSBydWxILgOKTMOybWFsIENoZXNzIF)1bGVzDQrigKlIJISWYgYSBwaWVj
ZSBpcyBvZmYgY2VudHJIIGFUZCBpcyBhbm5veWIuZyB5b3UsIHNOYXRIIOKANGrig)lhZG91YmXig)Ogb3Ig4oCcSSBh
ZGp1c3TiglogQkVGT1JFIGFkanVzdGluZyBpdHMgcG9zaXRpb24gh24gdGhlIHNxdWFyZS4glEQuZSBvZiB0aGVzZSB
waHJhc2VzIHNob3VsZCBiZSB1c2VkIHIIZ2FyZGxlc3Mgb2YgdGhlIHBsYXIlcuKAMXMgaG9tZSBsYW5ndWFnZS4gDQ
rigklJSWYgeW91IHNOYXRIIOKANGrig)lhZG91YmXig)0gYWZ0ZXIgh31gZHVyaW5nIHRoZSBwaWVjZSBhZGplc3RtZ
W50LCB0aGVulGI0OIGNvdW50cyBhcyBhIHRvdWNolG1lvdmUuDQrigKlJWW91IHNob3VsZCBvbmx5IGFkanVzdCB
waWVjZXMgd2hpbHNOIHIvdXIgY2xvY2sgaXMgcnVubmluZy4gQWRgdXN0aW5nIGR1cmluZyB5b3VylG9wcG9uZ
W5040CZcyB0aW1lIGlzIGZvem)pZGRIbiBhcyBpdCBpcyBhIGRpc3RyYWNOaW9uLgOKQ2hlc3Nib3hpbmcgUnVsZX
MgKGFkYXBOZWQgYmV]YXVzZSBib3RolHBsYXllcnMgaGF2ZSBoZWFkcGhvbmVzKQOK40CiCVdpdGggaGVhZHBob
25lcyBvbiBpdCBpcyBzaW1wbGVzdCBpZiBwbGF5ZXJzIGRvbuKAmXQgdHJSIHRVIErig)lhZG91YmUulCBQaWVjZXM
gd2IsbCBiZSBuaWNIbHkgY2VudHJIZCBieSB0aGUgYXJiaXRIciBiZXR3ZWVulGVhY2ggY2hlc3Mgcm91bmQuICBlb3d
IdmVyLCBpZiB0aGUgdXInZSBObyBK40oCZYWRvAWIIIGIIY29tZXMgaXJyZXNpc3RpYmxILCBmb2xsb3cgdGhlIGJIbG
93IHBYb2NIZHVyZeKApgOK40CiCUNsZWFybHkgdHVybiBObyB0aGUgYXlJiaXRIciBhbmQgbW91dGgg4oCcSuKAm
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WFkb3ViZeKAnSBBTkQgZ212ZSB0aGUgSuKAmMWFkb3ViZSBoYWS5kIHNpZ25hbCBzcGVjaWFsbHkgZGV2ZWxvcGV
klGZvciBjaGVzc2lveGluZy4glFRoZW4gYWRgdXNOIHRoZSBwaWVjZSBhcyBpbiBhIG5vem1hbCBjaGVzcyBnYW1lLg
0K40CiCVR0ZSBq4o0CZYWRvdWIJIIGhhbmQgc2lnbmFsIGlzIHRoZSDig/hPS+KAmMSBoYWS5kIGdIc3R1cmUsIGNyZWF
0aW5nIGEgY2lyY2xIIHdpdGggdGhlIHRodW1ilGFuZCBmaXJzdCBmaW5nZXIuDQogDQpQYXdulHByb21vdGlvbgOK
QSBrzXkgZGImZmVyZW5jZSBiZXR3ZWVulGNhc3VhbCBjaGVzcyBhbmQgdG91cm5hbWVudCBydWxlcy4glFdoZW
4gcHJvbW90aW5nIGEgcGF3biBObyBhIHNIY29uZCBxdWVIbiwgZG8gTk9UIHVzZSBhbiB1cHNpZGUtZG93biByb29r
IChhcyB0aGUgZWxIY3Ryb25pYyBjaGVzc2JvYXJkIHdpbGwgbm90IHJIY29nbmlzZSBpdCkulCBFdmVulGImIHIvdSBz
aG91dCDiglxxdWVIbuKAnSBhcyB5b3UgZG8gc28s1GI0IGIzZIHNOaWxsIGEgcm9vayEgIFRoZSBjaGVzc2)veGluZyBhc
mJpdGVylHdpbGwgZW5zdXJlIIGEgc3BhcmUgcXVIZW4gaXMgb24gdGhlIHRhYmxIIGZvciB5b3UgdG8gdXNILgOKIAO
KQ2xvY2sNCuKAoglUaGUgY2xvY2sgTVVTVCBiZSBwcmVzc2VkIHdpdGggdGhlIHNhbWUgaGFuZCB0aGFOIG1ha2V
zIHR0ZSBtb3ZIDQrigKlJUnVubmluZyBvdXQgb2YgdGItZS4glEImIGEgcGxheWVylGhhcyBubyBOaW1lIHJIbWFpbmiu
ZywgdGhlbiBoZSBpcyBsb3NOIGImIGhpcyBvcHBvbmVudCBjYW4gY2hlY2ttYXRIIGhpbSBhc3N1bWIuZyBOaGUghW
9zdCB1bnNraWxsZWQgcGxheSwgb3RozZXJ3aXNIIHRoZSBnYW1IIGlzIGEgZHJhdy4glEZvciBleGFtcGxILCBpZiBQbGF
5ZXIgQSBoYXMgdGhyZWUgcXVIZW5zIGFuZCBhIGtpbmcsIGFuZCBQbGF5ZXIgQiBoYXMgb25IIHBhd24gYWS5KIGE
ga2luZywgdGhlbiBQbGF5ZXIgQiB3aW5zIGImIFBsYXIIciBBIHI1bnMgb3VO0IGIMIHRpbWUuDQrigKIJQSBwbGF5ZXI
gc2hvdWxklG5vdCBzdGFydCBObyBtYWtlIGhpcyBtb3ZIIHVudGlsIHRoZSBvcHBvbmVudCBoYXMgcGh5c2ljYWxseS
BwcmVzc2VkiGhpcyBjbG9jaydNCuKAoglUaW1IIHNjcmFtYmxIIOKAkyBkaXNwdXRIcyBjYW4gYXJpc2Ugd2hlbiAxIG
9ylGIvdGggcGxheWVycyBhcmUgc2hvenQgbh2YgdGItZSBhbmQgbW92aW5nIGV4dHIIbWVseSBxdWIlja2x50g0Kb
wIBIHBsYXlIciBzaG91bGQgbm90IHNOYXJOIHRvIG1ha2UgaGlzlIGlvdmUgdW50aWwgdGhlIGO9wcG9uZWS50IGhhcy
BwaHIzaWNhbGx5IHByZXNzZWQgaGlzIGNsb2NrLiBpLmUulHIvdSBzaG91bGQgbm90IH)1c2ggdG8gbW92ZSBhIH
BpZWNIIGIulHRoZSBicmlIZiBOaW11IGJIdHdIZW4geW91ciBvcHBvbmVudCBtb3ZpbmcgaGlzIHBpZWNIIGFuZCBwc
mVzc2luZyBoaXMgY2xvY2suDQpvCUImIGEgcGxheWVyIGtub2NrcyBkb3dulHBpZWNIcyBkdXJpbmcgYSBtb3ZILCB
0ZSBzaG91bGQgcmVzZXQgdGhlbSBpbiBoaXMgb3dulHRpbWUgYmVmb3JIIHByZXNzaW5nIGhpcyBjbG9jay4glEl
mIGhlIHByZXNzZXMgaGlzIGNsb2NrIHdpdGhvdXQgcmVzZXR0aW5nIHRoZSBwaWVjZXMgb24gdGhlaXIgc3F1YXII
cywgdGhlbiB0aGUgb3Bwb25lbnQgY2FulGltbWVkaWF0ZWx51GJvdW5jZSB0aGUgY2xvY2sgYmFjayB3aXRob3VOI
G1lha2luzyBhiGlvdmUsIHdoaWxzdCBwb2ludGluZyBObyB0aGUgh2ZmZWS5kaW5nIHBpZWNIKHMpIHRoYXQgaG
F2ZSBiZWVulGtub2NrZWQgZG93bidgVGhlIGZpcnNOIHBsYXIIciBzaG91bGQgdGhlbiBwcm9wZXJseSByZXNIdCBOa
GUgcGlIY2VzIGlulGhpcyBvd24gdGltZS4gW1RoaXMgY29tcGxldGVseSBkaWZmZXJzIGZyb20gRkIERSBsYXdzLCB3a
GVyZSB0aGUgaW5ub2NIbnQgcGFydHkgc2hvdWxkIHNOb3AgdGhlIGNsb2NrcyBhbmQgaW5mb3JtIHRoZSBhecm)
pdGVyXS4gIFRoZSBzYW 1IIGFjdGlvbiBjYW4gYmUgcGVyZm9ybWVkIGImIGEgcGIIY2UgaXMgbm90IGNsZWFybHkg
b24gYSBzcXVhecmUgYnVOIHNpZ25pZmljYW50bHkgb3ZlcmxhcHMgYW5vdGhlciBzeXVhecmUgc3VjaCB0aGFOIGIOc
yBwb3NpdGlvbiBpcyBhbWJpZ3VvdXMulCBUaGUgYXlJiaXRIciBjYW4gc3RvcCB0aGUgY2xvY2tzIGImIHRoZXJIIGIzIG
EgZmx1cn)51G9mIHBvVb3JseSBwbGFjZWQgcGllY2VzLCBhbmQgaW50ZXJ2ZWS5IIHRvVIHIIc2VOIHR0ZSBib2FyZCAglF
RoZSBhcmlJpdGVyIGNhbiBwZW5hbGIzZSB0aGUgh2ZmZW5kZXIuDQpvCURyYXdulHBvc2l0aW9ulOKAkyBwbGF5
aW5nIHRvIHdpbiBvbiBOaW1IDQrigKlJSWYgdGhlIGFyYmI0ZXIganVkZ2VzIHRoZSBwb3NpdGlvbiBpcyBhIGRIYWQg
ZHJhdyAoZS5nLiBvcHBvc210ZSBjb2xvdXlgYmlzaGOwIGVuZGluZywgb3lgUitLIHZzIFIrSyksIHRoZW4gdGhlIGFyYmIO
ZXIgY2FulGludGVydmVuZSBhbmQgZGVjbGFyZSBhIGRyYXcgaWYgYSBwbGF5ZXlgaXMgc2ltcGx5IHRyeWIuZyBOby
B3aW4gb24gdGltZSBhbmQgbm90IG1ha2luZyBhIGNvbmNIcnRIZCBIZmZvenQgdG8gd2IulHRoZSBnYW1ILIAgVGhI
IGRIZMVUZGVyIGRvZXMgbm90IG5I1ZWQgdG8gcmVxdWVzdCB0aGUgYXlJiaXRIciBObyBtYWtIIHN1Y2ggYSBqdWRn
ZW1lbnQ7IHRoZSBhcmJpdGVylHdpbGwgYXNzdW 1IIHRoZSByZXF1ZXNOIGV4aXNOcyBhcyBzb29ulGFzIGEgcGxhe
WVyIGhhcyBsZXNzIHRoYW4gMiBtaW51dGVzIHIIbWFpbmluzZy4glFtUaGlzIGRpZmZIcnMgZnlvbSBOaGUgRKIERSB
sYXdzLCB3aGljaCByZXFlaXJlcyB0aGUgZGVmZW5kZXlgdG8gc3RvcCB0aGUgY2xvY2tzIEJFRKOSRSBoZSBNZXRzIGlu
dG8gY3JpdGIljYWwgdGItZSBOcm91YmxILCBhbmQgYXNrIHRoZSBhecmJpdGVyIHRVIG9ic2VydmUgd2hldGhlciBOaG
UgYXROYWNrzZXlgaXMgbWFraW5nIGEgY29uY2VydGVkIGYVmMZm9ydCBObyB3aW4gdGhliIGdhbWUgb3IigaXMganV
zdCBhaW1pbmcgdG8gd2lulGOulHRpbWUgaW4gYSBkZWFkIGRyYXdulHBvc2l0aW9uLIONCuKAogIMb3Npbmcgc
G9zaXRpb24g40CTIHBsYXIpbmcgdG8gd2IulGOulHRpbWUNCuKAoglOb3RIIHRoYXQgaWYgYSBwbGF5ZXIgaXMga
W4gYSB3aW5uaW5nIHBvc2l0aW9ulGJ1dCBpcyBjbG9zZSBObyBsb3Npbmcgh24gdGItZSwgdGhlIGFyYmI0ZXIgd2l
sbCBub3QgaW50ZXJ2ZW5IIGlulGhpcyBmYXZvdXIulCBJZiBoZSBsb3NIcyBvbiBOaW1lIGJIZm9yZSBoZSBjaGVja21lh
dGVzIHRoZSBvcHBvbmVudCwgdGhpcyBpcyBtb3JIIGEgY29uc2VxdWVuY2Ugb2YgdGItZSBtaXNtYW5hZ2VtZW50I
HRoYW4gaGF2aW5nIHRvIG1ha2UgY291bnRsZXNzIG1lvdmVzIHNodWZmbGluZyBwaWVjZXMgaW4gYSBkZWFkI
GRyYXdulHBvc210aW9ulLg0K4oCiCVNsb3cgcGxheWIuZyBhlGxve3QgcG9zaXRpb24g4o0CTIGEgenVsZSBkZXZIbGOw
ZWQgZm9yIGNoZXNzYm94aW5nIHRvVIHByZXZIbnQgc3RhbGxpbmcgZm9yIHRpbWUuUDQrigKIISWYgYSBwWbGF5ZX
IlgdGFrZXMgdG9ovIG11Y2ggdGltZSBpbiBhlGxvc3QgcG9zaXRpb24gd2hlemUgaGUgd291bGQgYmUgZXhwZWNOZ
WQgdG8gcGxheSBtdWNoIHF1aWNrZXigaW4gYSBub3JtYWwgY2hlc3MgZ2FtZSwgdGhlIGFyYmI0ZXIgY2FulGdpd
mUgaGltIGEgY291bnQgh2YgMTAuICBUaGUgYXJiaXRlciB3aWxsIHZpc3VhbGx51GNvdW50IHdpdGggaGlzIGhhbm
RzLiBJZiBubyBtb3ZIIGIzIG1hZGUgh24gdGhlIGNvdW50IGO9MIDEWLCB0aGUgcGxheWVylGZvemZlaXRzIHRoZSBnY
W1ILgOKIAOKRHJhdyBieSBOaHJIZWZvbGQgcmVwZXRpdGlvbgOK4oCiCUImIHRoZSBzYW1IIHBvc210aW9ulG9jY3V
ycyAzIHRpbWVzIChhbmQgd210aCB0aGUgc2FtZSBwbGF5ZX1gdG8gbW92ZSksIHRoZSBwbGF5ZXIgY2FulGNsYWItl
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GEgZHJhdyBPTkxZIFdIRU4gSVQgSVMgSEITIE1PVkUulCBIZSBzaG91bGQgc3RvecCB0aGUgY2xvY2sgYWZ0ZXIgdGhll
G9wcGOUZWS5040CZcyBsYXNOIG1lvdmUsIHIIbW92ZSBoaXMgaGVhZHBob25lcyBhbmQgVEVMTCB0aGUgYXlJiaXR
IciB3aGFOIG1vdmUgaGUgVO9VTEQgcGxheSBObyBnZXQgaW50byB0aGUgM3JkIHJIcGV0aXRpb24ulCBETYyBOT1Q
gUEXBWSBUSEUgTU9WRSWgRE8gTk9UIFBSRVNTIFRIRSBDTE9ODSY4gIEIMIHR0ZSBWbGF5ZXIgaXMgdW5zdXJIIGh
vdyBObyBwYXVzZSB0aGUgY2xvY2ssIHRoZW4gaGUgY2FulHRha2Ugh2ZmIGhpcyBoZWFkcGhvbmVzIGFuZCBjbGF
pbSB0aGUgZHJhdy4glIFRoZSBhcmJpdGVylHdpbGwgc3RvecCB0aGUgY2xvY2sgYXMgdGhlIGhlYWRwaG9uZXMgY2
9tZSBvZmYulCBJZiB0aGUgZHJhdyBjbGFpbSBpcyBjb3JyZWNOIGFuZCB0aGUgY2xhaW1lhbnQgcnVucyBvdXQgb2Y
gdGItZSBhZnRIciByZW1vdmluZyBoaXMgaGVhZHBob25IcywgdGhlIGRyYXcgd2lsbCBob2xkLgOK40CiCUEgZHJhdyB
ieSByZXBIdGl0aW9ulG5vem1hbGx51G9jY3VycyBieSBWZXJWZXR1YWwgY2hlY2sgc28gaXMgZWFzeSBObyBpZGVu
dGImeS4ANCIANCjUwIG1vdmUgcnVsZQOKQSBkecmF3IGNhbiBiZSBjbGFpbWVkIGImIG5IaXRozZXIgYSBwaWVjZSBpc
yBOYW1lbiBub3IgYSBwYXdulGlvdmVkIGIulIDUwIG1vdmVzIChpLmUulDUwIFdoaXRIIGFUZCA1MCBCbGFjayBtb3ZI
cykulCBBcyBwbGF5ZX)zIGFyZSBub3Qgd3JpdGluZyBhlGdhbWUgc2NvemUsIHRoZSBhecml)pdGVylHdpbGwgbW9u
aXRvciBvbiB0aGVpciBiZWhhbGYg4oCTIHRoaXMgaXMgbW9zdCBsaWtlbHkgdG8gb2NjdXlgaW4gYW4gZW5kaW5s
nlEIrTitLIHZzLiBLLgOKIAOKRHJhdyBPZmZlcgOK40CiCUNvbnRyYXJ5IHRVIEZJREUgcnVsZXMsIHBsYXIllcnMgd2IsbCB
ub3QgYmUgYWIJsZSBObyBvZmZIciBhIGRyYXcgdW5sZXNzIHRoZSBwb3NpdGlvbiBpcyBhIOKAMGRIYWQgZHJhd+K
AmSwgYXMganVkZ2VkIGJ5IHRoZSBhcmJpdGVyLg0K40CiCVRoZSBvZmZIciBvZiBhIGRyYXcgbXVzdCBiZSBtYWRIIH
Rocm91Z2ggdGhlIGFyYmIOZXIulICBNYW1tlIHIvdXIgbW92ZSwgZG8gbm90IHByZXNzIHIvdXlgY2xvY2ssIGFuZCBOaG
VulHJIbW92Z5B0aGUgaGVhZHBob25IcyBObyBzcGVhayBObyB0aGUgYXlJiaXRIcidgIFRoZSBhcmlpdGVylHdpbGwgc
3RvcCB0aGUgY2xvY2sgYW5kIGp1ZGdIlIHdoZXRoZXIgYSBkemF3IGIMZmVyIGlzIGFjY2VwdGFibGUuICBJZiBzbywg
aGUgd2IsbCBjb252ZXkgdG8gdGhlIGO9wWcGOUZWS50IGZvciBjb25zaWRIcmF0aW9ulGFuZCByZXNOYXJOIHR0ZSBjbG
9jayAoYXMgdGhlIGO9wcG9uZW50IGNhbiBjb25zaWRIciBOaGUgZHJhdyBvZmZlciB1bnRpbCBoZSBtYWtlcyBoaXMg
bmV4dCBtb3ZIKS4ANCIANCIZIcmJhbCBDb21tdW5pY2F0aW9ulHdpdGggdGhlIGFyYmIOZXINCuKAogllZiBhIHBsYXII
ciB3YW50cyB0ObyBzcGVhayB0ObyB0OaGUgYXlJiaXRlciBkdXJpbmcgdGhliIGdhbWUgaGUgc2hvdWxkIHIIbW92ZSBoaX
MgaGVhZHBob25Icy4glFRoZSBhecmlpdGVylHdpbGwgc3RveCB0aGUgY2xvY2sgdG8gdGFsay4glFRoZSBvdGhlciBw
bGF5ZXIgY2FulHJIbW92ZSBoaXMgaGVhZHBob25IcyBObyBsaXN0ZW4gdG8gdGhlIGNvbnZlcnNhdGlvbi4NCIANCk
FyYmI0ZXLigJIzIGRIY2IzaW9uDQrigKlJVGhIIGFyYmI0ZXLiglIzIGRIY21zaW9ulGlzIGZpbmFsLiAgVGhlIGZpbmVyIHJ1b
GVzIGIMIGN0oZXNzYm94aW5nIHdpbGwgbm8gZG91YnQgZXZvbHZIIHdpdGggdGhlIHNwb3JOLIAgQW55IHVUYWS
0aWNpcGFOZWQgY2lyY3Vtc3RhbmNIcyB3aWxsIGIIIGp1ZGdIZCBjb25zaWRIcmluZyBOaGUgbh2ZmaWNpYWwgRk
IERSBjaGVzcyBsYXdzLCBOaGUgbmVIZCBmb3lgc3BvcnRpbmcgZmFpciBwbGF51GIulHIIbGFOaW9ulHRvIHR0ZSBOb
3VybmFtZW50IGNoZXNzIGV4cGVyaWVuY2Ugb2YgdGhlIGNoZXNzYm94ZXJzLCBhbmQgdGhlIG51ZWQgdG8gZW5
0ZXJOYWIulGEgcGF5aW5nIGF1ZGIIbmNILgOK

Decoded
5. WCBA CHESS RULES FOR CHESSBOXING

Chess tournament rules have legal points that casual players may be unfamiliar with. The
official laws of chess are on the website of FIDE, the chess governing body
http://www.fide.com/component/handbook/?id=32andview=category.

Highlighted below are legal points that cause most disputes in tournament chess situations.

In addition, some chessboxing laws differ from FIDE rules in order to (i.) ensure the paying
public is entertained, (ii.) keep the game flowing with minimal disruption, and (iii.) minimise
verbal communication with the competitors. These differences are highlighted where they
occur.

Touch move
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J Once a piece is touched it MUST be moved, unless “Jadoube” is indicated before
touching the piece. If no legal move is admissible, then any other piece can be moved
without punishment.

. Once an opponent’s piece is touched it must be captured if there is such a legal
move. If it cannot be captured the offender receives no penalty and is free to move without
restriction.

Castling touch move

When castling you MUST touch the king first. If you touch the rook first, then you cannot
castle, but you must move the rook because of the touch-move rule.

Hand is taken off a piece

When a piece is moved and the hand taken off the piece, the move cannot be retracted —
the piece cannot be moved to a different square.

Illegal move

The arbiter will point out the illegal move if it goes unnoticed. Since the punishment for an
illegal move is not as severe in chessboxing as in FIDE blitz chess laws, the arbiter will not
allow the possibility of an illegal move going uncorrected.

“YAdoube” rule.
Normal Chess Rules

. If a piece is off centre and is annoying you, state “j’adoube” or “I adjust” BEFORE
adjusting its position on the square. One of these phrases should be used regardless of the
player’s home language.

. If you state “j'adoube” after or during the piece adjustment, then it counts as a touch
move.
. You should only adjust pieces whilst your clock is running. Adjusting during your

opponent’s time is forbidden as it is a distraction.
Chessboxing Rules (adapted because both players have headphones)

. With headphones on it is simplest if players don’t try to Jadoube. Pieces will be
nicely centred by the arbiter between each chess round. However, if the urge to J'adoube
becomes irresistible, follow the below procedure...
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. Clearly turn to the arbiter and mouth “Yadoube” AND give the Jadoube hand signal
specially developed for chessboxing. Then adjust the piece as in a normal chess game.

J The j'adoube hand signal is the ‘OK’ hand gesture, creating a circle with the thumb
and first finger.

Pawn promotion

A key difference between casual chess and tournament rules. When promoting a pawn to a
second queen, do NOT use an upside-down rook (as the electronic chessboard will not
recognise it). Even if you shout “queen” as you do so, it is still a rook! The chessboxing
arbiter will ensure a spare queen is on the table for you to use.

Clock
. The clock MUST be pressed with the same hand that makes the move
] Running out of time. If a player has no time remaining, then he is lost if his opponent

can checkmate him assuming the most unskilled play, otherwise the game is a draw. For
example, if Player A has three queens and a king, and Player B has one pawn and a king,
then Player B wins if Player A runs out of time.

. A player should not start to make his move until the opponent has physically pressed
his clock.
. Time scramble — disputes can arise when 1 or both players are short of time and

moving extremely quickly:

o A player should not start to make his move until the opponent has physically pressed
his clock. i.e. you should not rush to move a piece in the brief time between your opponent
moving his piece and pressing his clock.

o] If a player knocks down pieces during a move, he should reset them in his own time
before pressing his clock. If he presses his clock without resetting the pieces on their
squares, then the opponent can immediately bounce the clock back without making a move,
whilst pointing to the offending piece(s) that have been knocked down. The first player
should then properly reset the pieces in his own time. [This completely differs from FIDE
laws, where the innocent party should stop the clocks and inform the arbiter]. The same
action can be performed if a piece is not clearly on a square but significantly overlaps
another square such that its position is ambiguous. The arbiter can stop the clocks if there is
a flurry of poorly placed pieces, and intervene to reset the board. The arbiter can penalise
the offender.

o] Drawn position — playing to win on time

. If the arbiter judges the position is a dead draw (e.g. opposite colour bishop ending,
or R+K vs R+K), then the arbiter can intervene and declare a draw if a player is simply trying
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to win on time and not making a concerted effort to win the game. The defender does not
need to request the arbiter to make such a judgement; the arbiter will assume the request
exists as soon as a player has less than 2 minutes remaining. [This differs from the FIDE laws,
which requires the defender to stop the clocks BEFORE he gets into critical time trouble, and
ask the arbiter to observe whether the attacker is making a concerted effort to win the game
or is just aiming to win on time in a dead drawn position.]

o Losing position — playing to win on time

. Note that if a player is in a winning position but is close to losing on time, the arbiter
will not intervene in his favour. If he loses on time before he checkmates the opponent, this
is more a consequence of time mismanagement than having to make countless moves
shuffling pieces in a dead drawn position.

J Slow playing a lost position — a rule developed for chessboxing to prevent stalling for
time.
. If a player takes too much time in a lost position where he would be expected to play

much quicker in a normal chess game, the arbiter can give him a count of 10. The arbiter
will visually count with his hands. If no move is made on the count of 10, the player forfeits
the game.

Draw by threefold repetition

J If the same position occurs 3 times (and with the same player to move), the player
can claim a draw ONLY WHEN IT IS HIS MOVE. He should stop the clock after the opponent’s
last move, remove his headphones and TELL the arbiter what move he WOULD play to get
into the 3rd repetition. DO NOT PLAY THE MOVE, DO NOT PRESS THE CLOCK. If the player is
unsure how to pause the clock, then he can take off his headphones and claim the draw.
The arbiter will stop the clock as the headphones come off. If the draw claim is correct and
the claimant runs out of time after removing his headphones, the draw will hold.

. A draw by repetition normally occurs by perpetual check so is easy to identify.

50 move rule

A draw can be claimed if neither a piece is taken nor a pawn moved in 50 moves (i.e. 50
White and 50 Black moves). As players are not writing a game score, the arbiter will monitor
on their behalf — this is most likely to occur in an ending B+N+K vs. K.

Draw Offer

J Contrary to FIDE rules, players will not be able to offer a draw unless the positionis a
‘dead draw’, as judged by the arbiter.
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. The offer of a draw must be made through the arbiter. Make your move, do not
press your clock, and then remove the headphones to speak to the arbiter. The arbiter will
stop the clock and judge whether a draw offer is acceptable. If so, he will convey to the
opponent for consideration and restart the clock (as the opponent can consider the draw
offer until he makes his next move).

Verbal Communication with the arbiter

. If a player wants to speak to the arbiter during the game he should remove his
headphones. The arbiter will stop the clock to talk. The other player can remove his
headphones to listen to the conversation.

Arbiter’s decision

J The arbiter’s decision is final. The finer rules of chessboxing will no doubt evolve
with the sport. Any unanticipated circumstances will be judged considering the official FIDE
chess laws, the need for sporting fair play in relation to the tournament chess experience of
the chessboxers, and the need to entertain a paying audience.

Rules 6.docx
Ni4gICBDSEVTUyBEUKFXIEIOIFJFTEFUSU9SOIFRPIFRIRSBDSEVTUOJPWEIORYBCT1VUDQogDQogSWYgY
SBjaGVzcyBkemF3IGIzIGRIY2xhecmVkIGIulGFueSByb3VuZCwgdGhlcmUgd2IsbCBiZSBhdCBtb3NOIG9ub
Hkgb25IIGJveGluZyByb3VuzZCB0aGVyZWFmdGVyLiAgSWYgdGhlIGNoZXNzIGRyYXcgb2NjdXJzIGIulHRo
ZSBmaW5hbCByb3VuZCwgdGhlbiB0aGVyZSB3aWxsIGJIIG5vIGZ1cnRoZXIgYm94aW5nIHIvdW5kLCBpb
iBsaW5IlIHdpdGggdGhlIG9yaWdpbmFsIHNjaGVkdWxILgOKSW4gdGhlIHVubGIrZWx51GV2ZWS50IHRoYX
QgdGhlIGNoZXNzIGdhbWUgaXMgZHJhd24gQUSEIHRoZSBib3hpbmcgaXMgYSB0aWUgb24gcG9pbnRz
LCBOaGVulHRoZSBwbGF5ZXlgd210aCB0aGUgZmV3ZXNOIGNoZXNzIHBIbmFsdGllcyBpcyB0aGUgd2lub
mVyLiBJZiB0aGVzZSBhcmUgZXF1YWwgdGhlIGJvdXQgd2IsbCBiZSBkZWNsYXJIZCBhIGRyYXcuDQogDQo
NCg==

Decoded

6. CHESS DRAW IN RELATION TO THE CHESSBOXING BOUT

If a chess draw is declared in any round, there will be at most only one boxing round
thereafter. If the chess draw occurs in the final round, then there will be no further boxing
round, in line with the original schedule.

In the unlikely event that the chess game is drawn AND the boxing is a tie on points, then
the player with the fewest chess penalties is the winner. If these are equal the bout will be
declared a draw.
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Rules 7.docx
Ny4glEhPVyBDSEVTUYBQSUVDRVMgTU9WRSDig)MgRkIORVIgUE9JTIRTIFRIQVQgQO90RIVTRSBCRUAITKSFUIM
NCIR0ZSBjb21wbGV0ZSBvZmMZpY2lhbCBsYXdzIGIMIGNoZXNzIGFyZSBvbiB0aGUgd2Vic2l0ZSBvZiBGSURFLCB0aG
UgY2hlc3MgZ2927XJuaW5nIGJvZHkuDQpUaGUgQXBwZW5kaXggh24gdGhlIGFib3ZIIGxpbmsgZXhwbGFpbnMgY
2hlc3Mgbm90YXRpb24sIGFuZCBpbnNOYWS5jZXMgd2hlcmUg4oCYYmxpdHriglkgb3lgdoCYcmFwaWTiglkgY2hic3
MgcnVsZXMgZGImZmVylGZyb20gbm9ybWFsIOKAmGxvbmcgcGxheeKAmMSB0aW1IIGNvbnRyb2xzLgOKQ2FzdGxp
bmcNCuKAogIDYXNObGIuZyBpcyBvbmUgbW92ZQ0K40CiCVRoZSBraW5nIGFsd2F5cyBtb3ZlcyAyI[HNxdWFyZXMs
IGFUZCB0aGUgcm9vayB0aGVulGdvZXMgbmV4dCBObyB0aGUga2luZyBvbiBOaGUgb3RoZXIgc2lkZS4NCuKAogIBb
Gwgc3F1YXJIcyBiZXR3ZWVulGtpbmcgYWS5kIHIvb2sghXVzdCBiZSBjbGVhcidglENhc3RsaW5nIGNhbm5vdCBjYXBO
dXJIIGEgcGIlY2UuDQrigKIlJV2hpdGUgS2IuZ3NpZGUgY2FzdGxpbmcgbW92ZXMgdGhllEtpbmcgZnlvbSBIMSBObyB
nMSwgYW5kIHRoZSBSb29rIGZyb20gaDEgdG8gZjEuDQrigKIJV2hpdGUgUXVIZW5zaWRIIGNhc3RsaW5nIGlvdmV
zIHRoZSBLaW5nIGZyb20gZTEgdG8gYzEsIGFUZCBOaGUgUm9vayBmcecm9tIGExIHRvIGQxLgOKQ2FzdGxpbmcgaXM
gbm90IGEgbGVnYWwgbW92ZSB3aGVudoCmDQrigKlJ4oCmdGhlIGtpbmcgaXMgaW4gY2hlY2sNCuKAognigKkZ0a
GUga2luzyBtb3ZIcyBpbnRvIGNoZWNrDQrigKlJ4oCmdGhlIGtpbmcgY3Jvec3NIcyBvdmVylGEgc3F1YXIIIHRoYXQgaX
MgYXROYWNrZWQgKG1hbnkgcGxheWVycyBhcmUgdW5hd2FyZSBvZiB0aGlzIHN1YnRsZSBwb2ludCkNCuKAogni
gKZhIHBpZWNIIGIzIGOuIGEgc3F1YXJIIGIIdHdIZW4ga2luZyBhbmQgcm9vaw0K4oCiCeKApnRoZSBraW5nlGhhcyB
wcmV2aW91c2x51G1vdmVkLCBIdmVulGImIGIOIGhhcyBzaW5jZSByZXR1cm51ZCBObyBpdHMgb3JpZ2luYWwgc3F
1YXJIDQrigKlJ4oCmdGhlIHIvb2sgdG8gYmUgY2FzdGxIZCBoYXMgcHJIdmIvdXNseSBtb3ZIZCwgZXZIbiBpZiBpdCBoY
XMgc2luY2UgecmVOdXJuZWQgdG8gaXRzlG9yaWdpbmFsIHNxdWFyZQOKUGF3biBQcm9tb3Rpb24NCkEgcGF3biB
yZWFjaGluZyBO0aGUgZWInaHRolHJIhbmsgaXMgOTklIGIMIHRpbWVzIHByb21vdGVkIHRVIGEgcXVIZW4sIGJ1dCBp
dCBjYW4gYWxzbyBiZSDigJhlbmRIcilwecm9tb3RIZOKAMSBObyBhlGtuaWdodCwgYmlzaG9wIG9yIHIJvb2suDQpFb
iBQYXNzYW50DQpBIHNWZWNpYWwgdHIwZSBvZiBwYXdulGNhcHR1cmUuUIEEgcGF3biBhdHRhY2tpbmcgYSBzcX
VhemUgY3Jvc3NIZCBieSBhbiBvcHBvbmVudGBzIHBhd24gd2hpY2ggaGFzIGFkdmFuY2VkIHR3byBzcXVhecmVzIGlul
G9uZSBtb3ZI1GZyb20gaXRzIG9yaWdpbmFsIHNxdWFyZSBtYXkgY2FwdHVyZSB0aGlzIG9wcGOuZW50YHMgcGF3bi
BhcyB0aG9172ggdGhliGxhdHRIciBoYWQgYmVIbiBtbh3ZIZCBvbmx51G9uZSBzcXVhcmUulFRoaXMgY2FwdHVyZSB
pcyBvbmx5IGxIZ2FsIGO9ulHR0ZSBtb3ZIIGZvbGxvd2luZyB0aGlzIGFkdmFuY2UgYWS5kIGIzZIGNhbGxIZCBhbiBgZW4gc
GFzc2FudGAgY2FwdHVyZS4glOKAmMEVuUlHBhc3NhbnTiglkgaXMgRnJIbmNolGZvciDiglhhcyBpdCBwYXNzZXPiglku
IFNIZSBodHRwOIi8vZW4ud2IraXBIZGlIhLm9yZy93aWtpLOVuX3Bhc3NhbnQgZm9yIHZpc3VhbCBleGFtcGxlcyANCg

Decoded
7. HOW CHESS PIECES MOVE — FINER POINTS THAT CONFUSE BEGINNERS
The complete official laws of chess are on the website of FIDE, the chess governing body.

The Appendix on the above link explains chess notation, and instances where ‘blitz’ or
‘rapid’ chess rules differ from normal ‘long play’ time controls.

Castling

. Castling is one move

. The king always moves 2 squares, and the rook then goes next to the king on the
other side.

. All squares between king and rook must be clear. Castling cannot capture a piece.

J White Kingside castling moves the King from el to g1, and the Rook from h1 to f1.

J White Queenside castling moves the King from el to c1, and the Rook from al to d1.

Castling is not a legal move when...
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. ...the king is in check
. ...the king moves into check

J ...the king crosses over a square that is attacked (many players are unaware of this
subtle point)

. ...a piece is on a square between king and rook
. ...the king has previously moved, even if it has since returned to its original square
. ...the rook to be castled has previously moved, even if it has since returned to its

original square
Pawn Promotion

A pawn reaching the eighth rank is 99% of times promoted to a queen, but it can also be
‘under-promoted’ to a knight, bishop or rook.

En Passant

A special type of pawn capture. A pawn attacking a square crossed by an opponent’s pawn
which has advanced two squares in one move from its original square may capture this
opponent’s pawn as though the latter had been moved only one square. This capture is only
legal on the move following this advance and is called an “en passant’ capture. ‘En passant’
is French for ‘as it passes’. See http://en.wikipedia.org/wiki/En_passant for visual examples.

track6.docx
VGhlIE15c3RIcnkgb2YgQ2hlc3MgQm94aW5n0g0KKHVzZXJuYW1lcykNCgOKTXIulE1ldGhvZAOKDQplLa
WO0gSWxsLVNvbmcNCgOKTXIulFJhem9yDQoNCk1yLiBHZW5pdXMNCgOKTXIulEculEtpbGxhaAOKDQpN
YXROIENhc3NIbAOKDQpNCci4gSS4gRGVjawOKDQpNci4gTSBLaWxsYQOKDQpNci4gTy5ELkluDQoNCk1yL
iBSYWVrd29uDQoNCk1yLiBVLUdvZAOKDQpNci4gQ2FwcGFkb25uYSAocG9zc2libHkpDQoNCkpvaG4agV
29vPwOKDQpNci4gTmFzDQo=

Decoded

The Mystery of Chess Boxing:

(usernames)

Mr. Method

Kim 1ll-Song

Mr. Razor
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Mr. Genius

Mr. G. Killah

Matt Cassel

Mr. I. Deck

Mr. M Killa

Mr. O.D.B.

Mr. Raekwon

Mr. U-God

Mr. Cappadonna (possibly)

John Woo?

Mr. Nas

track10.docx
[IByb3RIY3QgWWEgTmVjayINCiJTbyB3aGF0J3MgdXAgbWFuPw0KQ29vbGluZyBtYW4iDQoiQ2hpbGxp
bmcgY2hpbGxpbmc/IgOKIlIvIHIvdSBrom93IEkgaGFkIHRVIGNhbGwsIHIvdSBrbm93IHdoeSByaWdodDS8i
DQoiV2h5PyINCiJCZWNhdXNILCB5bywgSSBuZXZIciBldmVylIGNhbGwgYWS5kIGFzaywgeW91IHRVIHBsY
Xkgc29tZXRoaW5nIHJpZ2hOPyINCiJZZWFolgOKIllvdSBrbm93IHdoYXQgSSB3YW5uYSBoZWFylHJpZ2h0
PyINCiJXaGFOIHIvdSB3YW5uYSBoZWFyPwOKSSB3YW5uYSBoZWFylHRoYXQgV3UtVGFuzZyBgb2ludCIN
CiJXdS1UYW5nIGFnYWIuPyINCiJBaCB5ZWFoLCBhZ2FpbiBhbmQgYWdhaW4higOKDQpbc291bmRzIG9
mIGZpZ2h0aW5nXQOKDQpbUIpBXSBXdS1UYWS5nIENsYW4gY29taW5nIGFOIHIvdSwgcHJvdGVjdCB5b3
VyIG51Y2sga2lkLCBzbyBzZXQgaXQgh2ZmIHRoZSBJbnNwZWNOb3IgRGVjawOKWO01ldGhdIHdhdGNolHI
vdXlgc3RIcCBraWwQgWzhYXQOKDQpbSW5zcGVjdG9yIERIY2tdDQpJIHNtb2tlIG9uIHRoZSBtaWMgbGlrZ
SBzbW9raW5nlEpvZSBGecmF6aWVyDQpUaGUgaGVsbCByYWIzZXIsIHIhaXNpbmcgaGVsbCB3aXRolHRo
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ZSBmbGF2b3INCIRIcnJvem|6ZSB0aGUgamFtlGxpa2UgdHJvb3BzIGIulFBha2lzdGFuDQpTd2luzZ2luZyB0a
HJvdWdolHIvdXlgdG93biBsaWtlIHIvdXlgbmVpZ2hib3lob29kIFNwaWRIcm1hbg0KU28gdWholLCBOaW
MgdG9jIGFuzZCBrZWVwIHRpY2tpbmcNCldoaWxIIEkgZ2VOIHIvdSBmbGIwcGluZyBvZmYgdGhlIHNoaXQ
gSSdtIGtpY2tpbmcNCIRoZSBMb25IIFJhbmdlciwgY29kZSByZWQsIGRhbmdIciENCkRIZXAgaW4gdGhlIG
Rhcmsgd2l0aCB0aGUgYXJOIHRvIHIpcCBjaGFydHMgYXBhcnQNCIRoZSB2YW5kYWwsIHRvbyBob3QgdG
8gaGFuZGxIDQp5b3UgYmFOdGxILCB5b3UncmUgc2F5aW5nlEdvb2RieWUgbGIrZSBUZXZpbiBDYW1wY
mVsbAOKUmM91Z2huZWNrLCBJbnNwZWNOb3IgRGVjaydzlG9ulHRoZSBzZXQNCIRoZSByZWJIbCwgSSBtY
WtlIGlvemUgbm9pc2UgdGhhbiBoZWF2eSBtZXRhbAOKDQpbUmFla3dvblONCIRoZSB3YXkgSSBtYWtlIH
RoZSBjcm93ZCBnbyB3aWxkLCBzaXQgYmFjayByZWxheCB3b24ndCBzbWIsZQOKUmFIIGdvdCBpdCBnb
2luZyBvbiBwYWwsIGNhbGwgbWUgdGhlIHJhcCBhc3Nhc3NpbmFOb3INClJoeW 1lcyBydWdnZWQgYW5
klGJ1aWx01Gxpa2UgU2Nod2FyemVuZWdnZXINCkFuzZCBJJ20gZ29ubmEgZ2V0IG1hZCBkZWVwIGxpa2
UgYSBOaHJIYXQslGJsb3cgdXAgeW91ciBwem9gZWNODQpUaGVulHRha2UgYWxsIHIvdXIgYXNzZXRzDQ
pDYXVzZSBJIGNhbWUgdG8gc2hha2UgdGhlIGZyYW1lIGIulGhhbGYNCldpdGggdGhlIHRob3VnaHRzIHR
oYXQgYm9tYiwgc2hpdCBsaWtliIG1hdGghDQpTbyBpZiB5b3Ugd2FubmEgdHJ5IHRVIGZsaXAgZ28gZmxp
cCBvbiB0aGUgbmV4dCBtYWANCKNhdXNIIEkgZ3JhYiBOaGUgY2xpcCBhbmQNCkhpdCB5b3Ugd210aCBz
aXh0ZWVulHNob3RzIGFuZCBtbh3JIIEkgZ290DQpHb2luZyBObyB3YXIgd210aCB0aGUgbWVsdGluZyBwb3
QgaG90DQoNCItNZXRob2RdDQpJdCdzIHRoZSBNZXRob2QgTWFulGZvciBzaG9ydCBNci4gTWV0aAOKT
W92aW5nIG9ulHIvdXIgbGVmdCwgYWghDQpBbmQgc2VOIGI0IGIMZiwgZ2VOIGI0IGIMZiwgbGVOIGIOI
GIMZiBsaWtlIGEgZ2FODQpJIHdhbm5hIGlyZWFriGZ1bGwsIGNvY2sgbWUgYmFjawOKU21hbGwgY2hh
bmdILCB0aGV5IHB1dHRpbmcgc2hhbWUgaW4gdGhlIGdhbWUNCkkgdGFrzSBhaW0gYW5kIGJsb3cgd
GhhdCBuaWdnYSBvdXQgdGhllGZyYW1IDQpBbmQgbGIrZSBGYW1ILCBteSBzdHIsZSdsbCBsaXZIIGZvem
V2ZXINCk5pZ2dheiBjcm9zc2luZyBvdmVyLCBidXQgdGhleSBkb24ndCBrbm931G5vIGJIdHRIcgOKQnVOIE
kgZG8sIHRydWUsIGNhbiBJIGdIdCBhICIzdWUiDQpOdWZmIHJIc3BIY3QgZHVIIHRVIHRoZSBvbmUtc2l4L
W90DQpJIG1lIYW4ghb2gsIHIvdSBjaGVjayBvdXQgdGhllGZsh3cNCmxpa2UgdGhlIEh1ZHNvbiBvciBQQ1Ag
d2hlbiBJJ20gZHVzdGluZwOKTmInZ2F61G9mMZiBiZWNhdXNIIEknbSBob3QgbGIrZSBzYXVjZQOKVGhIIHNt
b2tl1GZyb20gdGhIIGx5cmljYWwgYmx1bnQgbWFrZXMgbWUgW2NvdWdoXQOKDQpbVS1Hb2RIDQpP
aCwgd2hhdCwgZz3JhYiBteSBudXQgZ2VOIHNjcmV3ZWQNCk93LCBoZXJIIGNvbWVzIG15IFNoYW9saW4
gc3R5bGUNCINsb29wLCBCLIBBLIBCdWgtQi4gWS4gVQOKdG8gbXkgY3JldyB3aXRolHRoZSAic3VIIigOKD
QpbSW50ZXJsdWRIXQOKd2F0Y2ggeW91ciBzdGVwIGtpZCBbOFhdDQpbT2wgRGlydHkgQmMFzdGFyZFO
gYydtb24gYmFieSBiYWIJ5IGMnbW9ulFsOWFONCItSWkFdIFIvLCB5b3UgYmVzdCBwcm90ZWNOIHIvdXIg
bmVjawOKDQpbT2wgRGlydHkgQmFzdGFyZFONCkZpcnNOIHRoaW5ncyBmaXJzdCBtYW4geW91J3JIIGZ
1Y2tpbmcgd2l0aCB0aGUgd29yc3QNCkknbGwgYmUgc3RpY2tpbmcgcGlucyBpbiB5b3VyIGhIYWQgbGIr
ZSBhIGZ1Y2tpbmcgbnVyc2UNCkknbGwgYXROYWNrIGFueSBuaWdnYSB3aG8ncyBzbGFjayBpbiBoaXM
gbWFjaw0KQ29tZSBmdWxseSBwYWNrzZWQgd210aCBhIGZhdCBydWdnZWQgc3RhY2sNCINoYW1IIG9
ulHIlvdSB3aGVulHIvdSBzdGVwcGVkIHRocm91Z2ggdG8NCIRoZSBPbCBEaXJ0eSBCYXNOYXJkIHNOcmFpZ
2h0IGZyb20gdGhlIEJyb29rbHIulFpvbwOKQW5kIEkKnbGwgYmUgZGFtbmVkIGImIEkgbhGVOIGFueSBtYW4
NCkNvbWUgdG8gbXkgY2VudGVyLCB5b3UgZW50ZXIgdGhlIHdpbnRIcgOKU3RyYWInaHQgdXAgYWS5kI
GRvd24gdGhhdCBzaGIOIHBhY2tIZCBqYWONCIIvdSBjYW4ndCBzbGFtLCBkb24ndCBsZXQgbWUgZ2VO0IG
Zvb2wgh24gaGltIG1hbgOKVGhIIE9sIERpcnR5IEJhc3RhemQgaXMgZGlydHkgYWS5kIHNOaW5raW5nDQp
Bc29uLCB1bmixdWUgcm9sbGluZyB3aXRolHRoZSBuaWdodCBvZiB0aGUgY3JIZXBzDQpOaWdnYXogYm
Ugcm9sbGluZyB3aXRolGEgc3Rhc2gNCmFpbidOIHNheWIluZyBjYXNoLCBiaXRIIG15IHNOeWxIIEknbGwg
YmI0ZSB5b3VylG1lvdGhlcmZ1Y2tpbmcgYXNzIQOKDQpbR2hve3RMYWNIIEtpbGxhaFONCkZvciBjcnlpbm
cgb3V0IGxvdWQgbXkgc3R5bGUgaXMgd2lsZCBzbyBib29rIG1IDQp0Ob3QghG9uZyBpcyBob3cgbG9uZyB
0aGFOIHRoaXMgcmh5bWUgdG9vayBtZQOKRWplY3RpbmcsIHNOeWxlcyBmcm9tIG15IGxIdGhhbCB3Z
WFwb24NCk15IHBIbiBOaGFOIHIVY2tzIGZyb20gaGVyZSBObyBPcmVnb24NCkhlcmUncyBNb3JkaWdhbi
wgY2F0Y2ggaXQgbGlrZSBhIHBzeWNobyBmbGFzaGJhY2sNCkkghG92ZSBnYXRzLCBpZiByYXAgd2FzIGE
gZ3VuLCB5b3Ugd291bGRuJ3QgYnVzdCBiYWNrDQpJIGNvbWUgd210aCBzaGIlOIHRoYXQncyBhbGwgdHI
wZXMgb2Ygc2hhcGVzIGFUZCBzb3VUuZHMNCkKFUZCB3aGVyZSBJIGxvdW5nZSBpcyBteSBzdG9tcGluZyBn
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cm91bmRzDQpJIGdpdmUgYSBvcmRIciBObyBteSBwZWVwcyBhY3Jvc3MgdGhlIHdhdGVyDQpUbyBnby
BhbmQgc25hdGNolHVwIHByb3BzIGFsbCBhcm91bmQgdGhlIGlvemRIcgOKQW5kIGdIdCBmYXIgbGIrZS
BhIHNob290aW5nIHNOYXINCidjYXVzZSB3aG8gSSBhbSBpcyBkaW0gaW4gdGhllGxpZ2h0IGI9mIFBhYmx
VIEVZY29iYXINCIBvaW50IGJsYW5rIGFzIEkga2ljayBO0aGUgc3F1YXJIIGIpegOKVGhlcmUgaXQgaXMgeW91
J3JIIGZ1Y2tpbmcgd210aCBwcm9zIGFUZCB0aGVyZSBpdCBnb2VzDQoNCItSWkFdDQpZb3UgY2hpbGwg
d210aCB0aGUEZmMVIZGIhY2sgYmxhY2sgd2UgZG9ul3QgbmVIZCB0aGFODQpJdCdzIHRIbiBvI2Nsb2NrIG
hvZSwgd2hlcmUgdGhlIGZ1Y2sncyB5b3VyIHNIZWQgYXQ/DQpGZWVsaW5nIG1hZCBob3NOaWxILCByY
W4gdGhlIGFwb3NObGUNCkZsb3dpbmcgbhGlrZzSBDaHJpc3Qgd2hlbiBJIHNwWZWFrcyB0aGUgZ29zcGVsD
QpTdHJvbGwgd2l0aCB0aGUgaG9seSByb2xsIHRoZW4gYXROYWNrIHRoZSBnbG9iZSB3aXRolHRoZSBid
WNrdXMgc3R5bGUNCNnRoZSBydWNrdXMslIHRIbiBOaW1lcyBOZW4gbWVulGNvbW 1pdHRpbmcgbWFk
IHNpbgOKVHVybiB0aGUgh3RozXIgY2hlZWsgYWS5kIEknbGwgYnJIYWsgeW91ciBmdWNraW5nIGNoaW
4NCINsYXIpbmcgYm9vbS1iYW5ncyBsaWtIEFmemljYW4gZHI1bXMgKHdI2xsIGJIKQOKQ29taW5nIGFy
b3VuzZCB0aGUgbW91bnRhaW4gd2hlbiBJIGNvbWUNCKNyYXp5IGZsYW1ib3lhbnQgZm9yIHRoZSBYYXA
gZW5qb3I1tZW50DQpNeSBjbGFulGluY3JIYXNIIGxpa2UgYmxhY2sgdW5IbXBsb31tZW50DQpZZWFoLCBh
bm90aGVylG9uZSBkYXJILAOKVHVoLXRvb2sgYSBNnZW5pdXMgKHRvKSBOYW1tlIHVzIHR0oZSBmdWNrIG9
1dHRhIGhIcmUNCg0OKWO0dIbmI1c10NCIRoZSBXdSBpcyB0b28gc2xhbW 1pbmcgZm9ylHRoZXNIIENVbG
QgS2IsbGluzyBsYWIIbHMNCINvbWUgYWIuJ3QgaGFkiGhpdHMgc2luY2UgSSBzZWVulEF1bnQgTWFiZ
WwNCKJIIGRvaW5nIGFydGlzdHMgaW4ghGlrZSBDYWIulGRpZCBBYmMVsDQpOb3cgdGhleSBtb25leSdzI
GdIdHRpbiBzdHVjayBObyB0aGUgZ3VtIHVuZGVyIHRoZSBOYWJsZQOKVGhhdCdzIHdoYXQgeW911GdIdC
B3aGVulHIvdSBtaXN1c2Ugd2hhdCBJIGludmVudAOKWW91ciBlbXBpcmUgZmFsbHMgYWS5kIHIvdSBsb3
NIIGV2ZXJ5IGNIbnQNCkZvciBOcnlpbmcgdG8gYmxvdyB1cCBhIHNjcnViDQpOb3cgdGhhdCB0aG91Z2h0
IHdhcyBqdXNOIGFzIGlyaWdodCBhcyBhIDIwLXdhdHQgbGInaHQgYnVsYgOKU2hvdWxkJ3ZIIHB1bXBIZC
BpdCB3aGVulEkgcm9ja2VkIGIODQpOaWdnYXogc28gc3Rpbmd5IHR0ZXkgZ290IHNob3JOIGFybXMgYW
5kIGRIZXAgcG9ja2V0OcwOKVGhpcyBnb2VzIG9ulGlulHNvbWUgY29tcGFuaWVzDQpXaXRolG1lham9ycyB
0aGV5J3JIIHNjYXJIZCBObyBkZWF0aCBObyBwdW1wlIHRoZXNIDQpGaXJzdCBvZiBhbGwsIHdobydzIHIvdX
I1gQSZSDQpPBIG1vdW50YWIulGNsaW1iZXlgd2hvIHBsYXIzIGFulGVsZWNOcmljlGd1aXRhcgOKQnVOIGhlII
GRvbidOIGtub3cgdGhlIG1IYW5pbmcgb2YgZGOwZQOKV2hlbiBozSdzIGxvb2tpbmcgZm9ylGEgc3VpdCB
hbmQgdGllIIHIhcAOKdGhhdCdzIGNsZWFuzZXlgdGhhbiBhIGJhciBvZiBzb2FwDQpBbmQgSSdtIHRoZSBka
XJ0aWVzdCB0aGluZyBpbiBzaWdodAOKTWFOdGVyIGImIGZhY3QgYnJpbmcghb3VOIHRoZSBnaXJscyBhb
mQgbGV0J3MgaGF2ZSBhIG11ZCBmaWdodAOKDQpbc291bmRzIGIMIGZpZ2h0aW5nXQOKDQpbUIpB
XSBZb3UgYmVzdCBwcm90ZWNOIHIvdXIgbmVjayBbNFhdDQoNCg==

Decoded

"Protect Ya Neck"

"So what's up man?

Cooling man"

"Chilling chilling?"

"Yo you know | had to call, you know why right?"

"Why?"

"Because, yo, | never ever call and ask, you to play something right?"

llYeahll
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"You know what | wanna hear right?"
"What you wanna hear?

| wanna hear that Wu-Tang joint"
"Wu-Tang again?"

"Ah yeah, again and again!"

[sounds of fighting]

[RZA] Wu-Tang Clan coming at you, protect your neck kid, so set it off the Inspector Deck

[Meth] watch your step kid [8X]

[Inspector Deck]

| smoke on the mic like smoking Joe Frazier

The hell raiser, raising hell with the flavor

Terrorize the jam like troops in Pakistan

Swinging through your town like your neighborhood Spiderman
So uhh, tic toc and keep ticking

While | get you flipping off the shit I'm kicking

The Lone Ranger, code red, danger!

Deep in the dark with the art to rip charts apart

The vandal, too hot to handle

you battle, you're saying Goodbye like Tevin Campbell
Roughneck, Inspector Deck's on the set

The rebel, | make more noise than heavy metal

[Raekwon]

The way | make the crowd go wild, sit back relax won't smile
Rae got it going on pal, call me the rap assassinator

Rhymes rugged and built like Schwarzenegger

And I'm gonna get mad deep like a threat, blow up your project
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Then take all your assets

Cause | came to shake the frame in half

With the thoughts that bomb, shit like math!

So if you wanna try to flip go flip on the next man
Cause | grab the clip and

Hit you with sixteen shots and more | got

Going to war with the melting pot hot

[Method]

It's the Method Man for short Mr. Meth
Moving on your left, ah!

And set it off, get it off, let it off like a gat

| wanna break full, cock me back

Small change, they putting shame in the game
| take aim and blow that nigga out the frame
And like Fame, my style'll live forever

Niggaz crossing over, but they don't know no better
But | do, true, can | get a "sue"

Nuff respect due to the one-six-oh

| mean oh, you check out the flow

like the Hudson or PCP when I'm dusting
Niggaz off because I'm hot like sauce

The smoke from the lyrical blunt makes me [cough]

[U-God]

Oh, what, grab my nut get screwed
Ow, here comes my Shaolin style
Sloop, B. A. Buh-B. Y. U

to my crew with the "sue"
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[Interlude]
watch your step kid [8X]
[Ol Dirty Bastard] c'mon baby baby c'mon [4X]

[RZA] Yo, you best protect your neck

[Ol Dirty Bastard]

First things first man you're fucking with the worst
I'll be sticking pins in your head like a fucking nurse
I'll attack any nigga who's slack in his mack

Come fully packed with a fat rugged stack

Shame on you when you stepped through to

The Ol Dirty Bastard straight from the Brooklyn Zoo
And I'll be damned if | let any man

Come to my center, you enter the winter

Straight up and down that shit packed jam

You can't slam, don't let me get fool on him man
The Ol Dirty Bastard is dirty and stinking

Ason, unique rolling with the night of the creeps

Niggaz be rolling with a stash

ain't saying cash, bite my style I'll bite your motherfucking ass!

[Ghostface Killah]

For crying out loud my style is wild so book me
Not long is how long that this rhyme took me
Ejecting, styles from my lethal weapon

My pen that rocks from here to Oregon

Here's Mordigan, catch it like a psycho flashback

| love gats, if rap was a gun, you wouldn't bust back

| come with shit that's all types of shapes and sounds

And where | lounge is my stomping grounds
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| give a order to my peeps across the water

To go and snatch up props all around the border
And get far like a shooting star

‘cause who | am is dim in the light of Pablo Escobar
Point blank as | kick the square biz

There it is you're fucking with pros and there it goes

[RZA]

You chill with the feedback black we don't need that
It's ten o'clock hoe, where the fuck's your seed at?
Feeling mad hostile, ran the apostle

Flowing like Christ when | speaks the gospel

Stroll with the holy roll then attack the globe with the buckus style

the ruckus, ten times ten men committing mad sin
Turn the other cheek and I'll break your fucking chin
Slaying boom-bangs like African drums (we'll be)
Coming around the mountain when | come

Crazy flamboyant for the rap enjoyment

My clan increase like black unemployment

Yeah, another one dare,

Tuh-took a genius (to) take us the fuck outta here

[Genius]

The Wu is too slamming for these Cold Killing labels

Some ain't had hits since | seen Aunt Mabel

Be doing artists in like Cain did Abel

Now they money's gettin stuck to the gum under the table
That's what you get when you misuse what | invent

Your empire falls and you lose every cent

For trying to blow up a scrub
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Now that thought was just as bright as a 20-watt light bulb
Should've pumped it when | rocked it

Niggaz so stingy they got short arms and deep pockets
This goes on in some companies

With majors they're scared to death to pump these
First of all, who's your A&R

A mountain climber who plays an electric guitar

But he don't know the meaning of dope

When he's looking for a suit and tie rap

that's cleaner than a bar of soap

And I'm the dirtiest thing in sight

Matter of fact bring out the girls and let's have a mud fight

[sounds of fighting]

[RZA] You best protect your neck [4X]

BillofRights.txt
The Bill of Rights: A Transcription

The Preamble to The Bill of Rights

Congress of the United States
begun and held at the City of New-York, on

Wednesday the fourth of March, one thousand seven hundred and eighty nine.

THE Conventions of a number of the States, having at the time of their adopting the
Constitution, expressed a desire, in order to prevent misconstruction or abuse of its powers,
that further declaratory and restrictive clauses should be added: And as extending the
ground of public confidence in the Government, will best ensure the beneficent ends of its
institution.
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RESOLVED by the Senate and House of Representatives of the United States of America, in
Congress assembled, two thirds of both Houses concurring, that the following Articles be
proposed to the Legislatures of the several States, as amendments to the Constitution of the
United States, all, or any of which Articles, when ratified by three fourths of the said
Legislatures, to be valid to all intents and purposes, as part of the said Constitution; viz.

ARTICLES in addition to, and Amendment of the Constitution of the United States of
America, proposed by Congress, and ratified by the Legislatures of the several States,
pursuant to the fifth Article of the original Constitution.

Note: The following text is a transcription of the first ten amendments to the Constitution in
their original form. These amendments were ratified December 15, 1791, and form what is
known as the "Bill of Rights."

Amendment |

Congress shall make no law respecting an establishment of religion, or prohibiting the free
exercise thereof; or abridging the freedom of speech, or of the press; or the right of the
people peaceably to assemble, and to petition the Government for a redress of grievances.

Amendment Il

A well regulated Militia, being necessary to the security of a free State, the right of the
people to keep and bear Arms, shall not be infringed.

Amendment |

No Soldier shall, in time of peace be quartered in any house, without the consent of the
Owner, nor in time of war, but in a manner to be prescribed by law.

Amendment IV

The right of the people to be secure in their persons, houses, papers, and effects, against
unreasonable searches and seizures, shall not be violated, and no Warrants shall issue, but
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upon probable cause, supported by Oath or affirmation, and particularly describing the
place to be searched, and the persons or things to be seized.

Amendment V

No person shall be held to answer for a capital, or otherwise infamous crime, unless on a
presentment or indictment of a Grand Jury, except in cases arising in the land or naval
forces, or in the Militia, when in actual service in time of War or public danger; nor shall any
person be subject for the same offence to be twice put in jeopardy of life or limb; nor shall
be compelled in any criminal case to be a witness against himself, nor be deprived of life,
liberty, or property, without due process of law; nor shall private property be taken for
public use, without just compensation.

Amendment VI

In all criminal prosecutions, the accused shall enjoy the right to a speedy and public trial, by
an impartial jury of the State and district wherein the crime shall have been committed,
which district shall have been previously ascertained by law, and to be informed of the
nature and cause of the accusation; to be confronted with the witnesses against him; to
have compulsory process for obtaining witnesses in his favor, and to have the Assistance of
Counsel for his defence.

Amendment VII

In Suits at common law, where the value in controversy shall exceed twenty dollars, the right
of trial by jury shall be preserved, and no fact tried by a jury, shall be otherwise re-examined
in any Court of the United States, than according to the rules of the common law.

Amendment VI

Excessive bail shall not be required, nor excessive fines imposed, nor cruel and unusual
punishments inflicted.

Amendment IX
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The enumeration in the Constitution, of certain rights, shall not be construed to deny or
disparage others retained by the people.

Amendment X

The powers not delegated to the United States by the Constitution, nor prohibited by it to
the States, are reserved to the States respectively, or to the people.

AMENDMENT XI

Passed by Congress March 4, 1794. Ratified February 7, 1795.

Note: Article I, section 2, of the Constitution was modified by amendment 11.

The Judicial power of the United States shall not be construed to extend to any suit in law or
equity, commenced or prosecuted against one of the United States by Citizens of another
State, or by Citizens or Subjects of any Foreign State.

AMENDMENT XlI

Passed by Congress December 9, 1803. Ratified June 15, 1804.

Note: A portion of Article Il, section 1 of the Constitution was superseded by the 12th
amendment.

The Electors shall meet in their respective states and vote by ballot for President and
Vice-President, one of whom, at least, shall not be an inhabitant of the same state with
themselves; they shall name in their ballots the person voted for as President, and in distinct
ballots the person voted for as Vice-President, and they shall make distinct lists of all
persons voted for as President, and of all persons voted for as Vice-President, and of the
number of votes for each, which lists they shall sign and certify, and transmit sealed to the
seat of the government of the United States, directed to the President of the Senate; -- the
President of the Senate shall, in the presence of the Senate and House of Representatives,
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open all the certificates and the votes shall then be counted; -- The person having the
greatest number of votes for President, shall be the President, if such number be a majority
of the whole number of Electors appointed; and if no person have such majority, then from
the persons having the highest numbers not exceeding three on the list of those voted for as
President, the House of Representatives shall choose immediately, by ballot, the President.
But in choosing the President, the votes shall be taken by states, the representation from
each state having one vote; a quorum for this purpose shall consist of a member or
members from two-thirds of the states, and a majority of all the states shall be necessary to
a choice. [And if the House of Representatives shall not choose a President whenever the
right of choice shall devolve upon them, before the fourth day of March next following, then
the Vice-President shall act as President, as in case of the death or other constitutional
disability of the President. --]* The person having the greatest number of votes as
Vice-President, shall be the Vice-President, if such number be a majority of the whole
number of Electors appointed, and if no person have a majority, then from the two highest
numbers on the list, the Senate shall choose the Vice-President; a quorum for the purpose
shall consist of two-thirds of the whole number of Senators, and a majority of the whole
number shall be necessary to a choice. But no person constitutionally ineligible to the office
of President shall be eligible to that of Vice-President of the United States.

*Superseded by section 3 of the 20th amendment.

AMENDMENT XlII

Passed by Congress January 31, 1865. Ratified December 6, 1865.

Note: A portion of Article IV, section 2, of the Constitution was superseded by the 13th
amendment.

Section 1.

Neither slavery nor involuntary servitude, except as a punishment for crime whereof the
party shall have been duly convicted, shall exist within the United States, or any place
subject to their jurisdiction.

Section 2.

Congress shall have power to enforce this article by appropriate legislation.
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AMENDMENT XIV

Passed by Congress June 13, 1866. Ratified July 9, 1868.

Note: Article I, section 2, of the Constitution was modified by section 2 of the 14th
amendment.

Section 1.

All persons born or naturalized in the United States, and subject to the jurisdiction thereof,
are citizens of the United States and of the State wherein they reside. No State shall make or
enforce any law which shall abridge the privileges or immunities of citizens of the United
States; nor shall any State deprive any person of life, liberty, or property, without due
process of law; nor deny to any person within its jurisdiction the equal protection of the
laws.

Section 2.

Representatives shall be apportioned among the several States according to their respective
numbers, counting the whole number of persons in each State, excluding Indians not taxed.
But when the right to vote at any election for the choice of electors for President and
Vice-President of the United States, Representatives in Congress, the Executive and Judicial
officers of a State, or the members of the Legislature thereof, is denied to any of the male
inhabitants of such State, being twenty-one years of age,* and citizens of the United States,
or in any way abridged, except for participation in rebellion, or other crime, the basis of
representation therein shall be reduced in the proportion which the number of such male
citizens shall bear to the whole number of male citizens twenty-one years of age in such
State.

Section 3.

No person shall be a Senator or Representative in Congress, or elector of President and
Vice-President, or hold any office, civil or military, under the United States, or under any
State, who, having previously taken an oath, as a member of Congress, or as an officer of the
United States, or as a member of any State legislature, or as an executive or judicial officer of
any State, to support the Constitution of the United States, shall have engaged in
insurrection or rebellion against the same, or given aid or comfort to the enemies thereof.
But Congress may by a vote of two-thirds of each House, remove such disability.
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Section 4.

The validity of the public debt of the United States, authorized by law, including debts
incurred for payment of pensions and bounties for services in suppressing insurrection or
rebellion, shall not be questioned. But neither the United States nor any State shall assume
or pay any debt or obligation incurred in aid of insurrection or rebellion against the United
States, or any claim for the loss or emancipation of any slave; but all such debts, obligations
and claims shall be held illegal and void.

Section 5.

The Congress shall have the power to enforce, by appropriate legislation, the provisions of
this article.

*Changed by section 1 of the 26th amendment.

AMENDMENT XV

Passed by Congress February 26, 1869. Ratified February 3, 1870.

Section 1.

The right of citizens of the United States to vote shall not be denied or abridged by the
United States or by any State on account of race, color, or previous condition of servitude--

Section 2.

The Congress shall have the power to enforce this article by appropriate legislation.

AMENDMENT XVI

Passed by Congress July 2, 1909. Ratified February 3, 1913.

Note: Article |, section 9, of the Constitution was modified by amendment 16.
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The Congress shall have power to lay and collect taxes on incomes, from whatever source
derived, without apportionment among the several States, and without regard to any census
or enumeration.

AMENDMENT XVII

Passed by Congress May 13, 1912. Ratified April 8, 1913.

Note: Article |, section 3, of the Constitution was modified by the 17th amendment.

The Senate of the United States shall be composed of two Senators from each State, elected
by the people thereof, for six years; and each Senator shall have one vote. The electors in
each State shall have the qualifications requisite for electors of the most numerous branch
of the State legislatures.

When vacancies happen in the representation of any State in the Senate, the executive
authority of such State shall issue writs of election to fill such vacancies: Provided, That the
legislature of any State may empower the executive thereof to make temporary
appointments until the people fill the vacancies by election as the legislature may direct.

This amendment shall not be so construed as to affect the election or term of any Senator
chosen before it becomes valid as part of the Constitution.

AMENDMENT XVIII

Passed by Congress December 18, 1917. Ratified January 16, 1919. Repealed by amendment
21.

Section 1.

After one year from the ratification of this article the manufacture, sale, or transportation of
intoxicating liquors within, the importation thereof into, or the exportation thereof from the
United States and all territory subject to the jurisdiction thereof for beverage purposes is
hereby prohibited.
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Section 2.

The Congress and the several States shall have concurrent power to enforce this article by
appropriate legislation.

Section 3.

This article shall be inoperative unless it shall have been ratified as an amendment to the
Constitution by the legislatures of the several States, as provided in the Constitution, within
seven years from the date of the submission hereof to the States by the Congress.

AMENDMENT XIX

Passed by Congress June 4, 1919. Ratified August 18, 1920.

The right of citizens of the United States to vote shall not be denied or abridged by the
United States or by any State on account of sex.

Congress shall have power to enforce this article by appropriate legislation.

AMENDMENT XX

Passed by Congress March 2, 1932. Ratified January 23, 1933.

Note: Article |, section 4, of the Constitution was modified by section 2 of this amendment.
In addition, a portion of the 12th amendment was superseded by section 3.

Section 1.

The terms of the President and the Vice President shall end at noon on the 20th day of
January, and the terms of Senators and Representatives at noon on the 3rd day of January,
of the years in which such terms would have ended if this article had not been ratified; and
the terms of their successors shall then begin.

Section 2.

54 | Page



The Congress shall assemble at least once in every year, and such meeting shall begin at
noon on the 3d day of January, unless they shall by law appoint a different day.

Section 3.

If, at the time fixed for the beginning of the term of the President, the President elect shall
have died, the Vice President elect shall become President. If a President shall not have been
chosen before the time fixed for the beginning of his term, or if the President elect shall
have failed to qualify, then the Vice President elect shall act as President until a President
shall have qualified; and the Congress may by law provide for the case wherein neither a
President elect nor a Vice President shall have qualified, declaring who shall then act as
President, or the manner in which one who is to act shall be selected, and such person shall
act accordingly until a President or Vice President shall have qualified.

Section 4.

The Congress may by law provide for the case of the death of any of the persons from whom
the House of Representatives may choose a President whenever the right of choice shall
have devolved upon them, and for the case of the death of any of the persons from whom
the Senate may choose a Vice President whenever the right of choice shall have devolved
upon them.

Section 5.

Sections 1 and 2 shall take effect on the 15th day of October following the ratification of this
article.

Section 6.

This article shall be inoperative unless it shall have been ratified as an amendment to the
Constitution by the legislatures of three-fourths of the several States within seven years
from the date of its submission.

AMENDMENT XXI

Passed by Congress February 20, 1933. Ratified December 5, 1933.

Section 1.
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The eighteenth article of amendment to the Constitution of the United States is hereby
repealed.

Section 2.

The transportation or importation into any State, Territory, or Possession of the United
States for delivery or use therein of intoxicating liquors, in violation of the laws thereof, is
hereby prohibited.

Section 3.

This article shall be inoperative unless it shall have been ratified as an amendment to the
Constitution by conventions in the several States, as provided in the Constitution, within
seven years from the date of the submission hereof to the States by the Congress.

AMENDMENT XXII

Passed by Congress March 21, 1947. Ratified February 27, 1951.

Section 1.

No person shall be elected to the office of the President more than twice, and no person
who has held the office of President, or acted as President, for more than two years of a
term to which some other person was elected President shall be elected to the office of
President more than once. But this Article shall not apply to any person holding the office of
President when this Article was proposed by Congress, and shall not prevent any person
who may be holding the office of President, or acting as President, during the term within
which this Article becomes operative from holding the office of President or acting as
President during the remainder of such term.

Section 2.

This article shall be inoperative unless it shall have been ratified as an amendment to the
Constitution by the legislatures of three-fourths of the several States within seven years
from the date of its submission to the States by the Congress.

AMENDMENT XXIII
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Passed by Congress June 16, 1960. Ratified March 29, 1961.

Section 1.

The District constituting the seat of Government of the United States shall appoint in such
manner as Congress may direct:

A number of electors of President and Vice President equal to the whole number of Senators
and Representatives in Congress to which the District would be entitled if it were a State, but
in no event more than the least populous State; they shall be in addition to those appointed
by the States, but they shall be considered, for the purposes of the election of President and
Vice President, to be electors appointed by a State; and they shall meet in the District and
perform such duties as provided by the twelfth article of amendment.

Section 2.

The Congress shall have power to enforce this article by appropriate legislation.

AMENDMENT XXIV

Passed by Congress August 27, 1962. Ratified January 23, 1964.

Section 1.

The right of citizens of the United States to vote in any primary or other election for
President or Vice President, for electors for President or Vice President, or for Senator or
Representative in Congress, shall not be denied or abridged by the United States or any
State by reason of failure to pay any poll tax or other tax.

Section 2.

The Congress shall have power to enforce this article by appropriate legislation.

AMENDMENT XXV

Passed by Congress July 6, 1965. Ratified February 10, 1967.
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Note: Article I, section 1, of the Constitution was affected by the 25th amendment.

Section 1.

In case of the removal of the President from office or of his death or resignation, the Vice
President shall become President.

Section 2.

Whenever there is a vacancy in the office of the Vice President, the President shall nominate
a Vice President who shall take office upon confirmation by a majority vote of both Houses
of Congress.

Section 3.

Whenever the President transmits to the President pro tempore of the Senate and the
Speaker of the House of Representatives his written declaration that he is unable to
discharge the powers and duties of his office, and until he transmits to them a written
declaration to the contrary, such powers and duties shall be discharged by the Vice President
as Acting President.

Section 4.

Whenever the Vice President and a majority of either the principal officers of the executive
departments or of such other body as Congress may by law provide, transmit to the
President pro tempore of the Senate and the Speaker of the House of Representatives their
written declaration that the President is unable to discharge the powers and duties of his
office, the Vice President shall immediately assume the powers and duties of the office as
Acting President.

Thereafter, when the President transmits to the President pro tempore of the Senate and
the Speaker of the House of Representatives his written declaration that no inability exists,
he shall resume the powers and duties of his office unless the Vice President and a majority
of either the principal officers of the executive department or of such other body as
Congress may by law provide, transmit within four days to the President pro tempore of the
Senate and the Speaker of the House of Representatives their written declaration that the
President is unable to discharge the powers and duties of his office. Thereupon Congress
shall decide the issue, assembling within forty-eight hours for that purpose if not in session.
If the Congress, within twenty-one days after receipt of the latter written declaration, or, if
Congress is not in session, within twenty-one days after Congress is required to assemble,
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determines by two-thirds vote of both Houses that the President is unable to discharge the
powers and duties of his office, the Vice President shall continue to discharge the same as
Acting President; otherwise, the President shall resume the powers and duties of his office.

AMENDMENT XXVI

Passed by Congress March 23, 1971. Ratified July 1, 1971.

Note: Amendment 14, section 2, of the Constitution was modified by section 1 of the 26th
amendment.

Section 1.

The right of citizens of the United States, who are eighteen years of age or older, to vote
shall not be denied or abridged by the United States or by any State on account of age.

Section 2.

The Congress shall have power to enforce this article by appropriate legislation.

AMENDMENT XXVII

Originally proposed Sept. 25, 1789. Ratified May 7, 1992.

No law, varying the compensation for the services of the Senators and Representatives, shall
take effect, until an election of representatives shall have intervened.

NorthKorea.jpeg
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Appendix B — Broken.py and fixed
Broken.py

fileToString(pathToFile):
f = open(pathToFile, )
strs =

line f.readlines():
strs+=1ine
strs
ASCII():

NumOfASCII ==

.join([chr(i) i range (NumOfASCII)])
sumName (name) :
sums=

X name:
sums+=ord(x
sums
indexInFile(password):
indices = []
ASCIIArray = ASCII()

chrs password:
indices.append(ASCIIArray.index(chrs)+sumName(name)*
indices
indexInASCII(name):
indices = []
ASCIIArray = ASCII()

indexList = re.split( ,encoded)[1:]

index indexList:
indices.append(ASCIIArray[int(index) - (sumName(name)*2)])

.join(indices)
encode(name) :

indices = indexInFile(password,name)

bill = fileToString( ETED)
encoded =
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index indices:
encoded+=bill[index]+str(index)

encoded

Restored.py

re

fileToString(pathToFile):
f = open(pathToFile,
strs =

line f.readlines():
strs+=1ine
strs
ASCII():

NumOfASCII =

.join([chr(i) i range (NumOfASCII)])
sumName (name) :
sums=

name:
sums+=ord(x)
sums
indexInFile(password,name):
indices = []
ASCIIArray = ASCII()

chrs password:
indices.append(ASCIIArray.index(chrs)+sumName(name)*2)
indices
indexInASCII(encoded,name):
indices = []
ASCIIArray = ASCII()

indexList = re.split( ,encoded)[1:]
index indexList:
indices.append(ASCIIArray[int(index) -

(sumName (name)*2) 1)

.join(indices)
encode(password, name):

indices = indexInFile(password,name)
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bill = fileToString( %name)
encoded

index indices
encoded+=bill[index]+str(index)

encoded

main()
message
filename
print(indexInASCII(message,filename))

Appendix C— TCP Streams — Capture 2.pcap

Method MODE Method :+i
iNickServiNickServ@services. NOTICE Method :This nickname is registered. Please choose a different nickname, or identify via ./msg NickServ identify <password>..

Ison 111 song bri
verne. freenode .net 305 Method :You are no longer marked as being away

verne fresnode.net 303 hethod :11L.s
1.

od
SIZEQAR]QBSMV]JH THZRUZRUUVTSURCT] JIHS1pCQUIGUKC ZNUXVRUTYRL PHNJQZUULWU ThISURQTVIRS EkyREZFOKIXUVpI NZTkZYRES QUOSVVIMBRGRUISV Y 2T EpOWIRTQTVELEVCSURTHZNPTTUGV@HZVERGHTOSPTOIPO==
PRIVMSG I11_Song :
uvkwuvxmqywnzlwaNum MBNTCyN Uy MDC3N 22 I zk2Z JC 1M A2 TCyNj Uy Y2 Twh S I3NT COMAROT It g2HT c2] jQznT kanoyanjuang jazuTZkMjAZZTZNNz ANZIZNTCZNZQ2NTYeMIU=
TSN T11 S
D e £ Lt 111 So
:111_Song!~I11_Song@216.14.247.46 pnmsa e
UINCaG) 25UVt SUCXbF 1XNGd j#13hnY 1 hidamF D61 eUIvidvhabE L TUBKRVFHOZNKQUSKMLhHNUJB Tk JYME FaTEdPV1dDNE 1DSk9RUUNPHZIMT 1 TQREZ TEZNRLhDQTOZUEVCYLh LWTNIRUTYR2ZIRELNR JNHSG1EVUSCUINBVKRKT1IXROEIRE INVIpHSEXSQUCVAd LU
XUTVVRROCZHMBIP TIVXSVpHUBVCVWhITFES

NDQ2Z IwNU2Z <O ASMZ il JUZHT Z4MASNDZNM JA2ZDY LI AZHTY 2N E 20TZ LU=

PRIVMSG 11 Song :
QUIT :Leaving

Method | ~malware@216.14.247.45 QUIT :Client Quit
ERROR :(Closing Link: 216.14.247.46 (Client Quit)

hobana. freenode.net 376 Geniusl :End of /MOTD command
Geniusl MODE Geniusl :+i
TSN T11_Song

:hobana. freenode.net 305 Geniusl sYou are no longer marked as being away

:hobana. freenode.net 303 Geniusl :I11_Song
TSN T11_Song

:hobana. Freenode.net 303 Geniusl :111 Song

:111_Song!~I11_Song@216.14.247.46 PRIVIMSG Geniusl :SUZaU@ELMOZFQLNHUZQZRESWMhHikxFRUITVEMRVELORINYRUXCQUD TZTHEL j JaHNkLESULVEhBSURATS PPULVDQT?
1SN I11 song

:hobana. freencde.net 303 Geniusi :111_Song

PRIVMSG 11 Song :

TEXIDAGMCAXNIJHEHTOLIDEONSAWNTYgH AXNTAGHTQLIDE: UL
NDAGHTY 2TDE BMSAXNTQgHTUX TDEGIICAXIITEHTYBTDE 35 AnliDAGI TUS TOEGI AwlDAGHTY0TDEIMC AxNTE HTY 2TDAGHCAIDHGHTUG TDEQMSAITEgHTULTOAL
150N T11 Song

hobana. Freenode.net 303 Genius1 :I11 Song

T11_Song!~I11_Songd216.14.247.46 PRIVMSG Geniusl :SkVRRBAZTESFQIIHSBLESKS ZULAHT@xHTUUYVEVPRERNSVXRULKIk  1UVAL TkocE TVIyROVZTEATQTIEQR5HOkANMIRLIVI BT 2VWHE Ky REPOWVFTST JERKVCHIALIk xR 1OPTEAP T
ISON T11 Song

hobana. Freenode.net 303 Genius1 :I11 Song
PRIVMSG I11_Song

MTE2TDE LNy AMNTYEHDQWIDEXNAARIT c gMTYRIDABHCAXNTAGHT Q1 TDE2MA g g
ISON T11_Song

thobana. Freenode. et 303 Geniusl :111 Song

+111_Song!~T11_Song@216.14.247.45 PRIVMSG Geniusl

+ SKVRR@MzZSkFNRIRIRVIMSK1RUUNIMKRCTFRSES M1 Z0UINDQVLURKVCHLCONTHKT@S TUZRI Q8pFQINXUZNE TUVCHLALMI RFRUTGVZY 1 SKENRVFHHLp pET2 SURCTIpTQRE ZRFBNT1FYSTIMUESZUUN JMKRTT JUy Ve By QkFHRVFHN JHZUBLVUURHUKXET1Z2ROTIRED
ONVpHHIEL EUE1ZUUAHZNOT 1Yy VzQy TERIRjJHUZMZ TOZZPTEIPTRY

QUIT :Leaving

IDE2HS Al MgHTYBIDABHC AXNTUEHTQL IDEQNSAXNjQgMDUBTDARMCAXNDEGHTU 2 TDEENCANNDAGHTEXTDAGHCAXN ] cgMTUXIDEINCAXITQEHDQIDE 2y AxHDUGHTQ1 TDABHMCAXN JOgMTUNIDEONS Aw

DEINAAMNDAGHTEXTDABHCAXNTYHT U3 IDE2HCAWNDAGHTQIIDE 1Ny AWNDAGHTY g

:Killah MODE Killah :+i
IsON 111_Song
Nicksery!Nickserv@services. NOTICE Killah :This nickname is registered. Please choose a different nickname, or identify vis .
dickson. freenode.net 365 Killsh :You are no longer marked as being away

dickson.freenode.net 383 Killah :I11_Son

3
I11_Song!~T11_Song@216.14.247.46 PRIVMSG Killah :SkIYWESIREpPTVFISTIERKVCMILWUXVTKITWEVIREPONVFGQLIMVULGHKNZSUNOTGLYQ8F THGpOULAHOZ ICH
TEWIDELNyAXNJQEMDUBTDAGMCAXNIDEEHTY 2 IDABMCAXNDEEHTUGTDE 2Ny AXNIDE gHTCXTDE2MHy AWNTYEMDQWIDEy Ny AXNTAGMTUS TDAGHCAXNTEEHTY 2 LDABMCAXN] QgMTUWIDE IMSAXN JHEHDCS

/msg Nickserv identify <password>

PRIVMSG T11_Song :
IS0N T11_Song

“dicksonFrecnode.net 33 Killah +111_s¢
sI11 Sung‘NIll Svng@21ﬁ L124745 PRIISG KiTlah :SKVRROHZSKENAVEHTY HTOVCHEANSUNE I THECOHKE IS IRYUTIHT ZVYHE 2 i TVZTUBEIRELNVVFGS TIMVUSSULNBHKRGTLITQOEy TESFQKZXNIRURKLFWEEDPTED
PRIVISG IL1 S
*\YIEIDEBNSA\VMDA@\WEIDEl*\SAxNYQg‘\TuBIDAN\EAXNTA@*\FQXI : g AxNTcgh EMTQLIDAGMC AXNTAGHTUST! gHTYBIDEIMCAXND UG} £ANTEGH A JOEMTYLTDE2M L AXNTYHTY zTDAGHCAXNT cgHTY1 IDEDNCAWNTY =
50N T11_Song

dickson. freenode.net 363 Killah :I11 5

I11_Song!~T11_Song@216.14.247.46 PRIVHSG Killah SkZaUBE1REINV1pHS 61EQKSaNFhIMKRKT1pUUBELRE LNR: MGRFRUITR=Z P RSFMzML p dTMZNPRUDTV PNVIpEN;
PRIVMSG I11 Song :
‘|TEZIDEJNyA\uMDEg,‘YDQwIDEyM[AxNTAgNTQlIDAEN![AXND:g‘VWyIDEBNSAxNDEg‘“’VBIDAE‘V[AXMWg‘YTQxIDEQN[AxNTEgNTLBIDElN; g gMTIxI! jogr AwNDAGMTY3IDE LNy AxN jUgMTUBTDEONC AWNDAGMTU2T j¥gHTQLIDE: g

gMTYZIDEIMSAXNTOEMTCXIDAING:

= 111_Song

‘d)(ksun.Fr‘zEnnde net 303 Killah :T11_Song
PRIVMSG T11 S«
MTEZIDEJNyAxM]I TCgHTY1 TDEINCAXNDQEMDEIDEXHSAWHTY g XHTC gMDQWIDE LN AXNTCEHTYBIDAGHCAXN]QZMTOX TDE 1My AXNDUEHDOWIDE 1My AxNT E gHTUZTDEGHC AXNTOEHT CXTDABHCAXNQEMTUSTDAGMCAXHJQZHT UW IDE TS AxN MEHDOWIDE ZMCAX
NDEngamsmzAxwungams1MsAmegﬂuwIDEJmnxmr:gwrvamsmsuur(g.vmzmmuuxur<g~vmzrum|uxmg~m1um.vsanurgurq]mfzmmxmmmuz

ISON 111_S

Shckson Freenode net 303 Killah <T11 _song
QIT iLeaving,

M)llah‘wmalware@?]é 14.247.46 QUIT :Client Quit

ERROR :Closing Link: 216.14.247.46 (Client Quit)

50N T11_Song

wilheln. fresnode.net 385 Rackwon :You are no longer marked as being away

swilheln. freenode.net 303 Raekwon :I11_Song

:111_Song!~T11_Song@216.14.247.46 PRIVMSG Rackwon :S17aQzRIQINNRNXVZUZUESZVENEHKRCTLpTUGEDTFBPVVFIRZREUESOU1CASURYTKYYR1FIQOSPSVDQVVUQLBKWFRFUFKS

PRIVISG I11_Song : NDKyMDYAN] E3NFYL Y 22 Tkyz 3 WENTs 73wl JUZMTC 2Nk 2Y ZCSMm=

ISON I11_Song

swilheln. freenode.net 363 Rackwon :I1l Song

T11 Song!~T11_Song@216.14.247.46 PRIVISG Rackwo

SUpV\JEtaMDlPUTdTQ\IQARB\/[LII:QNUXTTBSTUBEA\/FEPUVhDQVd"IUEQ\/uudDNFRGRU]R\/AR]RFEN\JIRHUJkASk 1 5 USYV=I=TEpPUjIHS1p 8 IP0v
FFUBL 2 NXHTRC TO1RROLITS 2 WFRHIDNKTUD)

PRIVMSG I11_Song : NDKyMDC3NY3NTZ N JQyMDZINJUZNTYOMA2MTCOM] A2Y 2Y LN E3MZCOMIAZM MW ]AZZDY SHM2Y 2V SNmY 27T IwNTI3NTYyNTM2NT C2Mmli=

ISON I11_Song

wilheln. freenode.net 383 Raekwon :I11_Song

150N Il Song

wilheln. fresnode.net 363 Rackwon :T11 Song

IMZNPTVVYQRFTS QUOOU1 AUk IBUEZYHEE IMTBLaWFhFMBxCT1IW Y 1EVUSCUINBWKRTTVZQ= TzMBANWVE TQTH ZSkSaMkNBHDNQTVYQzQOPTa=

I11_Song!~I11_Song@?216.14.247.46 PRIVISG Rackwon zQamap!
QUIT :Leavin

:Raekwon |~malware@216.14.247.46 QUIT :Client Quit

ERROR :Closing Link: 216.14.247.45 (Client Quit)
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Appendix D - ngrep -q -| Capture4.pcap "recMessages"

T199.87.160.87:80 -> 192.168.1.5:56183 [AP]
HTTP/1.1 200 OK..Date: Wed, 02 Jul 2014 22:39:00 GMT..Server: Apache..X-Hos
t: sj2-web32..Content-Length: 892..Keep-Alive: timeout=10, max=16..Connecti
on: Keep-Alive..Content-Type: application/json....{"success":"messages retr
ieved","result":{"recMessages":[{"messageld":"45b537c51e5cf2f90f31779e9ec8f

messageText":"Good afternoon, Ann.","recipien

c46","messageType":"normal","
tType":"phone","recipientld":"14068522589","senderType":"phone","senderld":
"14069243754","senderName":"Kim lll-song","time":"2014-07-02 22:38:55","mes
sageStatus":"unread","deliveryMethod":"onnet"}],"sentMessages":[{"messageld
":"d275712cedc2b1b420bd1ba0728b79af","messageType":"normal","messageText":"
this is a test","recipientType":"phone","recipientld":"14069243754","sender
Type":"phone","senderld":"14068522589","senderName":"Ann Dercover","time":"
2014-07-02 22:34:13","messageStatus":"read","deliveryMethod":"onnet"}],"bra
ndedSystemMessages":[],"calls":[],"voicemails":[],"now":"2014-07-02 22:38:5

7","largestCount":1,"smsCreditBalance":0,"callingCreditBalance":0,"numTexts

Sent":0,"numTextsRec":0,"inviteCount":0}}.

T199.87.160.87:80 -> 192.168.1.5:56183 [AP]
HTTP/1.1 200 OK..Date: Wed, 02 Jul 2014 22:39:00 GMT..Server: Apache..X-Hos
t: sj2-web32..Content-Length: 892..Keep-Alive: timeout=10, max=16..Connecti
on: Keep-Alive..Content-Type: application/json....{"success":"messages retr
ieved","result":{"recMessages":[{"messageld":"45b537c51e5cf2f90f31779e9ec8f
c46","messageType":"normal","messageText":"Good afternoon, Ann.","recipien
tType":"phone","recipientld":"14068522589","senderType":"phone","senderld":
"14069243754","senderName":"Kim lll-song","time":"2014-07-02 22:38:55","mes
sageStatus":"unread","deliveryMethod":"onnet"}],"sentMessages":[{"messageld

":"d275712cedc2b1b420bd1ba0728b79af","messageType":"normal","messageText":"

this is a test","recipientType":"phone","recipientld":"14069243754","sender
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Type":"phone","senderld":"14068522589","senderName":"Ann Dercover","time":"
2014-07-02 22:34:13","messageStatus":"read","deliveryMethod":"onnet"}],"bra
ndedSystemMessages":[],"calls":[],"voicemails":[],"now":"2014-07-02 22:38:5
7","largestCount":1,"smsCreditBalance":0,"callingCreditBalance":0,"numTexts

Sent":0,"numTextsRec":0,"inviteCount":0}}.

T199.87.160.87:80 -> 192.168.1.5:58487 [AP]
HTTP/1.1 200 OK..Date: Wed, 02 Jul 2014 22:39:05 GMT..Server: Apache..X-Hos
t: sj2-web12..Content-Length: 585..Keep-Alive: timeout=10, max=36..Connecti
on: Keep-Alive..Content-Type: application/json....{"success":"messages retr
ieved","result":{"recMessages":[{"messageld":"45b537c51e5cf2f90f31779e9ec8f

messageText":"Good afternoon, Ann.","recipien

c46","messageType":"normal","
tType":"phone","recipientld":"14068522589","senderType":"phone","senderld":
"14069243754","senderName":"Kim lll-song","time":"2014-07-02 22:38:55","mes
sageStatus":"read","deliveryMethod":"onnet"}],"sentMessages":[],"brandedSys
temMessages":[],"calls":[],"voicemails":[],"now":"2014-07-02 22:38:57","lar

gestCount":1,"smsCreditBalance":0,"callingCreditBalance":0,"numTextsSent":0

,"numTextsRec":0,"inviteCount":0}}.

T 199.87.160.87:80 -> 192.168.1.5:58487 [AP]
HTTP/1.1 200 OK..Date: Wed, 02 Jul 2014 22:39:05 GMT..Server: Apache..X-Hos
t: sj2-web12..Content-Length: 585..Keep-Alive: timeout=10, max=36..Connecti
on: Keep-Alive..Content-Type: application/json....{"success":"messages retr
ieved","result":{"recMessages":[{"messageld":"45b537c51e5cf2f90f31779e9ec8f
c46","messageType":"normal","messageText":"Good afternoon, Ann.","recipien
tType":"phone","recipientld":"14068522589","senderType":"phone","senderld":
"14069243754","senderName":"Kim lll-song","time":"2014-07-02 22:38:55","mes
sageStatus":"read","deliveryMethod":"onnet"}],"sentMessages":[],"brandedSys
temMessages":[],"calls":[],"voicemails":[],"now":"2014-07-02 22:38:57","lar

gestCount":1,"smsCreditBalance":0,"callingCreditBalance":0,"numTextsSent":0

,"numTextsRec":0,"inviteCount":0}}.
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T199.87.160.87:80 -> 192.168.1.5:51189 [AP]

"success":"messages retrieved","result":{"recMessages":[{"messageld":"45b5
37c51e5cf2f90f31779e9ec8fc46","messageType":"normal","messageText":"Good af
ternoon, Ann.","recipientType":"phone","recipientld":"14068522589","sender
Type":"phone","senderld":"14069243754","senderName":"Kim Ill-song","time":"
2014-07-02 22:38:55","messageStatus":"read","deliveryMethod":"onnet"},{"mes
sageld":"c113ed366ab0fbab4f6215f41d6fb127","messageType":"normal","messageT
ext":"Castling.","recipientType":"phone","recipientld":"14068522589","sende
rType":"phone","senderld":"14069243754","senderName":"Kim lIll-song","time":
"2014-07-02 22:39:31","messageStatus":"unread","deliveryMethod":"onnet"}],"
sentMessages":[{"messageld":"eb232446d54193d00876830421797030","messageType
":"normal","messageText":"who is this?","recipientType":"phone","recipientl

d":"14069243754","senderType":"phone","senderld":"14068522589","senderName"
:"Ann Dercover","time":"2014-07-02 22:39:15","messageStatus":"read","delive
ryMethod":"onnet"}],"brandedSystemMessages":[],"calls":[],"voicemails":[],"

now":"2014-07-02 22:39:32","largestCount":2,"smsCreditBalance":0,"callingCr

editBalance":0,"numTextsSent":0,"numTextsRec":0,"inviteCount":0}}.

T 199.87.160.87:80 -> 192.168.1.5:51189 [AP]

"success":"messages retrieved","result":{"recMessages":[{"messageld":"45b5
37c51e5cf2f90f31779e9ec8fc46","messageType":"normal”,"messageText":"Good af
ternoon, Ann.","recipientType":"phone","recipientld":"14068522589","sender
Type":"phone","senderld":"14069243754","senderName":"Kim lll-song","time":"
2014-07-02 22:38:55","messageStatus":"read","deliveryMethod":"onnet"},{"mes
sageld":"c113ed366ab0fbab4f6215f41d6fb127","messageType":"normal","messageT
ext":"Castling.","recipientType":"phone","recipientld":"14068522589","sende
rType":"phone","senderld":"14069243754","senderName":"Kim lll-song","time":
"2014-07-02 22:39:31","messageStatus":"unread","deliveryMethod":"onnet"}],"
sentMessages":[{"messageld":"eb232446d54193d00876830421797030","messageType

n.n Ill n
7

. horma

messageText":"who is this?","recipientType":"phone","recipientl
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d":"14069243754","senderType":"phone","senderld":"14068522589","senderName"
:"Ann Dercover","time":"2014-07-02 22:39:15","messageStatus":"read","delive
ryMethod":"onnet"}],"brandedSystemMessages":[],"calls":[],"voicemails":[],"
now":"2014-07-02 22:39:32","largestCount":2,"smsCreditBalance":0,"callingCr

editBalance":0,"numTextsSent":0,"numTextsRec":0,"inviteCount":0}}.

T199.87.160.87:80 -> 192.168.1.5:56880 [AP]
HTTP/1.1 200 OK..Date: Wed, 02 Jul 2014 22:39:41 GMT..Server: Apache..X-Hos
t: sj2-web34..Content-Length: 573..Keep-Alive: timeout=10, max=17..Connecti
on: Keep-Alive..Content-Type: application/json....{"success":"messages retr
ieved","result":{"recMessages":[{"messageld":"c113ed366ab0fbab64f6215f41d6fb
127","messageType":"normal”,"messageText":"Castling.","recipientType":"phon
e","recipientld":"14068522589","senderType":"phone","senderld":"14069243754
", "senderName":"Kim lll-song","time":"2014-07-02 22:39:31","messageStatus":
"read","deliveryMethod":"onnet"}],"sentMessages":[],"brandedSystemMessages"
:[1,"calls":[],"voicemails":[],"now":"2014-07-02 22:39:32","largestCount":1

,"smsCreditBalance":0,"callingCreditBalance":0,"numTextsSent":0,"numTextsRe

c":0,"inviteCount":0}}.

T 199.87.160.87:80 -> 192.168.1.5:56880 [AP]
HTTP/1.1 200 OK..Date: Wed, 02 Jul 2014 22:39:41 GMT..Server: Apache..X-Hos
t: sj2-web34..Content-Length: 573..Keep-Alive: timeout=10, max=17..Connecti
on: Keep-Alive..Content-Type: application/json....{"success":"messages retr
ieved","result":{"recMessages":[{"messageld":"c113ed366ab0fbab4f6215f41d6fb
127","messageType":"normal”,"messageText":"Castling.","recipientType":"phon
e","recipientld":"14068522589","senderType":"phone","senderld":"14069243754
" "senderName":"Kim Ill-song","time":"2014-07-02 22:39:31","messageStatus":
"read","deliveryMethod":"onnet"}],"sentMessages":[],"brandedSystemMessages"
:[],"calls":[],"voicemails":[],"now":"2014-07-02 22:39:32","largestCount":1

,"smsCreditBalance":0,"callingCreditBalance":0,"numTextsSent":0,"numTextsRe

c":0,"inviteCount":0}}.
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T199.87.160.87:80 -> 192.168.1.5:39427 [AP]
HTTP/1.1 200 OK..Date: Wed, 02 Jul 2014 22:40:00 GMT..Server: Apache..X-Hos
t: sj2-web04..Content-Length: 878..Keep-Alive: timeout=10, max=2..Connectio
n: Keep-Alive..Content-Type: application/json....{"success":"messages retri
eved","result":{"recMessages":[{"messageld":"c113ed366ab0fba64f6215f41d6fb1
27", "messageType":"normal","messageText":"Castling.","recipientType":"phone
" "recipientld":"14068522589","senderType":"phone","senderld":"14069243754"
,"senderName":"Kim lll-song","time":"2014-07-02 22:39:31","messageStatus":"
read","deliveryMethod":"onnet"}],"sentMessages":[{"messageld":"4125737ad171
57e816310b4f2f98752a","messageType":"normal","messageText":"where are you?"
,"recipientType":"phone","recipientld":"14069243754","senderType":"phone","
senderld":"14068522589","senderName":"Ann Dercover","time":"2014-07-02 22:3
9:46","messageStatus":"read","deliveryMethod":"onnet"}],"brandedSystemMessa
ges":[],"calls":[],"voicemails":[],"now":"2014-07-02 22:39:54","largestCoun

t":1,"smsCreditBalance":0,"callingCreditBalance":0,"numTextsSent":0,"numTex

tsRec":0,"inviteCount":0}}.

T199.87.160.87:80 -> 192.168.1.5:39427 [AP]
HTTP/1.1 200 OK..Date: Wed, 02 Jul 2014 22:40:00 GMT..Server: Apache..X-Hos
t: sj2-web04..Content-Length: 878..Keep-Alive: timeout=10, max=2..Connectio
n: Keep-Alive..Content-Type: application/json....{"success":"messages retri
eved","result":{"recMessages":[{"messageld":"c113ed366ab0fba64f6215f41d6fb1l
27","messageType":"normal","messageText":"Castling.","recipientType":"phone
" "recipientld":"14068522589","senderType":"phone","senderld":"14069243754"
,"senderName":"Kim lll-song","time":"2014-07-02 22:39:31","messageStatus":"
read","deliveryMethod":"onnet"}],"sentMessages":[{"messageld":"4125737ad171
57e816310b4f2f98752a","messageType":"normal","messageText":"where are you?"
,"recipientType":"phone","recipientld":"14069243754","senderType":"phone","
senderld":"14068522589","senderName":"Ann Dercover","time":"2014-07-02 22:3

9:46","messageStatus":"read","deliveryMethod":"onnet"}],"brandedSystemMessa
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ges":[],"calls":[],"voicemails":[],"now":"2014-07-02 22:39:54","largestCoun
t":1,"smsCreditBalance":0,"callingCreditBalance":0,"numTextsSent":0,"numTex

tsRec":0,"inviteCount":0}}.

T199.87.160.87:80 -> 192.168.1.5:42044 [AP]
HTTP/1.1 200 OK..Date: Wed, 02 Jul 2014 22:40:14 GMT..Server: Apache..X-Hos
t: sj2-web07..Content-Length: 595..Keep-Alive: timeout=10, max=49..Connecti

on: Keep-Alive..Content-Type: application/json....{"success":"messages retr

ieved","result":{"recMessages":[{"messageld":"dc821c4eeacd713cfef5ceal5e803

040","messageType":"normal","messageText":"l know | can't tell you that.",

recipientType":"phone","recipientld":"14068522589","senderType":"phone","se

nderld":"14069243754","senderName":"Kim lll-song","time":"2014-07-02 22:40:

05","messageStatus":"unread","deliveryMethod":"onnet"}],"sentMessages":[],"
brandedSystemMessages":[],"calls":[],"voicemails":[],"now":"2014-07-02 22:4
0:06","largestCount":1,"smsCreditBalance":0,"callingCreditBalance":0,"numTe

xtsSent":0,"numTextsRec":0,"inviteCount":0}}.

T199.87.160.87:80 -> 192.168.1.5:42044 [AP]
HTTP/1.1 200 OK..Date: Wed, 02 Jul 2014 22:40:14 GMT..Server: Apache..X-Hos
t: sj2-web07..Content-Length: 595..Keep-Alive: timeout=10, max=49..Connecti

on: Keep-Alive..Content-Type: application/json....{"success":"messages retr

ieved","result":{"recMessages":[{"messageld":"dc821c4eeacd713cfef5ceal5e803

040","messageType":"normal","messageText":"l know | can't tell you that.",

recipientType":"phone","recipientld":"14068522589","senderType":"phone","se

nderld":"14069243754","senderName":"Kim lll-song","time":"2014-07-02 22:40:

05","messageStatus":"unread","deliveryMethod":"onnet"}],"sentMessages":[],"
brandedSystemMessages":[],"calls":[],"voicemails":[],"now":"2014-07-02 22:4
0:06","largestCount":1,"smsCreditBalance":0,"callingCreditBalance":0,"numTe

xtsSent":0,"numTextsRec":0,"inviteCount":0}}.

T199.87.160.87:80 -> 192.168.1.5:47289 [AP]
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HTTP/1.1 200 OK..Date: Wed, 02 Jul 2014 22:41:37 GMT..Server: Apache..X-Hos

t: sj2-web13..Content-Length: 945..Keep-Alive: timeout=10, max=4..Connectio

n: Keep-Alive..Content-Type: application/json....{"success":"messages retri
eved","result":{"recMessages":[{"messageld":"dc821c4eeacd713cfef5ceal5e8030
40","messageType":"normal","messageText":"l know | can't tell you that.","r
ecipientType":"phone","recipientld":"14068522589","senderType":"phone","sen
derld":"14069243754","senderName":"Kim Ill-song","time":"2014-07-02 22:40:0
5","messageStatus":"read","deliveryMethod":"onnet"}],"sentMessages":[{"mess
ageld":"bdc2b81acb8e3bff28a1e87ff44ee5d7","messageType":"normal","messageTe
xt":"Do you know that there are people investigating Kim Ill-Song?","recipi
entType":"phone","recipientld":"14069243754","senderType":"phone","senderld
":"14068522589","senderName":"Ann Dercover","time":"2014-07-02 22:41:25","m
essageStatus":"read","deliveryMethod":"onnet"}],"brandedSystemMessages":[],
"calls":[],"voicemails":[],"now":"2014-07-02 22:41:31","largestCount":1,"sm

sCreditBalance":0,"callingCreditBalance":0,"numTextsSent":0,"numTextsRec":0

,"inviteCount":0}}.

T199.87.160.87:80 -> 192.168.1.5:47289 [AP]
HTTP/1.1 200 OK..Date: Wed, 02 Jul 2014 22:41:37 GMT..Server: Apache..X-Hos
t: sj2-web13..Content-Length: 945..Keep-Alive: timeout=10, max=4..Connectio
n: Keep-Alive..Content-Type: application/json....{"success":"messages retri
eved","result":{"recMessages":[{"messageld":"dc821cdeeacd713cfef5ceal5e8030
40","messageType":"normal”,"messageText":"l know | can't tell you that.","r
ecipientType":"phone","recipientld":"14068522589","senderType":"phone","sen
derld":"14069243754","senderName":"Kim lll-song","time":"2014-07-02 22:40:0
5","messageStatus":"read","deliveryMethod":"onnet"}],"sentMessages":[{"mess
ageld":"bdc2b81acb8e3bff28ale87ff44ee5d7","messageType":"normal","messageTe
xt":"Do you know that there are people investigating Kim lll-Song?","recipi
entType":"phone","recipientld":"14069243754","senderType":"phone","senderld

":"14068522589","senderName":"Ann Dercover","time":"2014-07-02 22:41:25","m

essageStatus":"read","deliveryMethod":"onnet"}],"brandedSystemMessages":[],

69 | Page



"calls":[],"voicemails":[],"now":"2014-07-02 22:41:31","largestCount":1,"sm
sCreditBalance":0,"callingCreditBalance":0,"numTextsSent":0,"numTextsRec":0

,"inviteCount":0}}.

T 199.87.160.87:80 -> 192.168.1.5:54994 [AP]
HTTP/1.1 200 OK..Date: Wed, 02 Jul 2014 22:41:53 GMT..Server: Apache..X-Hos
t: sj2-web19..Content-Length: 636..Keep-Alive: timeout=10, max=31..Connecti
on: Keep-Alive..Content-Type: application/json....{"success":"messages retr
ieved","result":{"recMessages":[{"messageld":"8197385d4b4222e32ec474fad97b7

0d8","messageType":"normal","messageText":"Of course. However, they will

never know it is me behind the bribes.","recipientType":"phone","recipientl
d":"14068522589","senderType":"phone","senderld":"14069243754","senderName"
"Kim lll-song","time":"2014-07-02 22:41:47","messageStatus":"unread","deli
veryMethod":"onnet"}],"sentMessages":[],"brandedSystemMessages":[],"calls":
[1,"voicemails":[],"now":"2014-07-02 22:41:48","largestCount":1,"smsCreditB

alance":0,"callingCreditBalance":0,"numTextsSent":0,"numTextsRec":0,"invite

Count":0}}.

T199.87.160.87:80 -> 192.168.1.5:54994 [AP]
HTTP/1.1 200 OK..Date: Wed, 02 Jul 2014 22:41:53 GMT..Server: Apache..X-Hos
t: sj2-web19..Content-Length: 636..Keep-Alive: timeout=10, max=31..Connecti
on: Keep-Alive..Content-Type: application/json....{"success":"messages retr
ieved","result":{"recMessages":[{"messageld":"8197385d4b4222e32ec474fad97b7

0d8","messageType":"normal","messageText":"Of course. However, they will

never know it is me behind the bribes.","recipientType":"phone","recipientl
d":"14068522589","senderType":"phone","senderld":"14069243754","senderName"
"Kim Ill-song","time":"2014-07-02 22:41:47","messageStatus":"unread","deli
veryMethod":"onnet"}],"sentMessages":[],"brandedSystemMessages":[],"calls":
[],"voicemails":[],"now":"2014-07-02 22:41:48","largestCount":1,"smsCreditB

alance":0,"callingCreditBalance":0,"numTextsSent":0,"numTextsRec":0,"invite

Count":0}}.
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T199.87.160.87:80 -> 192.168.1.5:33205 [AP]
HTTP/1.1 200 OK..Date: Wed, 02 Jul 2014 22:43:01 GMT..Server: Apache..X-Hos
t: sj2-web36..Content-Length: 1003..Keep-Alive: timeout=10, max=16..Connect
ion: Keep-Alive..Content-Type: application/json....{"success":"messages ret

rieved","result":{"recMessages":[{"messageld":"8197385d4b4222e32ec474fa497b

70d8","messageType":"normal","messageText":"Of course. However, they will
never know it is me behind the bribes.","recipientType":"phone","recipient
Id":"14068522589","senderType":"phone","senderld":"14069243754","senderName
":"Kim lll-song","time":"2014-07-02 22:41:47","messageStatus":"read","deliv

eryMethod":"onnet"}],"sentMessages":[{"messageld":"700b4051723f212b979cf068

€59067b9","messageType":"norma

nn
",

messageText":"still we should be careful.
Pay attention. | want to meet in September at 5PM.","recipientType":"phone

" "recipientld":"14069243754","senderType":"phone","senderld":"14068522589"
,"senderName":"Ann Dercover","time":"2014-07-02 22:42:54","messageStatus":"
read","deliveryMethod":"onnet"}],"brandedSystemMessages":[],"calls":[],"voi

cemails":[],"now":"2014-07-02 22:42:58","largestCount":1,"smsCreditBalance"

:0,"callingCreditBalance":0,"numTextsSent":0,"numTextsRec":0,"inviteCount":

0}}.

T199.87.160.87:80 -> 192.168.1.5:33205 [AP]
HTTP/1.1 200 OK..Date: Wed, 02 Jul 2014 22:43:01 GMT..Server: Apache..X-Hos

t: sj2-web36..Content-Length: 1003..Keep-Alive: timeout=10, max=16..Connect

ion: Keep-Alive..Content-Type: application/json....{"success":"messages ret

rieved","result":{"recMessages":[{"messageld":"8197385d4b4222e32ec474fa497b

70d8","messageType":"normal","messageText":"Of course. However, they will
never know it is me behind the bribes.","recipientType":"phone","recipient
Id":"14068522589","senderType":"phone","senderld":"14069243754","senderName
":"Kim lll-song","time":"2014-07-02 22:41:47","messageStatus":"read","deliv
eryMethod":"onnet"}],"sentMessages":[{"messageld":"700b4051723f212b979cf068

€59067b9","messageType":"normal","messageText":"still we should be careful.
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Pay attention. | want to meet in September at 5PM.","recipientType":"phone

" "recipientld":"14069243754","senderType":"phone","senderld":"14068522589"
,"senderName":"Ann Dercover","time":"2014-07-02 22:42:54","messageStatus":"
read","deliveryMethod":"onnet"}],"brandedSystemMessages":[],"calls":[],"voi
cemails":[],"now":"2014-07-02 22:42:58","largestCount":1,"smsCreditBalance"

:0,"callingCreditBalance":0,"numTextsSent":0,"numTextsRec":0,"inviteCount":

0}}.

T 199.87.160.87:80 -> 192.168.1.5:48325 [AP]
HTTP/1.1 200 OK..Date: Wed, 02 Jul 2014 22:43:11 GMT..Server: Apache..X-Hos
t: sj2-web04..Content-Length: 589..Keep-Alive: timeout=10, max=40..Connecti
on: Keep-Alive..Content-Type: application/json....{"success":"messages retr
ieved","result":{"recMessages":[{"messageld":"e5d6be661c5ed90cfb27a0fb50b33
bf2","messageType":"normal","messageText":"At our old meetup spot?","recipi
entType":"phone","recipientld":"14068522589","senderType":"phone","senderld
":"14069243754","senderName":"Kim lll-song","time":"2014-07-02 22:43:06","m
essageStatus":"unread","deliveryMethod":"onnet"}],"sentMessages":[],"brande
dSystemMessages":[],"calls":[],"voicemails":[],"now":"2014-07-02 22:43:07",

"largestCount":1,"smsCreditBalance":0,"callingCreditBalance":0,"numTextsSen

t":0,"numTextsRec":0,"inviteCount":0}}.

T199.87.160.87:80 -> 192.168.1.5:48325 [AP]
HTTP/1.1 200 OK..Date: Wed, 02 Jul 2014 22:43:11 GMT..Server: Apache..X-Hos
t: sj2-web04..Content-Length: 589..Keep-Alive: timeout=10, max=40..Connecti
on: Keep-Alive..Content-Type: application/json....{"success":"messages retr
ieved","result":{"recMessages":[{"messageld":"e5d6be661c5ed90cfb27a0fb50b33
bf2","messageType":"normal","messageText":"At our old meetup spot?","recipi
entType":"phone","recipientld":"14068522589","senderType":"phone","senderld
":"14069243754","senderName":"Kim lIll-song","time":"2014-07-02 22:43:06","m

essageStatus":"unread","deliveryMethod":"onnet"}],"sentMessages":[],"brande

dSystemMessages":[],"calls":[],"voicemails":[],"now":"2014-07-02 22:43:07",
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"largestCount":1,"smsCreditBalance":0,"callingCreditBalance":0,"numTextsSen

t":0,"numTextsRec":0,"inviteCount":0}}.

T 199.87.160.87:80 -> 192.168.1.5:34995 [AP]

"success":"messages retrieved","result":{"recMessages":[{"'messageld":"e5d6
be661c5ed90cfb27a0fb50b33bf2","messageType":"normal","messageText":"At our
old meetup spot?","recipientType":"phone","recipientld":"14068522589","send
erType":"phone","senderld":"14069243754","senderName":"Kim lll-song","time"
:"2014-07-02 22:43:06","messageStatus":"read","deliveryMethod":"onnet"},{"m
essageld":"b5860bdea833df4231c31dfbecbedf0d","messageType":"normal","messag
eText":"What day?","recipientType":"phone","recipientld":"14068522589","sen
derType":"phone","senderld":"14069243754","senderName":"Kim Ill-song","time
":"2014-07-02 22:43:44","messageStatus":"unread","deliveryMethod":"onnet"}]

,"sentMessages":[{"messageld":"9854f7107287ad4d6a6a69b25fc3da57", " "messageTy

pe":

normal”,"messageText":"yes","recipientType":"phone","recipientld":"140
69243754","senderType":"phone","senderld":"14068522589","senderName":"Ann D
ercover","time":"2014-07-02 22:43:28","messageStatus":"read","deliveryMetho
d":"onnet"}],"brandedSystemMessages":[],"calls":[],"voicemails":[],"now":"2

014-07-02 22:43:45","largestCount":2,"smsCreditBalance":0,"callingCreditBal

ance":0,"numTextsSent":0,"numTextsRec":0,"inviteCount":0}}.

T199.87.160.87:80 -> 192.168.1.5:34995 [AP]

"success":"messages retrieved","result":{"recMessages":[{"messageld":"e5d6
be661c5ed90cfb27a0fb50b33bf2","messageType":"normal”,"messageText":"At our
old meetup spot?","recipientType":"phone","recipientld":"14068522589","send
erType":"phone","senderld":"14069243754","senderName":"Kim Ill-song","time"
:"2014-07-02 22:43:06","messageStatus":"read","deliveryMethod":"onnet"},{"m
essageld":"b5860bdea833df4231c31dfbecbedf0d","messageType":"normal","messag
eText":"What day?","recipientType":"phone","recipientld":"14068522589","sen
derType":"phone","senderld":"14069243754","senderName":"Kim lll-song","time

":"2014-07-02 22:43:44","messageStatus":"unread","deliveryMethod":"onnet"}]
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,"sentMessages":[{"messageld":"9854f7107287ad4d6a6a69b25fc3da57","messageTy

"yes","recipientType":"phone","recipientld":"140

n.n |ll n
’

pe":"normal","messageText
69243754","senderType":"phone","senderld":"14068522589","senderName":"Ann D
ercover","time":"2014-07-02 22:43:28","messageStatus":"read","deliveryMetho
d":"onnet"}],"brandedSystemMessages":[],"calls":[],"voicemails":[],"now":"2

014-07-02 22:43:45","largestCount":2,"smsCreditBalance":0,"callingCreditBal

ance":0,"numTextsSent":0,"numTextsRec":0,"inviteCount":0}}.

T 199.87.160.87:80 -> 192.168.1.5:48377 [AP]
HTTP/1.1 200 OK..Date: Wed, 02 Jul 2014 22:43:51 GMT..Server: Apache..X-Hos
t: sj2-web09..Content-Length: 573..Keep-Alive: timeout=10, max=41..Connecti
on: Keep-Alive..Content-Type: application/json....{"success":"messages retr
ieved","result":{"recMessages":[{"messageld":"b5860bdea833df4231c31dfbecbed
fod","messageType":"normal","messageText":"What day?","recipientType":"phon
e","recipientld":"14068522589","senderType":"phone","senderld":"14069243754
","senderName":"Kim lll-song","time":"2014-07-02 22:43:44","messageStatus":
"read","deliveryMethod":"onnet"}],"sentMessages":[],"brandedSystemMessages"
:[1,"calls":[],"voicemails":[],"now":"2014-07-02 22:43:45","largestCount":1

,"smsCreditBalance":0,"callingCreditBalance":0,"numTextsSent":0,"numTextsRe

c":0,"inviteCount":0}}.

T199.87.160.87:80 -> 192.168.1.5:48377 [AP]
HTTP/1.1 200 OK..Date: Wed, 02 Jul 2014 22:43:51 GMT..Server: Apache..X-Hos
t: sj2-web09..Content-Length: 573..Keep-Alive: timeout=10, max=41..Connecti
on: Keep-Alive..Content-Type: application/json....{"success":"messages retr
ieved","result":{"recMessages":[{"messageld":"b5860bdea833df4231c31dfbecbed
fod","messageType":"normal","messageText":"What day?","recipientType":"phon
e","recipientld":"14068522589","senderType":"phone","senderld":"14069243754
","senderName":"Kim lll-song","time":"2014-07-02 22:43:44","messageStatus":

"read","deliveryMethod":"onnet"}],"sentMessages":[],"brandedSystemMessages"

:[1,"calls":[],"voicemails":[],"now":"2014-07-02 22:43:45","|largestCount":1
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,"smsCreditBalance":0,"callingCreditBalance":0,"numTextsSent":0,"numTextsRe

c":0,"inviteCount":0}}.

T 199.87.160.87:80 -> 192.168.1.5:40889 [AP]
HTTP/1.1 200 OK..Date: Wed, 02 Jul 2014 22:50:00 GMT..Server: Apache..X-Hos
t: sj2-web19..Content-Length: 273..Keep-Alive: timeout=10, max=21..Connecti
on: Keep-Alive..Content-Type: application/json....{"success":"messages retr
ieved","result":{"recMessages":[],"sentMessages":[],"brandedSystemMessages"
:[],"calls":[],"voicemails":[],"now":"2014-07-02 22:43:45","largestCount":0

,"smsCreditBalance":0,"callingCreditBalance":0,"numTextsSent":0,"numTextsRe

c":0,"inviteCount":0}}.

T 199.87.160.87:80 -> 192.168.1.5:40889 [AP]
HTTP/1.1 200 OK..Date: Wed, 02 Jul 2014 22:50:00 GMT..Server: Apache..X-Hos
t: sj2-web19..Content-Length: 273..Keep-Alive: timeout=10, max=21..Connecti

on: Keep-Alive..Content-Type: application/json....{"success":"messages retr
ieved","result":{"recMessages":[],"sentMessages":[],"brandedSystemMessages"
:[1,"calls":[],"voicemails":[],"now":"2014-07-02 22:43:45","largestCount":0

,"smsCreditBalance":0,"callingCreditBalance":0,"numTextsSent":0,"numTextsRe

c":0,"inviteCount":0}}.

T199.87.160.87:80 -> 192.168.1.5:39570 [AP]
HTTP/1.1 200 OK..Date: Wed, 02 Jul 2014 22:50:53 GMT..Server: Apache..X-Hos
t: sj2-web05..Content-Length: 892..Keep-Alive: timeout=10, max=50..Connecti
on: Keep-Alive..Content-Type: application/json....{"success":"messages retr
ieved","result":{"recMessages":[{"messageld":"b5860bdea833df4231c31dfbecbed
fod","messageType":"normal","messageText":"What day?","recipientType":"phon
e","recipientld":"14068522589","senderType":"phone","senderld":"14069243754
","senderName":"Kim lll-song","time":"2014-07-02 22:43:44","messageStatus":

"read","deliveryMethod":"onnet"}],"sentMessages":[{"messageld":"3ceeadc119a

0225656¢c73b3fbfd3418f","messageType":"normal","messageText":"l told you to
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pay attention.","recipientType":"phone","recipientld":"14069243754","sender
Type":"phone","senderld":"14068522589","senderName":"Ann Dercover","time":"
2014-07-02 22:50:32","messageStatus":"read","deliveryMethod":"onnet"}],"bra
ndedSystemMessages":[],"calls":[],"voicemails":[],"now":"2014-07-02 22:50:4

5","largestCount":1,"smsCreditBalance":0,"callingCreditBalance":0,"numTexts

Sent":0,"numTextsRec":0,"inviteCount":0}}.

T 199.87.160.87:80 -> 192.168.1.5:39570 [AP]
HTTP/1.1 200 OK..Date: Wed, 02 Jul 2014 22:50:53 GMT..Server: Apache..X-Hos
t: sj2-web05..Content-Length: 892..Keep-Alive: timeout=10, max=50..Connecti
on: Keep-Alive..Content-Type: application/json....{"success":"messages retr
ieved","result":{"recMessages":[{"messageld":"b5860bdea833df4231c31dfbecbed
fod","messageType":"normal","messageText":"What day?","recipientType":"phon
e","recipientld":"14068522589","senderType":"phone","senderld":"14069243754
" "senderName":"Kim Ill-song","time":"2014-07-02 22:43:44","messageStatus":
"read","deliveryMethod":"onnet"}],"sentMessages":[{"messageld":"3ceeadc119a
0225656¢73b3fbfd3418f","messageType":"normal","messageText":"l told you to
pay attention.","recipientType":"phone","recipientld":"14069243754","sender
Type":"phone","senderld":"14068522589","senderName":"Ann Dercover","time":"
2014-07-02 22:50:32","messageStatus":"read","deliveryMethod":"onnet"}],"bra
ndedSystemMessages":[],"calls":[],"voicemails":[],"now":"2014-07-02 22:50:4

5","largestCount":1,"smsCreditBalance":0,"callingCreditBalance":0,"numTexts

Sent":0,"numTextsRec":0,"inviteCount":0}}.

Appendix E — Co-ordinates

Latitude Longitude
46.85661315917969 | -114.01860809326172
46.85693359375 -114.01863098144531

46.85727310180664

-114.01868438720703

46.85760116577148

4 -114.01866912841797
46.85805511474609
4 -114.01866149902344




46.8582878112793 -114.01864624023438
46.85852432250976
6 -114.01863861083984
46.85873413085937
5 -114.01864624023438

46.85884475708008

-114.01864624023438

46.85894393920898

4 -114.01864624023438
46.85904693603515
6 -114.01864624023438

46.85914993286133

-114.01864624023438

46.85946655273437

5 -114.01864624023438
46.85957717895508 | -114.01864624023438
46.85969161987305 | -114.01864624023438
46.85980987548828 | -114.01864624023438
46.85993194580078 | -114.01864624023438
46.86029052734375 | -114.01863098144531
46.86052322387695 [ -114.01863861083984

46.86075592041015
6

-114.01863098144531

46.86098861694336 | -114.01863098144531
46.86122894287109

4 -114.01863861083984
46.86147689819336 [ -114.01863098144531
46.86159896850586 [ -114.01863098144531

46.86183547973633

-114.01862335205078

46.86206436157226

6 -114.01861572265625
46.86228179931640

6 -114.01860046386719
46.86248779296875 | -114.01860046386719
46.86260223388672 | -114.01859283447266
46.86282730102539 | -114.0185775756836
46.86306381225586 | -114.0185775756836
46.86330032348633 [ -114.01856231689453

46.86342620849609
4

-114.0185546875

46.86355209350586 [ -114.01854705810547
46.86367416381836 [ -114.01853942871094
46.8637809753418 -114.01853942871094
46.86387252807617 | -114.0185317993164
46.86370468139648

4 -114.01164245605469
46.86370849609375 [ -114.01163482666016
46.86401748657226

6 -114.01107025146484
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46.86404418945312

5 -114.01074981689453
46.86404800415039 | -114.01071166992188
46.86408996582031 | -114.01042175292969

46.86408996582031

-114.01012420654297

46.86407852172851

6 -114.00962829589844
46.86407089233398

4 -114.0094223022461
46.86406707763672 | -114.00910186767578
46.86407470703125 | -114.00875854492188
46.86408233642578 | -114.0084228515625
46.86405181884765

6 -114.0074691772461
46.86404418945312

5 -114.00716400146484

46.86404418945312
5

-114.00694274902344

46.86404800415039

-114.00680541992188

46.86405563354492

-114.00670623779297

46.86405181884765
6

-114.00662231445312

46.86405181884765

6 -114.00646209716797
46.86405181884765

6 -114.00627899169922
46.86405181884765

6 -114.00605773925781
46.86405181884765

6 -114.00592803955078
46.86405944824219 | -114.00563049316406
46.86405944824219 | -114.00563049316406
46.86405944824219 | -114.00534057617188
46.86405563354492 | -114.00506591796875
46.86405181884765

6 -114.00477600097656
46.86405181884765

6 -114.00452423095703
46.86404418945312

5 -114.0042724609375
46.86404418945312

5 -114.00414276123047

46.86404037475586

-114.00392150878906

46.86398315429687
5

-114.00354766845703

46.86393356323242

-114.0035171508789

46.86381912231445

-114.00352478027344
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46.86364364624023

4 -114.0035400390625

46.86354446411133 [ -114.00354766845703
46.86325454711914 | -114.00360107421875
46.86309051513672 | -114.00376892089844
46.86293411254883 [ -114.00396728515625
46.86286163330078 [ -114.00408172607422

46.86270141601562
5

-114.00432586669922

46.86253356933594 | -114.00457763671875
46.86236190795898

4 -114.00481414794922
46.86210632324219 | -114.00520324707031
46.86183547973633 [ -114.0055923461914
46.86166000366211 | -114.00584411621094
46.86148452758789 [ -114.00609588623047
46.86122131347656 [ -114.00647735595703
46.86103057861328 | -114.00672912597656
46.86084365844726

6 -114.00699615478516
46.86065673828125 | -114.00727081298828
46.86037063598633 [ -114.0076675415039
46.85998916625976

6 -114.00820922851562
46.85979080200195 | -114.00848388671875
46.85969161987305 | -114.00862121582031
46.85950088500976

6 -114.00887298583984
46.85930252075195 | -114.00914001464844
46.85910415649414 | -114.00941467285156
46.8590087890625 -114.0095443725586
46.85882949829101

6 -114.00979614257812
46.85864639282226

6 -114.01005554199219

46.85837554931640
6

-114.01044464111328

46.85812377929687

5 -114.01079559326172
46.85795211791992 | -114.01103973388672
46.8577880859375 -114.01127624511719
46.85765838623047 | -114.0114517211914
46.85751342773437

5 -114.01164245605469
46.85749053955078 | -114.01168823242188
46.85747146606445 [ -114.01171112060547
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46.85741806030273

4 -114.01179504394531
46.85733413696289 [ -114.01190948486328
46.85723495483398

4 -114.01204681396484

46.85718154907226
6

-114.01212310791016

46.85708236694336 [ -114.01225280761719
46.85697937011719 | -114.01237487792969
46.85683441162109

4 -114.01256561279297
46.85672378540039 | -114.01271057128906
46.85659790039062

5 -114.01287078857422
46.85647201538086 | -114.01302337646484
46.85631942749023

4 -114.01313018798828
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